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Utangulizi

Hiki kitabu kimelenga kutumiwa na Wasimamizi wa OTRS. Pia ni ki rejeo kizuri kwa watu-
miaji wapya wa OTRS.

Sura zinazofwata zinaelezea usakinishaji, usanidi, na usimamizi wa progwamu ya OTRS.
Theluthi moja ya kwanza ya nakala hii inaelezea kazi za muhimu za programu, wakati
zinazobakia inafanya kazi kama marejeo ya seti nzima ya parameta zinazoweza kusani-
diwa.

Hiki kitabu kinaendelea kuwa kazi iliyo kwenye mwendelezo, ikiwa lengo ni matoleo
mapya. Tunahitaji maoni yenu ili kufanya hii nyaraka ya marejeo kuwa ya hali ya juu:
ambayo inaweza kutumika, iko sahihi, na kamili. Tafadhali tuandikie kama unakuta kuna
kitu hakipo kwenye hiki kitabu, kama vitu havijaelezewa kikamilifu, au kuna makosa ya
kiuandishi na kisintaksia. Aina yoyote ya maoni yanathaminiwa na yanatakiwa kuwek-
wa kwenye mfumo wetu wa kufwatilia makosa katika http://bugs.otrs.org. Tunatanguliza
shukrani kwa michango yenu.
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Chapter 1. Utangulizi

1. Trouble Ticket Systems - Vya msin-
gi
Hii sura inatoa utangulizi wa trouble ticketing systems kwa ufupi, pamoja na maelezo ya

maana ya msingi ya trouble ticket. Mfano wa haraka unaeleza faida za kutumia mfumo
kama huu.

1.1. Trouble ticket system ni nini, na kwanini
unaihitaji?

Mfano ufwatao unaeleza trouble ticket system ni nini, na jinsi gani utafaidika na mfumo
huu katika kampuni yako.

Let's imagine that Max is a manufacturer of video recorders. Max receives many mes-
sages from customers needing help with the devices. Some days, he is unable to respond
promptly or even acknowledge the messages. Some customers get impatient and write
a second message with the same question. All messages containing support requests
are stored in a single inbox folder. The requests are not sorted, and Max responds to the
messages using a regular email program.

Since Max cannot reply fast enough to all the messages, he is assisted by the develop-
ers Joe and John in this. Joe and John use the same mail system, accessing the same
inbox. They don't realize that Max often gets two identical requests from one frustrated
customer. Sometimes they both end up responding separately to the same request, with
the customer receiving two different answers. Furthermore, Max is unaware of the details
of their responses. He is also unaware of the details of the customer problems and their
resolutions, such as which problems occur with high frequency, or how much time and
money he has to spend on customer support.

At a meeting, a colleague tells Max about trouble ticket systems and how they can solve
Max's problems with customer support. After looking for information on the Internet, Max
decides to install OTRS on a computer that is accessible from the web by both his cus-
tomers and his employees. Now, the customer requests are no longer sent to Max's pri-
vate inbox but to the mail account that is used for OTRS. The ticket system is connected
to this mailbox and saves all requests in its database. For every new request, the system
automatically generates an answer and sends it to the customer so that the customer
knows that his request has arrived and will be answered soon. OTRS generates an explicit
reference, the ticket number, for every single request. Customers are now happy because
their requests are acknowledged and it is not necessary to send a second message with
the same question. Max, John, and Joe can now log into OTRS with a simple web browser
and answer the requests. Since the system locks a ticket that is answered, no message
is edited twice.

Tufikirie kwamba Mr. Smith ametuma ombi kwa kampuni ya Max, na meseji yake inafanyi-
wa mchakato na OTRS. John anatoa jibu fupi kwa swali lake. Lakini Mr. Smith ana swali
linalofuata, ambalo analituma kama jibu kwa barua pepe ya John. Kwa kuwa John amet-
ingwa, Max sasa anajibu meseji ya Mr. Smith. Kipengele cha historia kinamruhusu Max
aone mtiririko mzima wa mawasiliano kwenye ombi hili, na anajibu kwa undani zaidi. Mr.
Smith hajui kama watoa huduma zaidi ya mmoja wahehusika katika kutatua tatizo lake,
na amefurahia maelezo ya majibu ya mwisho ya Max.

Bila shaka, haya ni mapitio mafupi ya viwezekanavyo na vipengele vya mifumo ya trou-
ble ticket. Lakini kama kampuni yako inabidi ihudumie maombi mengi kutoka kwa wateja
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kupitia barua pepe na simu, na kama watoa huduma tofauti inabidi wajibu kwa muda
tofauti, tiketi itakuwa na usaidizi mkubwa. Inaweza kusaidia kurahisisha mtiririko wa kazi,
kuongeza ufanisi, na kuboresha utendaji kwa ujumla. Mfumo wa tiketi unasaidia kuten-
geneza muundo rahisi wa mazingira ya usaidizi au meza ya usaidizi. Mawasiliano kati ya
wateja na watoa huduma yanakuwa wazi zaidi. Matokeo ya mwisho ni ufanisi wa hudu-
ma. Na bila shaka, wateja walioridhika watabadilika kuwa matokeo mazuri ya biashara
ya kampuni yako.

1.2. Trouble ticket ni nini?

Trouble ticket ni sawa na ripoti ya matibabu iliyotengenezwa kwa ajili ya mgonjwa.
Mgonjwa akienda hospitali kwa mara ya kwanza, ripoti ya matibabu itatengenezwa
kushikilia taarifa zote binafsi na za matibabu zinazomhusu. Baada ya kuhudhuria mara
nyingi, na kuhudumiwa na daktari yule yule au wengine, daktari husika anasasisha ripoti
kwa kuongeza taarifa mpya za mgonjwa na matibabu yanayoendelea. Hii inawezesha
madaktari wengine na manesi kuweza kupata picha nzima ya kesi ya mgonjwa waliokuwa
nayo. Mgonjwa akipona na kuruhusiwa kutoka hospitalini, taarifa zote za mgonjwa zinahi-
fadhiwa kwenye nyaraka na ripoti inafungwa.

Mifumo ya trouble ticket kama OTRS inashughulikia trouble tickets kama barua pepe za
kawaida. Ujumbe unahifadhiwa kwenye mfumo. Mteja akituma ombi, tiketi mpya inaten-
genezwa na mfumo ambayo ni sawa na ripoti ya matibabu inayotengenezwa. Majibu kwa
hii tiketi mpya ni sawa na ingizo la daktari kwenye ripoti ya matibabu. Tiketi inafungwa
kama majibu yametumwa kwa mteja, au kama tiketi imefungwa na mfumo. Kama mte-
ja akijibu tena tiketi iliyofungwa, tiketi itafunguliwa tena na taarifa mpya zitaongezwa.
Kila tiketi inahifadhiwa na taarifa kamili. Kwa kuwa tiketi zinashughulikiwa kama barua
pepe za kawaida, viambatanisho na maoni ya muktadha pia yatahifadhiwa na kila barua
pepe. Na pia taarifa za tarehe husika, wafanyakazi husika, muda wa kazi unaohitajika
kushughulikia tiketi, na kadhalika vinahifadhiwa. Katika ngazi yoyote ya baadaye tiketi
zinaweza kupangwa na inawezekana kutafuta na kuchambua taarifa zote kwa kutumia
taratibu mbali mbali za uchujaji.

2. OTRS Help Desk

Hii sura inaelezea vipengele vya OTRS Help Desk (OTRS) Utapata taarifa kuhusu mabhitaji
ya programu na vifaa kwa ajili ya OTRS. Kwa zaidi katika sura hii utajifunza jinsi ya kupata
usaidizi wa ki biashara kwa OTRS, ukihitaji, na jinsi ya kuwasiliana na jamii.

2.1. Misingi

OTRS Help Desk (OTRS) ni programu tumizi ya wavuti ambayo inasakinishwa katika seva
ya wavuti na inaweza kutumika na kivinjari wavuti.

OTRS imegawanywa katika vijenzi tofauti. Kijenzi kikuu ni kiunzi cha OTRS ambacho kina
kazi kuu zote za mfumo wa tiketi na programu-tumizi. Inawezekana kusakinisha progra-

mu-tumizi za ziada kama moduli za OTRS::ITSM, ushirikiano na ufumbuzi wa Ufuatiliaji wa
Mtandao, msingi wa maarifa (Maswali yanayoulizwa mara kwa mara), na kadhalika.

2.2. Vipengele

OTRS ina vipengele vingi. Orodha ifwatayo inatoa mapitio ya vipengele muhim vilivyopo
katika kiunzi cha OTRS.

2.2.1. User Interface

* OTRS inakuja na wavuti za kiolesura mpya na tofauti kwa ajjili ya wakala na wateja.
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* Inaweza kutumika katika kivinjari wavuti kipya, ikijumuisha utayari wa retina na jukwaa
jongevu.

* Kiolesura cha wavuti kinaweza kugeuzwa kukufaa kwa dhima na dhamira zako

» Dashibodi ya wakala ina nguvu na uwezo wa kugeuzwa kukufaa pia ina mapitio ya tiketi
zako na usaidizi wa takwimu za michoro.

* Injini panufu ya ripoti inatoa takwimu tofauti tofauti na chaguo la kuratibu ripori.

e Kwa kutumia MchakatoUsimamizi inawezekana kufafanua skrini za tiketi zako na
michakato (tiketi za mtiririko wa kazi)

* OTRS ina usimamizi wa haki za ndani ambayo inaweza kupanuliwa na orodha dhibiti
ufikivu (ACLs) zilizo hakikiwa.

* Ina msaada kwa zaidi ya lugha 30 na majira tofauti ya saa.

2.2.2. Email Interface

* Ina usaidizi wa barua pepe za MIME pamoja na viambatanishi.

* Ina geuza ki otomatiki HTML kwa ujumbe wa matini ghafi (ulinzi ulioongezeka kwa
maudhui nyeti na inawezesha utafutaji wa haraka)

* Barua pepe zinazoingia zinachujwa na kufanyiwa mchakato na sheria ngumu, mfano
kwa barua taka au ugawanyaji wa foleni.

* Msaada kwa viwango vya PGP na S/MIME kwa ajili ya usimamizi wa ufunguo/hati na
uchakatishaji wa barua pepe.

* Majibu otomatiki, yana sanidika kwa kila foleni.

* Taarifa za barua pepe kwa wakala kuhusu tiketi mpya, vinavyofwatia au tiketi zilizo-
fungiwa.

* Inawezekana kufafanua kitambulishi cha tiketi yako ili kutambua vinavyofuata, mfano.
Piga#, Tiketi# au Ombi#. Kuna vizalisha tiketi namba vingi (vyenye msingi wa tarehe,
nasibu na kadh.) Unaweza kuongeza yakwapo pia. Vinavyofwatia vinaweza kujulikana
kwa kurejea kwenye vichwa au tiketi namba za nje.

2.2.3. Tiketi

* OTRS inatumia tiketi kukusanya mawasiliano yote ya nje na ndani yanayokaa pamoja.
Hizi tiketi zinapangwa kwa foleni.

* Kuna njia nyingi za kuangalia tiketi kwenye mfumo (kwa kutegemea Foleni, Hali, Kupan-
da ma kadh.) katika ngazi tofauti za undani (ndogo/kati/kuhakiki).

* Historia ya tiketi inarekodi mabadiliko yote kwa tiketi.

» Tiketi zinaweza kubadilishwa kwa njia tofauti, kama kujibu, kutuma mbele, kudunda,
kuhamia kwenye foleni nyingine, sasisha sifa (hali, umuhimu na kadh.), kufunga na
uhasibu wa muda wa kazi. Inawezekana kubadilisha tiketi nyingi kwa mkupuo (vitendo
vya mkupuo).

* Muda wa kusubiri na muda wa kupanda / usimamizi wa SLA unaruhusu ratiba na vizuizi
vinavyotegemea muda.

 Tiketi zinaweza ku unganishwa na tiketi nyingine au vitu vingine mfano maswali yanay-
oulizwa mara kwa mara.
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» Vitendo otomatiki na vya muda kwa tiketi vinawezekana na "WakalaWaKawaida"

* OTRS inakuja na injini tafuti yenye nguvu ambayo inaruhusu utafutaji tata na wa nakala
kamili kwa tiketi.

2.2.4. Mfumo

* OTRS runs on many operating systems (Linux, Solaris, AlX, FreeBSD, OpenBSD, Mac OS
10.x) and supports several database systems for the central OTRS back-end (MySQL,
PostgreSQL, Oracle, MSSQL).

* Kiini cha mfumo kinaweza kupanuliwa kwa ku sakinisha vifurushi vya OTRS. Kuna vifu-
rushi vingi vya bure (mfano FAQ, OTRS::ITSM na vingine) na pia vifurushi vya FeatureAd-
don kwa wateja wenye mkataba wa huduma kutoka kundi la OTRS.

* Uunganishaji wa mazingira ya nyuma ya nje kwa ajili ya data za mteja, mf. kupitia
AD, eDirectory au OpenLDAP. Wateja wanaweza kujithibitisha kupitia hifadhidata, LDAP,
HTTPAuth au Radius.

* Kwa kiolesura cha ujumla ni rahisi kuunganisha OTRS na huduma nyingine za tovu-
ti. Huduma rahisi za tpvuti zinaweza kuunganishwa bila kuunda programu, mazingira
changamano na viendelezi vya kawaida. Kiunganishi cha tiketi cha OTRS kinaruhusu
utengenezaji, usasishaji na utafutaji wa tiketi, kupitia huduma za tovuti kutoka kwenye
programu tumizi nyingine kuacha mbili zinazohusika.

Sasa tuangalie mabadiliko katika matoleo ya hivi karibuni ya OTRS.

2.2.5. New Features of OTRS 6
2.2.5.1. Uzalishaji

* Implemented proper time zone support. Time zones can be configured system wide and
also on a per-user basis.

* Improvements to ticket handling
* Added possibility to store unfinished ticket forms as drafts for later reuse.

* Completely revamped ticket zoom screen, with a fresh new design with accent on
content. User avatars have been introduced as a visual aid for easier identification of
the article sender. Article display settings are now displayed in a settings dialog.

* Dropped dubious and somewhat confusing article types, and introduced the concept
of communication channels as source for ticket articles (e.g. Email, Phone, Chat, etc).
Customer visibility of articles can now be determined by a simple check-box.

* Improved AgentTicketHistory screen usability.

¢ Merged the add-on module OTRSAdvancedTicketSplit. Now it's possible to select to
which kind of ticket an article should be split: phone (default), email or process ticket.
For process tickets, additional selection of specific process will be provided. However,
only those fields which are configured in the first activity dialog will be adopted from
original ticket.

* Added support for ticket number and title search in ticket merge and bulk screens.
Auto-complete list can be used to populate the ticket number field with a single click,
therefore speeding up the process and limiting room for error. In the ticket merge
screen, there is also a CustomeriD search filter option, which will limit the results to
tickets belonging to the same customer company as the source ticket.

4
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Split last sender and ticket title columns in ticket overviews.

It's now possible to access all supported article actions directly from large ticket
overview screen.

It is now possible to delete linked objects directly from the zoom view.
Ticket search and statistic can now filter for pending until time.

Added possibility to restrict zoom and print screens in the customer interface by using
ACLs.

The used search template is now shown on the ticket search result screen.
Added possibility to automatically lock new tickets to the agent who creates them.

Added possibility to send notifications to the agent who created a ticket, thanks to
Dian Tong Software.

Added new recipient notification groups 'AllRecipientsFirstArticle' and 'AllRecipi-
entsLastArticle'.

Make it possible to configure which ticket state types to show striked through in the
linked objects table, thanks to Renée Backer.

Made possible to define ServicelDs and SLAIDs as default shown ticket search attrib-
utes, thanks to Pawet Bogustawski.

Merged the add-on module OTRSTicketCloseRedirect. It is now possible by a new
SysConfig setting to stay in Ticket Zoom after an action that closes the ticket instead
of been redirected to the last overview screen or dashboard. This is now controlled
by the new SysConfig setting "Ticket::Frontend::RedirectAfterCloseDisabled".

Merged the add-on module OTRSUserDefaultQueue, With a new SysConfig setting
now it is possible to pre-select a queue to create a ticket in the New Phone, Email
and Process ticket screens.

Merged the add-on module OTRSAppointmentCalendar. Now OTRS provides a calendar
implementation that allows agents to manage and display multiple calendars and their
appointments.

Improvements for working with customers

Added dynamic field support for customer users and customers. This makes it possible
to attach additional data fields to customer users and customers (companies) without
making manual changes to the database.

Modernized the OTRS address book. It is now possible to search for all configured
custom user and customer fields.

Added the Customer User Information Center frontend. This works like the existing
Customer Information Center, but focuses on all data of one particular customer user,
rather than a complete customer (company).

Improved the selection of customers in various screens by adding autocomplete
fields.

Added support for proper Chinese name formatting, thanks to Dian Tong Software.

Removed custom spell-checker in favor of using the built-in spell checker features of
the different browsers.
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* Email articles now support display of their transmission status in the agent zoom screen.
Messages with errors will be flagged as such, and automatic notifications will be trig-
gered for relevant agents. Useful email resend screen can be used to resend failed
messages.

» Added option for dashboard widgets to mark them as mandatory. With this feature ad-
ministrators have the ability to configure dashboard widgets that can't be disabled by
the agents individually.

» Added the possibility to filter content of the CCl Dashboard Widget.
2.2.5.2. Usability & Accessibility

» Added beautiful drag & drop multi file upload for agent and customer interface.

* Added a high contrast skin for visually impaired agents.

2.2.5.3. Scalability & Performance

Improved session storage to no longer include permission information. This should result
in significant performance gains for large systems with many agents and groups.

Moved ticket number counter from the TicketCounter.log file to the database. This allows
OTRS to process incoming e-mails much faster and in parallel.

Improved web upload cache performance, thanks to Pawet Bogustawski.

Improved Generic Agent performance at deleting old execution times. Thanks to Moritz
Lenz @ noris networks!

2.2.5.4. Security

* Made bcrypt cost configurable for agent and customer password hashing, thanks to
Pawet Bogustawski.

2.2.5.5. Kufanya kazi na mifumo ya nje

* Web service improvements

Added support for additional response headers in REST and SOAP provider configu-
ration.

Added possibility to filter for events before calling Invokers.

Added the possibility to include the ticket data in web service response data.
Added automatic cleanup of old web service debug log information.

Added new operations TicketHistoryGet and SessionGet.

Updated default web service configurations.

Improved Authentication, Proxy and SSL handling in SOAP and REST transport.
Improved usability of debugger.

Added SOAPAction naming flexibility.

Improved SOAP output generation.

Prevent usage of invalid web services in provider.

Globally changed wording from 'webservice' to 'web service'.
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* Added error handling to the Generic Interface.
* Improved XSLT mapping functionality.
Email improvements

* Added possibility to configure default headers for outgoing emails (Sendmail::Default-
Headers), thanks to Renée Backer.

¢ Added possibility to use multiple named captures in Postmaster filters, thanks to
Renée Backer.

* Added possibility to set the ticket title in Postmaster filters, thanks to Renée Backer.

¢ Add support for setting owner and responsible via filter also for follow-ups, thanks to
Renée Backer.

* Make it possible to re-enable auto responses from Postmaster filters by setting X-
OTRS-Loop to no/false, thanks to Pawet Bogustawski.

¢ All email communication is now being queued for sending and handled by dedicated
scheduled daemon task. In case of errors, multiple retries will be scheduled, in order
to alleviate temporary problems.

¢ Added possibility to add an external link to the action menu in AgentTicketZoom,
thanks to Pawet Bogustawski.

2.2.5.6. Usanikishaji & Usimamizi

Renewed system configuration mechanism including a totally new graphical user inter-
face.

* Added possibility to review changes before they are effective.

¢ Exclusively edit settings, so other administrators can not change the same setting
at the same time.

» Added possibility to define favorite settings for quick access.

¢ Added new console commands to display and update setting values (Maint::Con-
fig::Dump and Maint::Config::Rebuild).

* Added possibility to distribute configuration states to all nodes in a cluster environ-
ment.

Added new command Admin::Package::UpgradeAll, which allows updating all installed
packages at once. This can also be triggered from the package manager screen.

Renewed main administration screen.

Renewed user preferences screen.

Added SHA-512 as new password digest method to agent and customer authentication.
Added support for multi-tiered customer and customer user relationships.

Added the possibility to use the auto complete search for the customer ID selection in
the user management frontend.

Improved command Maint::Ticket::InvalidUserCleanup. It can now now both unlock tick-
ets of invalid users and also (optionally) change their state to make sure they will not
be overlooked. Thanks to Moritz Lenz @ noris networks!
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* Added per-address email loop protection configuration (PostmasterMaxEmailsPerAd-
dress), thanks to Moritz Lenz.

* Added console command to list configured queues, thanks to Martin Burggraf.

* Added completely new log mechanism for email communications. The dashboard-like
display allows administrators to quickly see what might be wrong in their system regard-
ing receiving and sending emails. Account overview can be used to determine which
mail accounts might be having issues and why. Detailed logging should help figuring
out how an email was processed by the system before ending up in a specific ticket.

2.2.6. New Features of OTRS 5
2.2.6.1. Uzalishaji

* OTRS is now optimized for use on different types and sizes of mobile devices.

* Single-select and multi-select input fields have been modernized and provide advanced
searching and filtering capabilities (thanks to Dusan Vuckovic at Mihlbauer).

* Images can now be added/uploaded to the WYSIWYG editor using Copy&Paste and
Drag&Drop from anywhere outside the application (in all browsers, without additional
Add-On).

* Improved ticket notification system. It is now possible to configure own ticket notifica-
tions with own trigger conditions and recipients. With OTRS Business Solution™, noti-
fications can also be delivered via SMS and/or Notification Web View. The latter is a
special screen in OTRS that holds all notifications of the agent; with this OTRS can be
used entirely without an email client.

* Statistics received a new graphical user interface which is much better accessible and
helps to create great statistics quickly and easily.

* Additionally, statistics support the new time periods “quarter” and “half-year”.

* |tis now possible to group action menu items in the ticket zoom screen. Less often used
items can be grouped in a submenu, improving screen usage and clarity.

* Ticket overviews can now display customer company data, thanks to Renée Backer.

* The ticket process TransitionAction “TicketCreate” can now create tickets without arti-
cles.

2.2.6.2. Scalability & Performance

* The new OTRS Daemon handles all asynchronous and periodic tasks and replaces all
previous OTRS cron jobs. In a clustered environment the load is automatically distrib-
uted over the nodes.

* It is now possible to specify multiple readonly mirror (slave) databases for expensive
computations such as statistics or fulltext searches to distribute the load among these
database servers.

2.2.6.3. Security

* A new two-factor authentication layer allows added login security.

 If entering a fixed username and password doesn’t satisfy your requirements, you
can now additionally use the open standard for time based one-time passwords (RfC
6238, also known as Google Authenticator).



https://tools.ietf.org/html/rfc6238
https://tools.ietf.org/html/rfc6238
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» After having enabled the two-factor authentication, agents and customers can add a
shared secret to their preferences and immediately start logging in using one-time
passwords created by a compatible method of their choice (e.g. the Android Google
Authenticator app).

2.2.6.4. Working with External Systems

* A new XSLT based Genericlnterface mapping module allows for arbitrarily complex user-
defined data mapping.

2.2.6.5. Usanikishaji & Usimamizi

* The new OTRS console makes working on the commandline easy and fun. All commands
have a consistent interface, useful documentation and provide helpful colored output.

* Administrators can now specify a minimum log level to reduce logging volume, thanks
to Renée Backer.

* Overview screens in the admin area now show invalid entities in gray, making it easy
to focus on active elements.

2.2.7. New Features of OTRS 4
2.2.7.1. Uzalishaji

* A new cleaner flat design has been implemented.

* Agents can now reply directly to a ticket note. The original notes body is quoted in the
new note.

» Agents can now make use of templates in all screens with internal notes.

* Ticket action screens (such as note, owner etc.) now allow to do actions without always
creating an article (configurable).

* New ticket overview based on "my services" that an agent can subscribe to. Notification
options for new tickets and follow-ups can now be based on "my queues", "my services"
or combinations of both.

* OTRS can now display tickets with thousands of articles.

* Customer online list in Dashboard now links directly to CustomerinformationCenter
page for the customer.

* Agents can now persistently reorder their main menu with drag&drop.
* Agents and customers can now search tickets by attachment name.

* New Dashboard Widget for running process tickets.

* New search options for the last change time of the ticket.

* Added new screen for outgoing emails on a ticket that are not replies.
2.2.7.2. Scalability & Performance
* OTRS 4 can handle more concurrent users/requests on the same hardware, and re-

sponse times for single requests are shorter as well, especially for pages with lots of
data.
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2.2.7.3. Kufanya kazi na mifumo ya nje

The Genericlnterface now also supports HTTP REST as network transport protocol.

2.2.7.4. Usanikishaji & Usimamizi

Postmaster filters are no longer limited to 4 match/set fields. They can now have a
configurable amount of fields (default 12, up to 99).

A new configuration option Ticket::MergeDynamicFields makes it possible to specify
which dynamic fields should also be merged when a ticket is merged to another ticket.

Added new options to check dynamic fields of type text on patterns relating to error
messages (translated), if they do not match.

Added new options to restrict dynamic fields of type date/datetime on future or past
dates.

OTRS can be configured to automatically unlock a ticket if articles are added and the
owner is out of office.

Linked tickets of a specific type (e.g. merged or removed) can now be hidden via
SysConfig option.

ACL handling has been improved, made more consistent and easier to debug.

e Added new ACL option PossibleAdd to add items to a possible list without resetting
(like Possible does).

¢ Added new ACL value modifiers [Not], [NotRegExp], [Notregexp], for all ACLs parts.
Process handling has been improved, made more consistent and easier to debug.

* A new GUID-based entity naming scheme for the OTRS Process configuration makes it
possible to safely transfer processes from one system to another without duplicating
the entities.

* Added new Transition Action to create a new ticket.

* Added possibility to define variable Transition Action attributes based on current
process ticket values.

The possibility to schedule System Maintenance periods is available from the System
Administration panel in the Admin interface.

» A notification about an incoming System Maintenance period will be shown with some
(configurable) time in advance.

* If a System Maintenance is active, a notification about it will be shown on the Agent
and Customer interface, and only admin users can log on to the system.

¢ An overview screen informs admins about active sessions, which can be ended all on
one click or one by one.

Added possibility to disable sysconfig import via configuration.
Added Apache MD5 as a new password hashing backend, thanks to Norihiro Tanaka.

Added the possibility to restrict customer self registration by email address whitelist or
blacklist, thanks to Renée Backer.

Added new dashboard module that shows the output of an external command, thanks
to ib.pl.

10
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2.2.7.5. Development
* New powerful template engine based on Template::Toolkit.

* A central object manager makes creating and using global objects much easier (thanks
to Moritz Lenz @ noris network).

* The OPM package format was extended to signal that a package has been merged into
another package, allowing the package manager to correctly handle this situation on
package installation or update.

» Caching was centralized in one global cache object which also performs in-memory
caching for all data.

» Added cache benchmark script, thanks to ib.pl.

2.3. Hardware and Software Requirements

OTRS can be installed on many different operating systems. OTRS can run on linux and on
other unix derivates (e.g. OpenBSD or FreeBSD). OTRS does not have excessive hardware
requirements. We recommend using a machine with at least a 3 GHz Xeon or comparable
CPU, 8 GB RAM, and a 256 GB hard drive.

Kuanzisha OTRS, utahitaji pia kutumia seva ya wavuti na seva ya hifadhidata. Kuachana
na hilo, unatakiwa kusakinisha perl na/au kusakinisha baadhi ya moduli za ziada za perl
kwenye mashine ya OTRS. Seva ya wavuti na Perl lazima zisakinishwe kwenye mashine
sawa na OTRS. Mazingira ya nyuma ya hifadhidata yanaweza kusakinishwa kwa ndani au
kwenye mwenyeji mwingine.

Kwa ajili ya seva ya tovuti, tunashauri utumiaji wa Seva ya Apache HTTP, kwasababu mod-
uli yake ya mod_perl inaboresha kwa asilimia kubwa utendaji wa OTRS. Kuachana na hilo,
OTRS inatakiwa kufanya kazi katika seva yoyote ya tovuti ambayo inaweza kutekeleza
hati za Perl.

You can deploy OTRS on different databases. You can choose between MySQL, PostgreSQL
or Oracle. If you use MySQL or PostgreSQL you have the advantage that the database and
some system settings can be configured during the installation, through a web front-end.

For Perl, you will need some additional modules which can be installed either with the Perl
shell and CPAN, or via the package manager of your operating system (rpm, yast, apt-get).

Mahitaji ya programu
2.3.1. Usaidizi wa perl

* Perl 5.16 or higher

2.3.2. Usaidizi wa seva ya wavuti
* Apache2 + mod_perl2 au zaidi (inapendekezwa)

* Seva ya wavuti yenye usaidizi wa CGI (CGI haipendekezwi)

2.3.3. Usaidizi wa hifadhidata
* MySQL 5.0 or higher (MySQL 8+ is not supported)
* MariaDB
* PostgreSQL 9.2 or higher
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* Oracle 10g au zaidi

Note

OTRS 9 will not support Oracle as application database anymore.

Hiki kifungu katika mwongozo kuhusu usakinishaji wa moduli za Perl kinaelezea kwa un-
dani jinsi unavyoweza kuanzisha vile vinavyohitajika na OTRS.

If you install a binary package of OTRS, which was built for your operating system (rpm),
either the package contains all Perl modules needed or the package manager of your
system should take care of the dependencies of the Perl modules needed.

2.3.4. Usaidizi wa kivinjari wavuti

To use OTRS, you'll be OK if you use a modern browser with JavaScript support enabled.
Supported browsers are:

* Google Chrome
* Firefox version 31 and higher

» Safari version 6 and higher

Internet Explorer version 11

* Microsoft Edge
Note

OTRS 9 will not support Internet Explorer anymore.

We recommend keeping your browser up-to-date. JavaScript and rendering performance
in newer versions is always improved. Dramatic performance issues can be seen in larger
systems when using older versions. We are happy to consult you on that matter.

2.4. Jamii

OTRS has a large user community. Users and developers discuss OTRS and exchange
information on related issues through the mailing-lists. You can use the mailing lists to
discuss installation, configuration, usage, localization and development of OTRS. You can
report software bugs in our bug tracking system.

Kurasa ya nyumbani ya jamii ya OTRS ni: http://www.otrs.com/open-source/.

2.5. Huduma za kitaalamu za OTRS

We offer best professional support from the OTRS team, reliable OTRS security and regular
free updates as well as an exclusive set of additional Business Features that you can
flexibly activate or deactivate according to different deployment scenarios.

The OTRS Group offers specific training programs in different countries. You can either
participate in one of our public OTRS Administrator trainings which take place regularly,
or benefit from an inhouse training that covers all the specific needs of your company.
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Chapter 2. Usanikishaiji

This chapter describes the installation and basic configuration of the central OTRS frame-
work. It covers information on installing OTRS from source, or with a binary package such
as an RPM.

Mada zinazopitiwa hapa zinahusu usanidi wa seva za tovuti na za hifadhidata, kiolesura
kati ya OTRS na hifadhidata, usakinishaji wa moduli za ziada za Perl, kuseti haki sawa za
ufikivu za OTRS, kuanzisha kazi za mfumo zilizopangwa za OTRS, na baadhi ya mipangilio
ya msingi katika mafaili ya usanidi ya OTRS.

Fuata hatua hizi za undani katika sura hii kusakinisha OTRS katika seva yako. Kisha utaweza
kutumia kiolesura chake cha tovuti kuingia na kusimamia mfumo.

1. The Simple Way - Installation of
Pre-Built Packages

If available for your platform you should use pre-built packages to install OTRS, since it
is the simplest and most convenient method. You can find them in the download area at
www.otrs.com. The following sections describe the installation of OTRS with a pre-built or
binary package on SUSE and Red Hat systems. Only if you are unable to use the pre-built
packages for some reason should you follow the manual process.

1.1. Kusakinisha RPM katika seva ya Linux ya
SUSE

This section describes the installation of our RPM package on a SUSE Linux server.

1.1.1. Kuandaa hifadhidata kwa ajili ya OTRS

You can use OTRS using different database back-ends: MySQL, PostgreSQL or Oracle. The
most popular database to deploy OTRS on is MySQL. This chapter shows the steps you
need to take to configure MySQL on a SUSE-based server. Of course you can install the
database on a dedicated database server if needed for scalability or other purposes.

Note

Kama ukifwatat sura hii katika openSUSE 12.3 na kuendelea hutaweza kusakin-
isha MySQL lakini MariaDB badala yake, uma wa MySQL tangamanifu wakanuni
za MySQL. Hili sio tatizo, itafanya kazi vizuri tuu (na hata vizuri zaidi wakati
mwingine).

Sakinisha MySQL kwa kutekeleza amri ifuatayo kama mzizi:

linux:~ # zypper install mysql perl-DBD-mysql

This will install MySQL with the default options on your system. You'll need to change the
defaults in order to make it suitable for OTRS. With a text editor open the file /etc/my.cnf
and add following lines under the [mysqld] section:

max_allowed packet = 64M
query cache size = 32M
innodb log file size = 256M
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Note

Please note that OTRS requires utf8 as database storage encoding.

Now execute systemctl restart mysql.service to re-start the database server and ac-
tivate these changes. Then run /usr/bin/mysql_secure_installation and follow the on-
screen instructions to set a database root password, remove anonymous access and re-
move the test database. Lastly, run systemctl enable mysql.service in order to make
sure MySQL is automatically started at server startup time.

1.1.2. Kusakinisha OTRS

Install OTRS with via the command line using zypper. This will also pull in some depen-
dencies such as the Apache web server and some Perl modules. Make sure you copied
the OTRS RPM file to the current directory.

otrs-sles:~ # zypper install otrs*.rpm

Retrieving package otrs-x.x.x-01.noarch (1/26), 17.5 MiB (74.3 MiB unpacked)
Installing: otrs-x.x.x-01 [done]

Additional rpm output:

Check OTRS user ... otrs added.

otrs-sles:~ #

Now restart Apache with the command systemctl restart apache2.service to load the
configuration changes for OTRS.

1.1.3. Kusakinisha moduli za perl za ziada.

OTRS needs more modules than can be installed via the package manager per default.
You can post-install them manually. Running the otrs.CheckModules.pl script located
at /opt/otrs/bin/ will let you know which modules are missing, and must or can be
installed. Optional modules may include those needed for communication with MDAs via
IMAP(S) or gernerating PDF output.

On SLES you shoud add an external repository in order to get missing modules. Choose the
repository needed for your OS version from here: http://download.opensuse.org/reposi-
tories/devel:/languages:/perl/ . As an example, the repository for SLES 11 SP 3 would be
added like this:

zypper ar -f -n perl http://download.opensuse.org/repositories/devel:/languages:/perl/
SLE_11 SP3 Perl

Kwenye openSUSE 12.3 hifadhi ya ziada inahitajika kwa ajili ya moduli Mail::IMAPClient tu,
kama utahitaji kama unahitaji kukusanya barua kutoka kwenye seva ya IMAP inayolindwa
na TLS. Mstari husika utaonekana kama hivi:

zypper ar -f -n perl http://download.opensuse.org/repositories/devel:/languages:/perl/
openSUSE 12.3/ Perl

Mara ya kwanza unatumia zypper baada ya kuongeza hii hifadhi, utaombwa kuweka ufun-
guo wake. Sasa unaweza kusakinisha moduli zinazokosekana kama hapa chini.

otrs-sles:/opt/otrs # zypper install -y "perl(YAML::LibYAML)"
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Refreshing service 'susecloud'.
Retrieving repository 'perl' metadata [\]

New repository or package signing key received:

Key ID: DCCA98DDDCEF338C

Key Name: devel:languages:perl 0BS Project &lt;devel:languages:perl@build.opensuse.orgé&gt;
Key Fingerprint: 36FOACOBCA9D8AF2871703C5DCCA98DDDCEF338C

Key Created: Wed Oct 10 22:04:18 2012

Key Expires: Fri Dec 19 22:04:18 2014

Repository: perl

Do you want to reject the key, trust temporarily, or trust always? [r/t/a/?] (r): a
Retrieving repository 'perl' metadata [done]

Building repository 'perl' cache [done]

Loading repository data...

Reading installed packages...

"perl(YAML: :LibYAML) ' not found in package names. Trying capabilities.

Resolving package dependencies...

The following NEW package is going to be installed:
perl-YAML-LibYAML

The following package is not supported by its vendor:
perl-YAML-LibYAML

Retrieving package perl-YAML-LibYAML-0.38-12.4.x86 64 (1/1), 75.0 KiB (196.0 KiB unpacked)
Retrieving: perl-YAML-LibYAML-0.38-12.4.x86 64.rpm [done (55.7 KiB/s)]
Installing: perl-YAML-LibYAML-0.38-12.4 [done]

Hatua inayofuata ni kusanidi OTRS kwa kutumia kisakinishi cha wavuti, kama ilivyoeleze-
wa katika kifungu hiki.

Now you can start the OTRS daemon and activate corresponding watchdog cron job (this
must be done by the otrs user):

shell> /opt/otrs/bin/otrs.Daemon.pl start
shell> /opt/otrs/bin/Cron.sh start

That's it, congratulations!

1.2. Kusakinisha OTRS katika mifumo endeshi
va Red Hat Enterprise Linux au CentOS sys-
tem

This section describes the installation of our RPM package on a Red Hat Enterprise Linux
(RHEL) or CentOS server.

1.2.1. Preparation: Disable SELinux
Note

If your system uses SELinux, you should disable it, otherwise OTRS will not work
correctly.

Here's how to disable SELinux for RHEL/CentOS/Fedora:

» Configure SELINUX=disabled in the /etc/selinux/config file:

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:
# enforcing - SELinux security policy is enforced.
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# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=disabled

# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# mls - Multi Level Security protection.
SELINUXTYPE=targeted

* Reboot your system. After reboot, confirm that the getenforce command returns Dis-
abled:

shell> getenforce
Disabled

1.2.2. Kuandaa hifadhidata kwa ajili ya OTRS

You can use OTRS using different database back-ends: MySQL, PostgreSQL or Oracle. The
most popular database to deploy OTRS on is MySQL. This chapter shows the steps you
need to take to configure MySQL on a RHEL-based server. Of course you can install the
database on a dedicated database server if needed for scalability or other purposes.

Install MySQL (or MariaDB) by executing the following command as root:

shell> yum -y install mariadb-server

This will install MySQL with the default options on your system. You'll need to change the
defaults in order to make it suitable for OTRS. With a text editor create a new file /etc/
my.cnf.d/zotrs.cnf with the following content:

[mysqld]

max_allowed packet = 64M
query cache size = 32M
innodb_log file size = 256M

Now execute systemctl start mariadb to re-start the database server and activate
these changes. Then run /usr/bin/mysql_secure_installation and follow the on-screen
instructions to set a database root password, remove anonymous access and remove the
test database.

Note

Please note that OTRS requires utf8 as database storage encoding.

1.2.3. Kusakinisha OTRS

Install OTRS with via the command line using yum. This will also pull in some dependen-
cies such as the Apache web server and some Perl modules. Make sure you copied the
OTRS RPM file to the current directory.

shell> yum install --nogpgcheck otrs-x.x.*.rpm

Dependencies Resolved

Package Arch  Version Repository Size
Installing:
otrs noarch x.x.x-01 /otrs-x.x.x-01.noarch
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74 M
Installing for dependencies:
apr x86 64 1.3.9-5.el6 2 updates 123 k
procmail x86 64 3.22-25.1.el6 base 163 k

Transaction Summary

Install 26 Package(s)

Total size: 80 M

Total download size: 6.0 M

Installed size: 88 M

Downloading Packages:

(1/25): apr-1.3.9-5.el6 2.x86 64.rpm | 123 kB 00:00

(25/25): procmail-3.22-25.1.e16.x86_64.rpm | 163 kB 00:00
Total 887 kB/s | 6.0 MB 00:06
Running rpm_check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : apr-1.3.9-5.el6 2.x86 64 1/26

iﬁétalling : otrs-x.x.x-01.noarch 26/26
Check OTRS user ... otrs added.

shell>

Now restart Apache with the command systemctl restart httpd.service to load the
configuration changes for OTRS.

1.2.4. Kusakinisha moduli za perl za ziada.

OTRS inahitaji baadhi ya moduli zaidi ya zilizosakinishwa na RPM. Unaweza kuzisakin-
isha baadaye kwa mikono. Unaweza kuona moduli gani unakosa kwa kuanzisha hati bin/
otrs.CheckModules.pl iliyopo kwenye mpangilio orodha /opt/otrs. Baadhi ya moduli
zinahitajika tu kwa ajili ya sifa za hiari, kama mawasiliano na seva ya (za) IMAP au uzalisha-
ji wa PDF. Kwenye Redhat au CentOS tunashauri kusakinisha hizi moduli kutoka kwenye
hifadhi ya EPEL, hifadhi inayodumishwa na mradi wa Fedora, ambayo inatoa vifurushi vya
ubora wa juu kwa ajili ya RHEL na vipngele vyake. Kwa taarifa zaidi angalia tovuti ya EPEL .

If you're on RHEL 7 or CentOS 7, you can get the latest package for EPEL from this site.
You can add this repository to yum it in one go by copying the RPM URL you find on this
page and executing this command:

shell> yum -y install http://download.fedoraproject.org/pub/epel/7/x86 64/e/epel-
release-7-8.noarch.rpm

Installed:
epel-release.noarch 0:7-8

Complete!

Mara ya kwanza kutumia yum baada ya kuongeza hifadhi hii, utaombwa kuweka ufunguo
wake. Sasa unaweza kusakinisha moduli zinazokosekana kama hapa chini:

shell> yum -y install "perl(Text::CSV_XS)"
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Installed:
perl-Text-CSV XS.x86 64 0:0.85-1.el6

Complete!
shell>

Hatua inayofuata ni kusanidi OTRS kwa kutumia kisakinishi cha wavuti, kama ilivyoeleze-
wa katika kifungu hiki.

Now you can start the OTRS daemon and activate corresponding watchdog cron job (this
must be done by the otrs user):

shell> /opt/otrs/bin/otrs.Daemon.pl start
shell> /opt/otrs/bin/Cron.sh start

That's it, congratulations!

1.2.5. Usakinishaji wa kiendeshi cha hifadhidata ya Or-
acle kwenye Red Hat / CentOS

Kama unataka kutumia OTRS kwenye hifadhidata Oracle, utahitaji kukusanya-zalisha na
kusakinisha kiendeshi cha hifadhidata DBD::Oracle. Hii ni ngumu kidogo kusakinisha zaidi
ya vifurushi vingine; hii ni kwasababu Oracle ni hifadhidata inayomilikiwa kibinafsi na si
mradi wa Red Hat wala Centos unaruhusiwa kusambaza viendeshi katika hifadhi zao za
RPM.

Kwanza kabisa tutahitaji kusakinisha gcc, make na CPAN ili tuweze kukusanya-zalisha na
kusakinisha kiendeshi. Chini unaona amri katika CentOS; katika matoleo mengine inaweza
kuonekana tofauti kidogo.

shell> yum -y install gcc make "perl(CPAN)"

Hatua inayofuata ni kupata na kusakinisha programu ya hifadhidata. Kwa hili utahitaji kuji-
unga kwa ajili ya akaunti ya bure katika tovuti ya Oracle. Unaweza kupakua viendeshi kati-
ka ukurasa huu: http://www.oracle.com/technetwork/database/features/instant-client/in-
dex-097480.html Tafadhali chagua toleo la x86 au x86-64 la Linux kwa kutegemea na
muundo wa mfumo wako. Unaweza kukagua hili kwa kutumia uname -i. Ni aidha 'x86_64'
kwa ajili ya x86-64 au 'i386' kwa ajili ya x86. Unatakiwa kupakua vifurushi 'Instant Client
Package - Basic', 'Instant Client Package - SQL*Plus', na 'Instant Client Package - SDK".
Zihifadhi mahali kwenye diski yako. Sasa kama mtumiaji mzizi unaweza kusakinisha vifu-
rushi hivyo kwa kutumia amri ifuatayo:

shell> yum install oracle-instantclient*

Baada ya hii unatakiwa kuseti vishika nafasi vya mazingira viwili na kusanya-zalisha kien-
deshi cha DBD::Oracle. Kwa mara nyingine, fanya kazi hizi kama mtumiaji mzizi. Hatua
zimeorodheshwa chini. Tafadhali tambua kwa ajili ya ufupisho baadhi ya mistari iliyotole-
wa na amri imeondolewa.

shell> export ORACLE HOME=/usr/lib/oracle/11.2/client64
shell> export LD LIBRARY PATH=$0RACLE HOME/lib

shell> cpan

cpan[1]> look DBD::0racle

Fetching with LWP:
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http://www.perl.org/CPAN/authors/id/P/PY/PYTHIAN/CHECKSUMS
Checksum for /root/.cpan/sources/authors/id/P/PY/PYTHIAN/DBD-Oracle-1.62.tar.gz ok
Scanning cache /root/.cpan/build for sizes
DONE

Working directory is /root/.cpan/build/DBD-Oracle-1.62-ZH6LNy
[root@localhost DBD-Oracle-1.62-ZH6LNy]# perl Makefile.PL

[root@localhost DBD-Oracle-1.62-ZH6LNy]# make
[root@localhost DBD-Oracle-1.62-ZH6LNy]# make install
cpan[2]> exit

Terminal does not support GetHistory.
Lockfile removed.

Now you should edit the file Kernel/Config.pm to provide ORACLE_HOME. The next step
is to configure OTRS using the web installer, as described in this section.

Note

Please note that OTRS requires utf8 as database storage encoding.
1.3. Kusakinisha OTRS kwenye mfumo wa De-
bian au Ubuntu

Important

Tafadhali sakinisha OTRS kutoka kwenye chanzo, na usitumie vifurushi vya OTRS
ambavyo vinatolewa na Debian/Ubuntu.

The installation of required Perl modules is easier if you use the available packages:

apt-get install libapache2-mod-perl2 libdbd-mysql-perl libtimedate-perl libnet-dns-perl
libnet-ldap-perl \

libio-socket-ssl-perl libpdf-api2-perl libdbd-mysql-perl libsoap-lite-perl libtext-csv-
xs-perl \

libjson-xs-perl libapache-dbi-perl libxml-libxml-perl libxml-libxslt-perl libyaml-perl \

libarchive-zip-perl libcrypt-eksblowfish-perl libencode-hanextra-perl libmail-
imapclient-perl \

libtemplate-perl

2. Installation From Source (Linux,
Unix)

2.1. Preparation: Disable SELinux
Note

If your system uses SELinux, you should disable it, otherwise OTRS will not work
correctly.

Here's how to disable SELinux for RHEL/CentOS/Fedora:

* Configure SELINUX=disabled in the /etc/selinux/config file:

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:
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# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=disabled

# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# mls - Multi Level Security protection.
SELINUXTYPE=targeted

* Reboot your system. After reboot, confirm that the getenforce command returns Dis-
abled:

shell> getenforce
Disabled

2.2. Step 1: Install .tar.gz

If you want to install OTRS from source, first download the source archive
as .tar.gz, .tar.bz2, or .zip file from https://www.otrs.com/download-open-source-help-
desk-software-otrs-free/.

Pakua nyaraka (kwa mfano, kwa kutumia tar) kwenda kwenye mpangilio orodha /opt, na
upa mpangilio orodha jina jipya kutoka otrs-x.x.x kuwa otrs (ona Hati chini).

shell> tar xzf /tmp/otrs-x.x.x.tar.gz
shell> mv otrs-x.x.x /opt/otrs

2.3. Step 2: Install Additional Perl Modules

Use the following script to get an overview of all installed and required CPAN modules.

shell> perl /opt/otrs/bin/otrs.CheckModules.pl
(@ @& caaoono000a00000000000000a0000 ok (v3.60)
o Crypt::PasswdMD5................. ok (v1.3)
o Crypt::SSLeay........covvvvnnnnn Not installed! (Optional - Required for Generic Interface
SOAP SSL connections.)
© €SS2 aMMLTA®F: o couovooosooooaoooa ok (v0.01)
© DEtE@s 2[FOMET. oo oooooonosoonoaoooa ok (v2.22)
@ Petes APCElCouuooounoonosconoaoooa ok (v1.2)
Note

Please note that OTRS requires a working Perl installation with all "core" modules
such as the module version. These modules are not explicitly checked by the
script. You may need to install a perl-core package on some systems like RHEL
that do not install the Perl core packages by default.

To install missing Perl modules, you can:

2.3.1. a) Install the packages via the package manager
of your Linux distribution

* For Red Hat, CentOS, Fedora or compatible systems:

shell> yum install "perl(Digest::MD5)"
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* For SUSE Linux Enterprise Server, openSUSE or compatible systems: first determine
the name of the package the module is shipped in. Usually the package for My::Module
would be called "perl-My-Module".

shell> zypper search Digest::MD5

Then install:

shell> zypper install perl-Digest-MD5

* For Debian, Ubuntu or compatible systems first determine the name of the package the
module is shipped in. Usually the package for My::Module would be called "libmy-mod-
ule-perl".

shell> apt-cache search Digest::MD5

Then install:

shell> apt-get install libdigest-md5-perl

Please note that it might be that you can't find all modules or their required versions
in your distribution repository, in that case you might choose to install those modules
via CPAN (see below).

2.3.2. b) Install the required modules via the CPAN
shell

Note that when you're on Linux you should run CPAN as your superuser account because
the modules should be accessible both by the OTRS account and the account under which
the web server is running.

shell> perl -MCPAN -e shell;

iﬁétall Digest::MD5
install Crypt::PasswdMD5

Any optional modules listed by the script should be installed depending on the special
requirements of the target system.

2.4. Step 3: Create OTRS User

Create user:

shell> useradd -d /opt/otrs -c 'OTRS user' otrs

Add user to webserver group (if the webserver is not running as the OTRS user):

shell> usermod -G www otrs
(SUSE=www, Red Hat/Cent0S/Fedora=apache, Debian/Ubuntu=www-data)
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2.5. Step 4: Activate Default Config File

There is one OTRS config file bundled in $0TRS HOME/Kernel/Config.pm.dist. You must
activate it by copying it without the ".dist" filename extension.

shell> cp /opt/otrs/Kernel/Config.pm.dist /opt/otrs/Kernel/Config.pm

2.6. Step 5: Check if all needed modules are
installed

shell> perl -cw /opt/otrs/bin/cgi-bin/index.pl
/opt/otrs/bin/cgi-bin/index.pl syntax OK

shell> perl -cw /opt/otrs/bin/cgi-bin/customer.pl
/opt/otrs/bin/cgi-bin/customer.pl syntax OK

shell> perl -cw /opt/otrs/bin/otrs.Console.pl
/opt/otrs/bin/otrs.Console.pl syntax OK

"syntax OK" tells you all mandatory Perl modules are installed.

2.7. Step 6: Configuring the Apache web serv-
er

Kwanza kabisa, unatakiwa kusanidi seva ya wavuti ya Apache2 na mod_perl; utafanya hivi
kutoka kwenye meneja kifurushi. Hapa chini utakuta amri zinazohitajika kuseti Apache
kwenye usambazaji wa Linux maarufu.

# RHEL / CentOS:
shell> yum install httpd mod perl

# SuSE:
shell> zypper install apache2-mod perl

# Debian/Ubuntu:
shell> apt-get install apache2 libapache2-mod-perl2

Most Apache installations have a conf.d directory included. On Linux systems you can
usually find this directory under /etc/apache or /etc/apache2. Log in as root, change to
the conf.d directory and link the appropriate template in /opt/otrs/scripts/apache2-
httpd.include.conf to afile called zzz _otrs.conf inthe Apache configuration directory
(to make sure it is loaded after the other configurations).

# Debian/Ubuntu:
shell> ln -s /opt/otrs/scripts/apache2-httpd.include.conf /etc/apache2/sites-enabled/
zzz _otrs.conf

OTRS requires a few Apache modules to be active for optimal operation. On most plat-
forms you can make sure they are active via the tool a2enmod.

shell> a2enmod perl

shell> a2enmod version
shell> a2enmod deflate
shell> a2enmod filter
shell> a2enmod headers
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Now you can restart your web server to load the new configuration settings. On most
systems you can do that with the command systemctl restart apache2.service.

2.8. Step 7: File Permissions

Please execute the following command as root user to set the file and directory permis-
sions for OTRS. It will try to detect the correct user and group settings needed for your
setup.

shell> cd /opt/otrs/
shell> bin/otrs.SetPermissions.pl

2.9. Step 8: Database Setup and Basic Sys-
tem Configuration

Please use the web installer at http://localhost/otrs/installer.pl (replace "localhost" with
your OTRS hostname) to setup your database and basic system settings such as email
accounts.

Note

The following configuration settings are recommended for MySQL setups. Please
add the following lines to /etc/my.cnf under the [mysqld] section:

max_allowed packet = 64M
query cache size = 32M
innodb log file size = 256M

Note

Please note that OTRS requires utf8 as database storage encoding.

2.10. Step 9: First login

Now you are ready to login to your system at http://localhost/otrs/index.pl with the cre-
dentials you configured in the web installer (User: root@localhost).

With this step, the basic system setup is finished.

2.11. Step 10: Start the OTRS Daemon

The new OTRS daemon is responsible for handling any asynchronous and recurring tasks
in OTRS. What has been in cron file definitions previously is now handled by the OTRS
daemon, which is now required to operate OTRS. The daemon also handles all GenericA-
gent jobs and must be started from the otrs user.

shell> /opt/otrs/bin/otrs.Daemon.pl start

2.12. Step 11: Cron jobs for the OTRS user

There are two default OTRS cron files in /opt/otrs/var/cron/*.dist, and their purpose
is to make sure that the OTRS Daemon is running. They need to be be activated by copying
them without the ".dist" filename extension.
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shell> cd /opt/otrs/var/cron
shell> for foo in *.dist; do cp $foo “basename $foo .dist’; done

To schedule these cron jobs on your system, you can use the script Cron.sh with the
otrs user.

shell> /opt/otrs/bin/Cron.sh start

Stopping the cron jobs is also possible (useful for maintenance):

shell> /opt/otrs/bin/Cron.sh stop

2.13. Step 12: Setup bash autocompletion
(optional)

All regular OTRS commandline operations happen via the otrs Console interface bin/
otrs.Console.pl. This provides an auto completion for the bash shell which makes find-
ing the right command and options much easier.

You can activate the bash autocompletion by installing the package bash-completion.
It will automatically detect and load the file /opt/otrs/.bash completion for the otrs
user.

After restarting your shell, you can just type bin/otrs.Console.pl followed by TAB, and
it will list all available commands. If you type a few characters of the command name, TAB
will show all matching commands. After typing a complete command, all possible options
and arguments will be shown by pressing TAB.

2.14. Step 13: Further Information

We advise you to read the OTRS performance tuning chapter.

If you encounter problems with the installation, you can send a message to our mailing
list otrs@otrs.org (http://lists.otrs.org/).

You can also ask the OTRS Group to either help you in planning or deploying OTRS, or
review your installed OTRS system. Our professional services are designed to help you
deploy OTRS faster and to get the most benefit out of OTRS.

3. Using the Web Installer

Unaweza kutumia Kisakinishi cha Wavuti cha OTRS, baada ya kusakinisha programu ya
OTRS, kuseti na kusanidi hifadhidata ya OTRS. Kisakinishi cha Wavuti ni ukurasa wa tovuti
ambayo unaweza kuitembelea kwenye kivinjari chako. URL ya hicho kisakinishi cha wavuti
ni http://localhost/otrs/installer.pl .

Pale kisakinishi cha wavuti kinapoanza, tafadhali fuata hatua zifuatazo kuseti mfumo
wako:

1. Check out the information about the OTRS offices and click on 'Next' to continue (see
figure below).
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Figure 2.1. Welcome screen

OTRS 6
Business Solution™

Step 1

Welcome to otrs_6

Usa
OTRS Inc.

19925 Stevens Creek Blvd.
Cupertino, CA 85014-2358

Phaone: +1 408 5491717

Mexico
OTRS S.A.deC.W.

Av. Insurgentes Sur 863, Piso 7 Of 01, Col. Napoles

03810 Mexico, D.F.
Phone: +52 55 1168 9664

Malaysia
OTRS Solution Shd. Bdn.

No 17-1B, Jalan Puteri 2/7, Bandar Puteri, 47100 Puchong

Selangor
Phone: +603 2725 8088

Web site: www.otrs.com
Email: otrsteam@otrs.com

Step 2 Step 3 Step 4

Germany

OTRS AG
Zimmersmuhlenweg 11

61440 Oberursel

Phone: +49 (0) 6172 681988 0

Brazil

OTRS Do Brasil Soluges Ltda.

Av. Paulista, 37 - 4° Andar — Bela Vista
CEP: 01311-202, 8o Paulo / SP
Phone: +55 11 41308205

Hong Kong

OTRS Asia Lid.

Three Pacific Place, Level 3, 1 Queen's Road East
Admiralty, Hong Kong

Phone: +852 5803 5820

Next

2. Read the GNU GENERAL PUBLIC LICENSE (see figure below) and accept it, by clicking
the corresponding button at the bottom of the page.

Figure 2.2. GNU GENERAL PUBLIC LICENSE

Step 1
License

Step 2 Step 3 Step 4

License (1/4)

GNU AFFERO CENERAL PUSLIC LICENSE
Version 3, 19 November 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone ie permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The GNU Affero General Public License is a free, copyleft license for
software and other kinds of works, specifically designed to ensure
cooperation with the community in the case of network server software.

The licenses for most software and other practical works are designed
to take away your freedom to share and change the works. By contrast,
our General Public Licenses are intended to guarantee your freedom to
share and change all versions of a program--to make sure it remains free
software for all its users.

when we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
them if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new
free programs, and that you know you can do these things.

Developers that use our General Public Licenses protect your rights
with two steps: (1) assert copyright on the software, and (2) offer
you this License which gives you legal permission to copy, distribute
and/or modify the software.

A secondary benefit of defending all users' freedom is that
improvements made in alternate versions of the program, if they
receive widespread use, become available for other developers to
incorporate. Many developers of free software are heartened and
encouraged by the resulting cooperation. However, in the case of
software used on network servers, this result may fail to come about.
The GNU General Public License permits making a modified version and
letting the public access it on a server without ever releasing its
source code to the public.

Don't accept license or Accept license and continue

3. Choose the database that you want to use with OTRS. If you choose MySQL or Post-
greSQL as a database, you can also select here if you want the web installer to create a
database for you orif your database administrator has already created an empty database
for you that you would like to use. After that, click the 'Next' button (see figure below).
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Figure 2.3. Chaguo la hifadhi data

Step 1 Step 2 Step 3 Step 4
License Database Settings

Database Selection (2/4)
MySQL

Oracle
PostgreSQL

o

Next

4. Hii skrini inaweza kuwa tofauti kidogo kutegemeana na hifadhidata uliyochagua na
kama ulitaka kisakinishi cha mtandao kutengeneza hifadhidata au kutumia iliyopo katika
hatua iliyopita. Ingiza hati tambulishi za hifadhidata kwenye hii skrini.

Figure 2.4. Database credentials

Step 1 Step 2 Step 3 Step 4
License Database Settings

Configure MySQL (2/4)

root

If you have set a root password for your database, it must be entered here. If not, leave this field empty.
127.0.01

Check database settings

Back | Next

5. Create a new database user, choose a name for the database and click on 'Next' (see
figure below).

Warning

OTRS itatengeneza nywila imara kwa ajili yako. Inawezekana kuweka nywila yako
mwenyewe kama ukitaka. Nywila itaandikwa kwenye faili la usanidi Kernel/Con-
fig.pm kwahiyo hakuna haja ya kukumbuka nywila hii.
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Figure 2.5. Database settings

Step 1 Step 2

License Database Settings

Step 3 Step 4

Configure MySQL (2/4)

If you have set a root password for your database, it must be entered here. If not, leave this field empty.

ost 127.0.0.1

Result of database check
+ Datat check successful

Database User (New)

. otrs

A new database user with limited permissions will be created for this OTRS system.

Generated password: K6LdsukBvkUVSi43

Database

- otrs

Back Next

6. Hifadhidata itatengenezwa kama itahitajika, na kujazwa, kama ilivyoonyeshwa kwenye
hii taswira. Bofya kitufe cha kuendelea kwenda kwenye skrini inayofuata.

Figure 2.6. Successful database setup

Step 1 Step 2

License Database Settings

Step 3 Step 4

Create Database (2/4)

' CREATE DATABASE ‘otrs’
+' GRANT ALL PRIVILEGES
+ ELUSH PRIVILEGES

+ Processing otrs-schema
L4 Processing otrs-initial_insert
14 Processing post statements

Database setup successful!

Next

7. Provide all the required system settings and click on 'Next' (see figure below).
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Figure 2.7. System settings

Step 1 Step 2 Step 3 Step 4
License Database Settings General Specifications and Mail Settings

Systemn Settings (3/4)
SystemiD: | 01 |3
The identifier of the system. Each ticket number and each HTTP session ID contain this number.
System FODN: | otrs.mycompany.local
Fully qualified domain name of your system.
AdminEmail: | co@otrs.com
Email address of the system administrator.

Organization:  MyGompany

Log
LogModule: | File |
Log backend to use.
LogFile: /optfotrs/var/log/otrs.log
Webfrontend

Default language: | English (United States) [

Default language.

CheckMXRecord: |_Yes K

Email addresses that are manually entered are checked against the MX records found in DNS. Deon't use this option if

Next

8. If desired, you can provide the needed data to configure your inbound and outbound

mail, or skip this step by pressing the right button at the bottom of the screen (see figure
below).

Figure 2.8. Mail configuration

Step 1 Step 2 Step 3 Step 4
License Database Settings General Specifications and Mail Settings

Mail Configuration (3/4)
Configure Qutbound Mail
Outbound mail type: | Sendmail E
Select outbound mail type
Outbound mail port: |25

Select outbound mail port.
Configure Inbound Mail

Inbound mail type: | IMAP E
Select inbound mail type.
Inbound mail host:
Inbound mail host.
Inbound mail user:
User for inbound mail
Inbound mail password:

Password for inbound mail.

Check mail configuration or Skip this step

9. Congratulations! Now the installation of OTRS is finished and you should be able to work
with the system (see figure below). To log into the web interface of OTRS, use the address
http://localhost/otrs/index.pl from your web browser. Log in as OTRS administrator, using

the username 'root@localhost' and the generated password. After that, you can configure
the system to meet your needs.
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Warning

Tafadhali andika nywila iliyozalishwa kwa ajili ya akaunti ya 'root@localhost'.

Figure 2.9. Web installer final screen

Step 1 Step 2 Step 3 Step 4
License Database Settings General Specifications and Mail Settings Finish

Finished (4/4)
http:/localhost/otrsfindex.pl
root@localhost

9nZNWqEc1Ah0aS00

{lenjeyl)
Your OTRS Tearn

4. OTRS on Windows

OTRS can be run on a wide range of system platforms, including Enterprise Linux Platforms
such as Red Hat Enterprise Linux, and SUSE Linux Enterprise Server, as well as a series
of other Linux derivatives.

However, when running OTRS on Windows platforms we have encountered repeated per-
formance losses, and despite an exhaustive analysis, it has not been possible to solve
these issues to our satisfaction due to technical differences. It is thus with a heavy heart
that we have ceased development on our Windows Installer and the OTRS Appliance due
to the currently limited availability of necessary third-party components offered by other
vendors.

Under these circumstances, we are not able to guarantee the continuing operation of
OTRS on Windows platforms, and therefore recommend migrating to one of the Linux plat-
forms mentioned above or recommend using our OTRS Business Solution™ Managed.

To make it easier for you to migrate from Windows to Linux and to offer you the best OTRS
performance, we have prepared detailed instructions for you here.

4.1. How to migrate existing Windows instal-
lations to Linux

4.1.1. Introduction and preparation

If you have a Windows based installation and you would like to change to a Linux based
system you will need to setup a Linux server or virtual machine and install OTRS there
(see the installation instructions). This will be the target system for the migration.

4.1.2. Get OTRSCloneDB script to clone databases

Please go to the admin menu of the Windows based system and install the newest version
of OTRSCloneDB package into your OTRS:

You can install the OTRSCloneDB package directly from the package manager. Select
"OTRS Extensions" from the dropdown list on the left and click on the button "Update
repository information" below. Then the OTRSCloneDB package will be shown in a list
where you can click on "Install".
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You could also download the package manually from the OTRS FTP server and install the
package manually as described below. http://ftp.otrs.org/pub/otrs/packages/

Please download the package with the highest version number:

0TRSCloneDB-1.0.13.0pm

Figure 2.10. Download OTRSCloneDB - screenshot

i Windows Server 2012 [wird ausgefithrt] - Oracle VM VirtualBox

Maschine Anzeige Gerdte Hilfe

I!e http://mirror.otrs.org.cn:6877/pub/otrs/packages/ pP~-c | & Index of fpub/otrs/packages * m

[#] FAQ-3.3.92.0pm

[#] FAQ4.0.1.0pm

[#] EileManager-1.1.7.0pm
[#] FileManager-1.2.1.0pm
[#] FileManager 1.3.1.opm

2014-11-18 04:45 3.3M
2014-11-25 04:45 3.4M
2014-08-05 08:36 33K
2014-08-05 08:36 33K
2014-08-05 08:56 33K

ANTA 11 19 17-4&

[#] EileManager-1.4.1.
[#] FileManager-1.4.2.
[#| FileManager-1.4.3.

Open
Open in new tab
Open in new window

Save target as...

[#] EileManager-1.4.4.
[#] FileManager-1.4.5.
[#| FileManager-1.4.6.
[#] EileManager-1.4.7.
[#] FileManager-1.4.8.
[# FileManager-1.4.9.
[#] MasterSlave-1.0.1.
[#] MasterSlave-1.0.2.
[#] MasterSlave-1.1.1.

Print target

Cut

Copy

Copy shortcut
Paste

(5} | E-mail with Windows Live

Translate with Bing
All Accelerators

Inspect element

Add to favorites...

33K
36K
36K
37K
38K
38K
50K
52K
52K
31K
32K
30K

A

[#] MasterSlave-1.1.2. opertes 531K
@ OTRSCloneDB-1.0 7 oprm UIF-11-21 15745 350K
@ OTRSCodePolicy-1.0.1.opm 2014-08-05 08:36 517K
@ OTRSCodePolicy-1.0.2.0pm  2014-08-05 08:56 521K
@ OTRSCodePolicy-1.0.3.0pm  2014-08-05 08:56 524K
@ OTRSCodePolicy-1.0.4 01 2014-08-05 08:56 524K
@ OTRSCodePolicy-1.0.5.0 2014-08-05 08:56 2.7TM
@ OTRSCodePolicy-1.0.6.0 2014-08-05 08:36 2.7M
E OTRSCodePolicy-1.0.7.01 2014-09-13 14:46 2.8M

BTN
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and install it to your Windows based installation:
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Figure 2.11. Install OTRSCloneDB - screenshot

E'é[,iWindowsSe oy 2 5 hrt] - Oracle VN

Maschine Anzeige Gerdte Hilfe

e@‘%’ http://localhost/otrs/index.pl?Action=AdminPackageManager P-a ” t\xr Package Manager - Admin ... | | ) * {é}

Dashboard |Customers | Tickets | Statistics Q

Package Manager

Actions Online Repository
Browse... NAME VERSION VENDOR DESCRIPTION ACTION
Ao Install Package No data found.
[OTRS Extensions v

Local Repository

Update repository information

NAME VERSION VENDOR DESCRIPTICN STATUS ACTION
v OTRSverity ™ 1.07 The OTRS CloneDB package. installed

Hint

ed feature? OTRS Group Feature Add-Ons
ontract customers with

Did not find a re

NAME DESCRIPTION
Required for a smooth deployment of OTRS in & High-Availability Environment
- OT R S Adds a custom search for Config ltems regardiess of Cl classes
+ Assign Services to Customer IDs or CustomerUsers
+ Displays a message dialog while choosing a field, for example: SLAs
Allocates tickets automatically to agents that have resources or suitable competences.

It's now possible to collect data from external databases in a dynamic field so it can be
searched for and stored in the ticket.

Restricts the access to customer data by parter IDs

Newly created fickets can automatically be moved into configured queues, depending on
ticket and customer user settings. v

'@‘ < BB o o,
2 ® & @i @ 3sTrRe-RECHTS
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It is also no problem if you have installed some additional features or custom develop-
ments on your OTRS. You just need to take care that all of your installed packages are also
compatible with Unix based systems. For packages provided by OTRS this is the case.

4.1.3. Enable remote access for the PostgreSQL data-
base of target system
The OTSRCloneDB script will copy the database data over the network, so we need to

enable remote access to the database. The setup is different for the different databases,
we will describe opening remote access for a PostgreSQL database here.

After logging into your target system via SSH you need to change into the postgresql
directory:

shell> cd /etc/postgresql/9.4/main
shell> vi postgresql.conf

Add the following line at the end of the file:

listen addresses = '*!'

Save the file.
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shell> vi pg hba.conf

Add the following line at the end of the file:

host all all 0.0.0.0/0 md5

Save the file.

Restart your PostgreSQL server:

shell>

service postgresql restart

4.1.4. Stop OTRS services

Stop all running services of your target system:

shell>
shell>
shell>
shell>
shell>
shell>
shell>

service cron stop

service apache2 stop

su - otrs

cd /opt/otrs/

bin/Cron.sh stop
bin/otrs.Daemon.pl -a stop
exit

4.1.5. Drop the existing database of your target sys-
tem to have an empty database for the clone data

The OTRSCloneDB script will not remove the data in the existing otrs database of the
target system, so we need to do this manually:

Change the user to the postgresqgl user:

shell>

su - postgres

Drop the existing otrs database:

shell> dropdb otrs

Create a new otrs database for the otrs user:

shell> createdb --owner=otrs --encoding=utf8 otrs

Go back to root user:

shell> exit

4.1.6. Get the PostgreSQL password of your database

Change into the OTRS directory of your target system:
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shell> cd /opt/otrs

and take a look at the configuration file of your target system:

shell> less Kernel/Config.pm

You will find your database password if you scroll down a bit:

Figure 2.12. Get target database password - screenshot

£ putty =i

In our example:

I88cm34A1B6xrl13

Write the password down on a piece of paper.

4.1.7. Clone your database into the target system

Switch back to your Windows based installation and open the SysConfig admin menu.
Please select the group "OTRSCloneDB" and the subgroup "Configuration":
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Figure 2.13. Configurate OTRSCloneDB SysConfig 1 - screenshot
réﬁ Windows Server 2012 [wi-n-j ausgefiihrt] - OracEM WnualBo_ n ﬁ‘

Maschine Anzeige Gerate Hilfe

G@Hf http://localhost/otrs/index.pl?Action= AdminSysConfig:Subaction= O v & || > OTRSCloneDB - SysConfig .. | |

Dashboard | Customers | Tickets | Statistics Q

SysConfig

Actions Result

‘ | Search | SUBGROUP ELEMENTS (iROUP

Navigate by searching in 1310 seftings I 5 OTRSCloneDB I
OTRSCloneDB (5) v

avigate by selecting config groups

‘:. Export settings |

‘:_". Import settings |

Top of page @)

‘H—iFé E‘ﬂ‘e‘”@‘ ‘[%@ﬂgn[u1m4
S®FF @ | @ Blstre-RECHTS

We need to configure the SysConfig option OTRSCloneDB::TargetSettings with the follow-
ing values:

TargetDatabaseHost => 192.168.137.20 (Here you need to enter the ip address of your target
system)

TargetDatabase => otrs

TargetDatabaseUser => otrs

TargetDatabasePw => I88cm34A1B6xrl3 (Here you need to set the password of your target
system)

TargetDatabaseType => postgresql
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Figure 2.14. Configurate OTRSCloneDB SysConfig 2 - screenshot
réﬁ Windows Server 2012 [;;ausgeﬁ]hrt] - Oracle VM V'muammw

Maschine Anzeige Gerdte Hilfe

e@\a‘f http://localhost/otrs/index.pl?Action=AdminSysConfig:Subaction= O = G” % OTRSCloneDE -> Configur... | | 1Y) ok 1H

Dashboard | Customers | Tickets | Statistics Q

SysConfig
Actions Edit Config Settings in OTRSCloneDB -> Configuration
ol ‘ Go to overview |
& CloneDB: TargeiDBSettings
|
Key Content l
| TargetDatabase ofrs =
TargetDatabaseHost 192.168.137.20 ] I
TargetDatabasePw 188cm34A1B6xr3 ] |
TargetDatabaseType postgresql = I
TargetDatabaseUser ofrs = |
@ I
Settings for connecting with the
target database. I
I
CloneDB: SkipTables  Key Content I
otrsclonedb_example_skip_table 1 =
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List of tables should be
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v
v| CloneDB: BlobColumns ey Content
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To run the OTRSCloneDB script we need to switch to the command prompt of our Windows
based OTRS and to change into the base directory of our OTRS installation:

shell> cd "C:\otrs"

If you are using StrawberryPerl, then you maybe need to activate your shell for Perl:

shell> StrawberryPerl\portableshell.bat
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Figure 2.15. Run OTRSCloneDB script 1 - screenshot

i/ Windows Server 2012 [wird ausgefihrt] - Oracle VM VirtualBo; -
Maschine Anzeige Gerdte Hilfe
- o x
e > http://localhost/otrs/index.pl?Action= AdminSysConfig;Subaction= O ~ ¢ % OTRSCloneDB -> Configur... A ‘:::’
_ :
SysConfig
Actions Edit Config Settings in OTRSCloneDB -> Configuration
Go to overview
£ CloneDB: TargetDBSettings
N Administrator: Command Prompt I;‘i-
icrosoft Windows [Uersion 6.3.76881 -
(c> 20813 Microsoft Corporation. All rights reserved. =)
\Userssidministratorred .. ©
\sersded .. e
\ed otrs =)
otrs>StravherryPerlsportableshell.bat .6)
skipped, perhaps internal DB
tables. Please use lowercase.
CloneDB::BlobColumns Key Content
article_aftachment. content 1 =
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The OTRSCloneDB script is located in the bin directory of the OTRS directory.

shell> cd "OTRS\bin"

Run the OTRSCloneDB script:

shell> perl otrs.CloneDB.pl

Now you should see some information about the script and its parameters.
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Figure 2.16. Run OTRSCloneDB script 2 - screenshot

EQ]}I Windows Server 2012 [wird ausgefiihrt] - Oracle V|
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e % http://localhost/otrs/index.pl?Action=Admin5
Dashboard | Customers | Tickets  Statistics Q

ConfigiSubaction= 2 ~ & || % OTRSCloneDB -» Configur... %5 807

You are logged in as A ~

2Notrs \OTRS\hin>

SysConfig zNotrs\OTRS\bin> -
iNotrsSOTRS bin>
“SotrsSOTRS\bin>
REIE NotrsNOTRS hin>
SotrsNOTRS\bin>
Go to overview =notrs\0TRS~hin>

:\otrs\OTRS\bin}>
:notrsNOTRS\bin}>
notrsNOTRENbin>
:NotrsNOTRS\hin}>
:NotrsNOTRSNhin>
~otrs\OTRS \bin> B
~otrs“OIRS \bin> =
~otrsNOTREhin>
:notrsNOTRS\bin}>
=notrsNOTRENhin2>
:NotrsNOTRS\hin}> =
sNotrsNOIRSN\hin}> N
=NotrsNOIRS\bin}> =
=Notrs\OIRS\bin}> N
:notrsNOTRS\bin}> =]
:notrsNOTRS\bin}> =
:Notrs~OTRESbhin>perl otrs.CloneDB.pl
otrs.CloneDB.pl migrate OIRE databases
opyright <C> 2881-2811 OIRS AG, http:/rotrs.org/

his script clones an OTRS database into an empty target databhase. even
on another database platform. It will dynamically get the list of tahles in the
ource DB, and copy the data of each table to the target DB.

note that you first need to configure the target database via SysConfig.

otrs .CloneDB.pl [-»1 [-f1 [-nl N
Clone the data into the target database. =
Gontinue even if there are errors while writint the data.

Dry run mode,. only read and verify, but don’'t write to the target databal =

DB BlobColumns e Content

‘i‘ . R b 3BPM

11/28/2004

® & P @ | O B streReCHTS

Note... Errors which occur at running without any parameters could relate to wrong login
data for the database or problems with the database connection.

If no errors occurred, check if the dry run is successful:

shell> perl otrs.CloneDB.pl -n
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Figure 2.17. Run OTRSCloneDB script 3 - screenshot

{1 Windows Server 2012 [wird au

Maschine Anzeige Gerate Hilfe

% http://localhost/otrs/index.pl?Action=AdminSysConfig;Subaction= 0 + & || > OTRSCloneDB -> Configur...

. A Checking
SysConfig 1-2 Checking
g}mcll:ing
i H hecking
REITE : Checking
g}wcl‘:jng
hecking
Go to overview Checking
Checking
Checking
Checking
Checking ticket_h
Checking ticket
Checking ticket_
Checking ticket_loc
Checking ticket_lock
Checking ticket_loo
Checking
Checking
Checking
Checking _type..
Checking i W [
Checking time_accounting
Checking user_preferences...
Checking
Checking
Checking
Checking -
Checking 3 preferences...
161 Checking web_upload_cache. ..
3:161 Checking xnl_storage...
Dry run succesfully finished.

:\otrs\OIRS\hin> e}
Notrs\OTRS hin) -
\otrs\OTRS bin}
:\otrs\OTRS\bin>
:\otrs\OIRS\bin>
\otrs\OIRS\bin®
\otrs\OTRS hin}

:otrs\OTRENhin,
v
CloneDB::BlobColumns e Content
= ; . = - e 423 PM
F @' ‘ = ‘ a,' ‘ é ‘ - ‘ __Shcw hidden icons DEU 11/28/2014

8 ® » & @ | @ BlstrerecHTs

Start the cloning of your database and cross your fingers:

shell> perl otrs.CloneDB.pl -r

An example of a successfully run look like this:

Generating DDL for OTRS.
Generating DDL for package OTRSCloneDB.
Creating structures in target database (phase 1/2)

Creating structures in target database (phase 2/2)

done.

4.1.8. Copy the following files from your Windows
based system to the target system
You need to copy some files from your Windows based system to the target system.

You can do this for example with a free tool like "WinSCP" (just search the internet for
"WinSCP"). Copy the following files from your Windows based system:

C:\otrs\0TRS\Kernel\Config\GenericAgent.pm
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C:\otrs\0TRS\Kernel\Config\Files\ZZZAuto.pm
C:\otrs\OTRS\var\article\*
C:\otrs\0TRS\var\log\TicketCounter.log

to your target system:

/opt/otrs/Kernel/Config/GenericAgent.pm
/opt/otrs/Kernel/Config/Files/ZZZAuto.pm
/opt/otrs/var/article/*
/opt/otrs/var/log/TicketCounter.log

Open the file /opt/otrs/Kernel/Config/Files/ZZZAuto.pm on the target system and
replace all paths like "C:/otrs/OTRS/" with "/opt/otrs/"!

If you have have manually changes in your Kernel/Config.pm then please copy these
changes to the target system's Kernel/Config.pm. Don't copy it 1:1 because you will
now have different database settings and the file paths on the target system are different
from Windows!

4.1.9. Reinstall all packages

Reinstall all packages with the package manager to get all custom files back.

shell> bin/otrs.SetPermissions.pl --otrs-user=otrs --otrs-group=otrs --web-user=www-data --
web-group=www-data /opt/otrs

shell> su - otrs

shell> cd /opt/otrs

shell> perl bin/otrs.Console.pl Maint::Cache: :Delete

shell> perl bin/otrs.Console.pl Maint::Loader::CacheCleanup

shell> perl bin/otrs.Console.pl Admin::Package::ReinstallAll

shell> exit

Fix all permissions in your OTRS system again:

shell> bin/otrs.SetPermissions.pl --otrs-user=otrs --otrs-group=otrs --web-user=www-data --
eb-group=www-data /opt/otrs

4.1.10. Disable remote access for the PostgreSQL data-
base of your target system

Undo all steps you did to enable the remote access for the PostgreSQL database to your
target system.

Change into postgresql directory:

shell> cd /etc/postgresql/9.4/main
shell> vi postgresql.conf

Remove the following line at the end of the file:

listen addresses = '*'

Save the file.

39




OTRS

Real Services

shell>

vi pg hba.conf

Remove the following line at the end of the file:

host all all 0.0.0.0/0 md5

Save the file.

Restart your PostgreSQL server:

shell>

service postgresql restart

4.1.11. Start OTRS services

Start services of your target system:

shell>
shell>
shell>
shell>
shell>
shell>

service cron start

service apache2 start

su - otrs

cd /opt/otrs/

bin/Cron.sh start
bin/otrs.Daemon.pl -a start

Now you should be able to open the OTRS of your target system in the browser with the
imported data of your Windows based system.

5. Updating OTRS

Note

It is highly recommended to perform a test update on a separate testing machine
first.

The database migration from OTRS 5 to 6 performs significant changes to database
tables and data. Please make sure that there is enough storage space available
for these operations (it might be worth considering to temporarily turn off archive/
binary logs for the migration).

Updating from an earlier version of OTRS 6

You can update directly from any previous to the latest available patch level release.

Updating from OTRS 5

You can update from any OTRS 5 patch level to the latest available OTRS 6 patch level
release.

Updating from OTRS 4 or earlier

Warning

You cannot update from OTRS 4 or earlier directly to OTRS 6. Full updates to all
available minor versions have to be made sequentially instead. For example, if
you come from OTRS 3.0, you first have to perform a full update to OTRS 3.1,
then to 3.2, 3.3, 4, 5 and finally to OTRS 6.
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5.1. Step 1: Stop all relevant services and the
OTRS Daemon

Please make sure there are no more running services or cron jobs that try to access OTRS.
This will depend on your service configuration, here is an example:

root> /etc/init.d/cron stop
root> /etc/init.d/postfix stop
root> /etc/init.d/apache stop

Stop OTRS cron jobs and the daemon (in this order):

otrs> cd /opt/otrs/
otrs> bin/Cron.sh stop
otrs> bin/otrs.Daemon.pl stop

5.2. Step 2: Backup files and database
* Kernel/Config.pm
» Kernel/Config/Files/ZZZAuto.pm, if updating from OTRS 5
e var/*
 as well as the database
Warning

Don't proceed without a complete backup of your system.

5.3. Step 3: Install the new release (tar or
RPM)

5.3.1. Step 3.1: With the tarball:

root> cd /opt

root> mv otrs otrs-old

root> tar -xzf otrs-x.x.x.tar.gz
root> mv otrs-x.x.x otrs

5.3.1.1. Rejesha usanidi wa ma faili ya zamani

* Kernel/Config.pm

» Kernel/Config/Files/ZZZAuto.pm, if updating from OTRS 5
5.3.1.2. Rejesha data za makala

If you configured OTRS to store article data in the file system you have to restore the
article folder to /opt/otrs/var/ or the folder specified in the System Configuration.

5.3.1.3. Restore already installed default statistics

If you have additional packages with default statistics you have to restore the stats xml
files with the suffix *.installed to /opt/otrs/var/stats.
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root> cd OTRS-BACKUP/var/stats
root> cp *.installed /opt/otrs/var/stats

5.3.1.4. Set file permissions

Please execute the following command as root user to set the file and directory permis-
sions for OTRS. It will try to detect the correct user and group settings needed for your
setup.

root> cd /opt/otrs/
root> bin/otrs.SetPermissions.pl

5.3.2. Step 3.2: With the RPM:

root> rpm -Uvh otrs-x.x.x.-01.rpm

In this case the RPM update automatically restores the old configuration files and sets
file permissions.

5.4. Step 4: Run the migration script
Note

If you have any custom Perl or XML configuration files in Kernel/Config/Files,
these need to be converted to the new formats supported by OTRS 6 before run-
ning the migration script.

The migration script will perform many checks on your system and give you advice on
how to install missing Perl modules etc., if that is required. If all checks succeeded, the
necessary migration steps will be performed. Please also run this script in case of patch
level updates.

Note

The migration script will ask you to set a time zone for OTRS if needed. It is very
important that you set the correct time zone (0TRSTimeZone) for data storage and
keep it, otherwise date and time of data added after the update (tickets, articles,
etc.) will be stored with a different time zone than your pre-existing data, leading
to inconsistent output.

For new systems, using UTC is recommended, as users can have different personal
time zones for working with the OTRS application. For existing, migrated systems,
a different 0TRSTimeZone should be used if the underlying operating system is not
configured to UTC or if OTRS previously used a time offset.

Run the migration script (as user otrs, NOT as root):

otrs> cd /opt/otrs/
otrs> scripts/DBUpdate-to-6.pl

Warning

Do not continue the upgrading process if this script did not work properly for you.
Otherwise malfunction or data loss may occur.
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5.5. Step 5: Update installed packages
Note

Packages for OTRS 5 are not compatible with OTRS 6 and have to be updated.

You can use the command below to update all installed packages. This works for all pack-
ages that are available from online repositories. You can update other packages later via
the package manager (this requires a running OTRS Daemon).

otrs> cd /opt/otrs/
otrs> bin/otrs.Console.pl Admin::Package::UpgradeAll

5.6. Step 6: Restart your services

This will depend on your service configuration, here is an example:

root> /etc/init.d/apache start
root> /etc/init.d/postfix start
root> /etc/init.d/cron start

Note

The OTRS Daemon is required for correct operation of OTRS such as sending
emails. Please activate it as described in the next step.

5.7. Step 7: Start the OTRS Daemon and cron
job

The OTRS Daemon is responsible for handling any asynchronous and recurring tasks in
OTRS. The daemon and its keepalive cron job must be started as the otrs user.

otrs> cd /opt/otrs/
otrs> bin/otrs.Daemon.pl start
otrs> bin/Cron.sh start

Now you can log into your system.

6. Additional Applications

Unaweza kusakinisha vifurushi vya ziada vya programu tumizi kupanua sifa za kiunzi cha
OTRS. Hii inaweza kufanyika kupitia meneja vifurushi kutoka kwenye kurasa ya Msimamizi,
ambayo inapakua programu tumizi kutoka kwenye hifadhi ya mtandaoni na kusimamia
utegemezi wa vifurushi. Pia inawezekana kusakinisha vifurushi kutoka kwenye mafaili ya
ndani.

6.1. Maswali yanasoulizwa mara kwa mara

Maswali Yanayoulizwa Mara kwa Mara ni kijenzi cha msingi wa maarifa. Inaruhusu kuhariri
na kuona makala za Maswali Yanayoulizwa Mara kwa Mara. Makala yanaweza kuonwa
na kuzuiwa kwa wakala, wateja watumiaji, au watumiaji wasiojulikana. Hizi pia zinaweza
kupangwa katika makundi, na kusomwa katika lugha tofauti.
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Chapter 3. First Steps

The goal of this chapter is to provide a brief overview of OTRS and the structure of its
web interface. The terms 'agents’, 'customers’, and 'administrators' are introduced. We also
login as the OTRS administrator and take a closer look at the user preferences available
on every account.

1. Agent Web Interface

Note

Before logging on for the first time, please consider activating the HTTPS on your
web server in order for OTRS to be served as a secure app over SSL/TLS protocol.
For detailed instructions on how to do this, please consult the documentation of
your web server (e.g. Apache?2).

After you activate HTTPS, please set the configuration option HttpType to https
in SysConfig. This will make sure that all internal links in OTRS are indeed using
HTTPS.

Good practice is to also redirect all HTTP traffic to HTTPS, in case someone tries to
access the OTRS via an insecure link. This should be done on web server configu-
ration level for maximum effect. However, in case this is not possible, you can set
HTTPSForceRedirect to Yes in SysConfig to do it on application level.

Kiolesura cha tovuti cha wakala kinamruhusu wakala kujibu maombi ya wateja, kuten-
geneza tiketi mpya za wateja au mawakala wengine, kuandika tiketi kuhusu simu zilipig-

wa na wateja, kuandika maingizo ya maswali yaliyoulizwa mara kwa mara, kuhariri data
za wateja, na kadh.

Supposing your OTRS host is reachable via the URL http://www.example.com , then the
OTRS login screen can be reached by using the address http://www.example.com/otrs/
index.pl in a web browser (see figure below).

Figure 3.1. Login screen of the agent interface
OTRS 6
Business Solution™
root@localhost

Login
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2. Customer Web Interface

Wateja wana violesura tofauti vya tovuti katika OTRS ambavyo wanaweza kutengeneza
akaunti mpya, kubadilisha mipangilio yao ya akaunti, tengeneza na kuhariri tiketi, kupata
mapitio ya tiketi walizotengeneza, na kadh.

Continuing the above example, the customer login screen can be reached by using the
URL http://www.example.com/otrs/customer.pl with a web browser (see figure below).

Figure 3.2. Login screen of the customer interface
Example Company

Login

Log In

Mot yet registered?

3. Public Web Interface

Kwa nyongeza kwenye violesura vya wavuti kwa ajili ya mawakala na wateja. OTRS pia
ina kiolesura cha umma ambacho kinapatikana kupitia moduli ya maswali yanayoulizwa
mara kwa mara. Hii moduli inahitaji kusakinishwa pekeyake. Inatoa ufikivu wa umma kwa
mfumo wa maswali yanayoulizwa mara kwa mara na inaruhusu wageni kutafuta kwenye
maingizo ya maswali yanayoulizwa mara kwa mara bila uidhinishaji wowote maalumu.

Katika mfano wetu, kiolesura cha tovuti cha umma kinaweza kufikiwa kwa kupitia aid-
ha ya URL zifuatazo: http://www.example.com/otrs/faq.pl, http://www.example.com/otrs/
public.pl
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Figure 3.3. Kiolesura cha tovuti cha uma

Example Company

FAQ Explorer

FAQ

Subcategories Search
NAME COMMENT SUBCATEGORIES FAQ ARTICLES E
Bugzilla Reporting bugs ] 1
Wildcards are allowed
Feature AddOns FAOs 0 1
OTRS Framework Questions and answers about OTRS 1] 1 Q Advanced Search
Sl Latest created FAQ articles
FAQ# A TITLE CATEGORY LANGUAGE

No FAQ articles found. Feature AddOns - en - public (all) - 12/03/2014 00:54
Bugzilla - &n - public {al) - 121032014 00:53

OTRS Framework - en - public (all) - 127032014 00:51
Latest updated FAQ articles

Feature AddOns - en - public (al}- 12/03/2014 00:54
Bugazilla - en - public {all) - 12/03/2014 00:53

OTRS Framework - en - public (all} - 12/03/2014 00:51

Top 10 FAQ articles

4. First Login

Access the login screen as described in the section Agent web interface . Enter a user
name and password. Since the system has just been installed and no users have yet been
created, login as OTRS administrator first, using 'root@localhost' for username and the
generated password in the last step of the installer.

Warning

Hii data ya akaunti ni halali kwa kila usakinishaji mpya wa mfumo wa OTRS.
Unatakiwa kubadilisha nywila ya msimamizi wa OTRS mapema iwezekanavyo! Hii
inaweza kufanyika kupitia skrini ya mapendeleo kwa ajili ya akaunti ya msimamizi
wa OTRS.

If you don't want to login as OTRS administrator, just enter the username and password
for your normal agent account.

In case you have forgotten your password, you can request the system for a new pass-
word. Simply press the link below the Login button, enter the username that is registered
for your OTRS account into the input field, and press the Request New Password button
(see figure).
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Figure 3.4. Ombi la neno la siri jipya
OTRS 6
Business Solution™

Username

Request New Password

5. The Web Interface - an Overview

Upon successfully logging into the system, you are presented with the Dashboard page
(see figure below). It shows your locked tickets, allows direct access through menus to
the queue, status and escalation views, and also holds options for creation of new phone
and e-mail tickets. It also presents a quick summary of the tickets using different criteria.
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Figure 3.5. Dashboard of the agent interface

OTRS 6
Business Solution™
Dashboard  Customers  Calendar  Tickets Survey Reports Admin Q

Reminder Tickets » Settings

My locked tickets (0) ets 7 Day Stats

TICKET# AGE TITLE
e . Created @ Closed
Escalated Tickets
All tickets (0)
TICKET# AGE TITLE "’
none
New Tickets
-1
Al tickets (1) Wed Thu Fri Sat Sun Mon Tue
TICKET# YAGE TITLE
2015071510123456 14d10h Welcome to OTRS! q
Upcoming Events
none
Open Tickets
Al tickets (0) OTRS News
TICKET# YAGE TITLE
Damit im IT-Security-Notfall nicht das C...
none
Release Notes: OTRS 6 Beta3
Release Notes: OTRS:ITSM Module 6 B...
Ticket Queue Overview OTRS AG mit deutlicher Steigerung des ...
Security Advisory 2017-04: Security Upd...
QUEUE NEW OPEN PENDING REMINDER TOTAL
Release Notes: OTRS 6 Beta2
Raw 1 0 0 1
TOTAL 1 [} [}

To improve clarity, the general web interface is separated into different areas. The top
row of each page shows some general information such as the logout button, icons listing
the number of locked tickets with direct access to them, links to create a new phone/e-
mail ticket, etc. There are also icons to go to the queue, status, and escalation views.

Chini ya safu mlalo za ikoni kuna mwambaa wa uabiri. Inaonyesha menyu ambayo in-
akuwezesha kwenda sehemu tofauti au kuona moduli tofauti za mfumo, ikikuruhusu
kutekeleza baadhi ya vitendo vya ujumla. Kubofya kwenye kitufe cha Dashibodi inaku-
peleka kwenye dashibodi. Kama ukibofya kwenye kitufe cha Tiketi utapata menyu ndogo
yenye machaguo ya kubadilisha muonekano wa tiketi, tengeneza tiketi mpya (simu/barua
pepe) au tafuta tiketi fulani. Kitufe cha Takwimu kinakupa menyu inayokuruhusu kuch-
agua kutoka kwenye mapitio ya takwimu zilizosajiliwa, kutengeneza mpya au kuagiza iliy-
opo. Kitufe cha Wateja kinakupeleka kwenye skrini ya Usimamizi wa Mteja. Kwa kubofya
kitufe cha Msimamizi, unaweza kufikia moduli zote za msimamizi, ambazo zinakuruhusu
kutengeneza mawakala wapya, foleni na kadh. Pia kuna kitufe cha kutafuta tiketi.

Kama programu-tumizi zozote zinazohusika zimesakinishwa pia, mf. maswali yanay-
oulizwa mara kwa mara au Utafiti, vitufe kufikia hizi programu-tumizi pia vinaonyeshwa.

In the area below the navigation bar, different system messages can be shown. If you are
logged in as the default OTRS administrator user, you get a red message warning you not
to work using this system account.

Chini ya kichwa cha habari cha kifungu ulichopo sasa, kuna vifungu vidogo tofauti vyenye
taarifa husika kuhusu skrini unayofanya kazi, kila moja katika kisanduku tofauti.

Haya maboksi yana sehemu muhimu ya kila skrini, kwa kawaida yanaonyeshwa katika
safuwima moja au tofauti, kila boksi linaweza kuhifadhi taarifa husika kuhusu skrini ya
sasa kwa mfano maelekezo, ushauri, mapitio, na kadh. Pia inaonyeshwa fomu au kifaa
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muhimu cha kutekeleza kitendo kinachohusika kwa kila skrini, kama kwa mfano, ongeza,
sasisha au futa rekodi, kagua batli, badilisha mipangilio ya mabadiliko, na kadh.

Finally at the bottom of the page, the site footer is displayed (see figure below). It contains
a link to directly access the OTRS official web site, or switch to mobile mode.

Kwa kawaida safu mlalo ya ikoni, mwambaa wa uabiri na kijachini ziko hivyo hivyo katika
skrini zote kwenye kiolesura cha tovuti.

Figure 3.6. Kijachini

6. Dashibodi

Dashi bodi ndiyo kurasa kuu ya mfumo, hapa unaweza kupata kitufe cha mapitio ya tiketi
na vitu vingine vyenye uhusiano na shughuli za tiketi. Inafikiria kuwa sehemu ya kuanzia
kazi za kila siku za wakala, kwa kawaida inatoa ufupisho wa haraka wa tiketi ambazo
zinasubiri, zimepandishwa, mpya na zilizofunguliwa, kuachana nataarifa nyingine.

Moja ya sifa kubwa za Dashibodi ni kwamba inaweza kugeuzwa kabisa kukufaa. Hii ina-
maanisha unaweza kusanidi kila upande kadri utakavyo, kuonyesha au kuficha elementi.
Pia inawezekana kuhamisha makazi ya hizi elemnti katika safuwima moja kwa kubofya
na kukokota kichwa cha elementi, na kuzidondosha mahali pengine. Kila elementi ina ji-
na "Kifaa", mfumo una baadhi ya vifaa vya kutumia nje ya boksi, lakini usanifu uliojiki-
ta kwenye moduli wa skrini ya dashibodi umeandaliwa kuunganisha vifaa vingine vya
kawaida kwa urahisi.

The content of this screen is arranged in two main columns, on the left column you nor-
mally can see information about tickets classified by their states like: reminder, escalated,
new, and open. On each of this widgets you can filter the results to see all of the tickets
that you are allowed to access, tickets you have locked, the ones that are located in agent
defined queues, among other filters. There are also other kind of widgets in this column
and they are all described below.
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Figure 3.7. Vifaa vya dashibodi

Reminder Tickets

My locked tickets (0)

TICKET#
none
Escalated Tickets

All tickets (0)

TICKET#
none

New Tickets

All tickets (1)

TICKET#
Y | 2015071510123456
Open Tickets

All tickets (0)

TICKET#
none

Ticket Queue Overview

QUEUE NEW OPEN
Raw 1 0
TOTAL 1 0

AGE

AGE

YAGE
14d10h

VYAGE

PENDING REMINDER
0
0

Vifaa vya dashibodi vya safuwima ya kushoto.

* Vifaa vya Orodha ya Tiketi

TITLE

TITLE

TITLE
Welcome to OTRS!

TITLE

TOTAL

Widgets under this category share same overall behavior, look and feel. This widgets
shows a list of tickets on a determined state. The amount of tickets display on each
list page can be configured in widget options (they appear when you hover the mouse
pointer over the top right part of the widget). This widgets support the following filters:

» Tiketi zangu zilizofungwa

Tiketio ambazo wakala aliyeingia amezifunga.

» Tiketi zangu zinazoangaliwa

The tickets that the logged agent has in his/her watched list, requires Ticket: :Watch-
er setting to be turned on to be displayed.

* Majukumu yangu

The tickets that the logged agent is set as responsible, Ticket: :Responsible setting
is required to be turned on in order to make this filter visible.

» Tiketi kwenye Foleni Yangu

The tickets that are on queues where the agent define as My Queues.

 Tiketi zilizopo kwenye huduma
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The tickets that are assigned to services where the agent define as My Services and
are on queues with at least read-only permissions.

* Tiketi zote

Tiketi zote ambazo wakala ana ufikivu.
Vifaa hivi ni:
* Tiketi za kumbukumbu

Tiketi zilizosetiwa kama zinazosubiri na tarehe ya kikumbusho imefikiwa.

Tiketi zilizopandishwa

Tiketi zilizopandishwa

Tiketi Mpya

Tickets that have state New.

Tiketi Wazi / Zinahitaji kujibiwa
Tickets that have state Open and are ready for work with them.
Matukio Tiketi Kalenda

Tukio la kalenda (kwa kifaa hiki) linafafanuliwa pale tiketi mpya inatengenezwa, kipen-
gele cha Matukio Tiketi Kalenda inabidi kiwezeshwe, na kinahitaji seshemu mpya mbili
kuonyeshwa kwenye skrini za kutengeneza tiketi, moja kwa ajili ya muda wa kuanza
tukio la tiketi na nyingine kwa ajili ya muda wa kumaliza, hii mida inaelezea muda unao-
tumiwa na tukio.

This widget includes the following views: month, week and day. Agents can scroll
through the pages by using the right and left arrows.

Kama ilivyosemwa kabla kulemaza tuu vifaa haitoshi, baadhi ya sehemu zinazobadilika
za "Tarehe/Muda" kwa ajili ya tiketi inabidi ziongezwe kwenye mfumo (kupitia kiungo
cha Sehemu Zinazobadilika katika paneli ya "Msimamizi") na kuziseti katika SysConfig
kwa ajili ya hiki kifaa, Sehemu Zinazobadilika zote mbili lazima zisanidiwe ili zionyeshwe
katika skrini za kutengeneza tiketi, zinatakiwa zijazwe wakati wa kutengeneza tiketi
au katika skrini ya vitendo nyingine yoyote (mf. Sehemu Huru) kuelezea itakaochukua
muda wa tukio la kalenda (muda wa kuanza na kumaliza), skrini ya kuza tiketi inaweza
kusanidiwa kuonyesha hii sehemu inayobadilika pia, kama ukiifikiria kama muhimu.
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Figure 3.8. Kifaa cha Matukio ya Kalenda ya Tiketi

Events Ticket Calendar
month  week day

Su Mo Tu

21 22 23

28 29 30

Today

Th Fr Sa

Event Information

r ID: OTRS

. Mr. Bruce Banner

ority: 3 normal
ueue: Raw

2 g

. open
. Test Calendar One
Unclassified

time: 12/08/2014
1 12/14/2014

Further configurations for this widget could be found under the Frontend
t::Dashboard: :EventsTicketCalendar SubGroup in the SysConfig:

¢ UpanaWakKalenda

Inafafanua upana wa kalenda kwa asilimia. Chaguo-msingi ni 95%.

¢ SehemulnayobadilikaMudaKuanza

Inafafanua jina la sehemu inayobadilika kwa ajili ya muda wa kuanza.

¢ SehemulnayobadilikaMudaKumaliza

Inafafanua jina la sehemu inayobadilika kwa ajili ya muda wa kumaliza.

¢ Foleni

: tAgen-

Tiketi za kwenye foleni zilizobainishwa kwenye huu mpangilio tu ndiyo zitawekwa

maanani kwenye muonekano wa kalenda.

* SehemuZinazobadilikaKwaajiliyaMatukio

Inafafanua sehemu zinazobadilika ambazo zitaonyeshwa katika madirisha ya kufunika

ya kalenda ya matukio.

* SehemuZaTiketiKwaajiliyaMatukio
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Inafafanua sifa za tiketi ambazo zitaonyeshwa katika jalada la windows la tukio la
kalenda.

* Mapitio ya Foleni ya Tiketi

Hiki kifaa kinaonyesha katika matriki ya idadi ya tiketi wapi safu mlalo zinawakilisha
foleni na safuwima zinawakilisha hali za tiketi, kisha katika kila seli idadi ya tiketi katika
hali iliyofafanuliwa ambayo ni ya foleni fulani imeonyeshwa.

Kifaa pia kinaonyesha Jumla ya safumlalo na Jumla ya safuwima, Jumla ya safumlalo
inaonyesha jumla ya tiketi kwa kila hali kwenye foleni zote zilizoonyeshwa, wakati Jumla
ya safuwima inawakilisha jumla ya tiketi kwa kila foleni kwenye foleni zote zilizoonyesh-
wa.

Foleni na hali ambazo zimeonyeshwa zinaweza kubadilishwa kupitia Sysconfig.

Kwa kubofya kwenye yoyote kati ya nambari ya idadi ya tiketi ukurasa wa matokeo ya
utafutaji watiketi yatafunguliwa kuwezesha mawakala kuwa kuona undani wake zaidi .

In the right column is located a special widget that allow you to control the widgets you
want to show or hide. This is the Settings widget. Click on it's header to expand the section
and see all available widgets, as shown in Figure. Each widget name has a checkbox.
Use this checkboxes to define the visibility of the widgets in the dashboard (unchecked
widgets will not be shown) after you define the visibility options and click on Save for
storing your changes. This section is fixed on the screen, this means you can't drag and
drop it, or close it.
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Vifaa vya dashibodi ya safuwima ya kulia.
* Takwimu za siku 7

Inaonyesha grafu ya shughuli za tiketi kwa siku 7 zilizopita ambayo inajumuisha mistari
2. Mmoja ambao kwa kawaida ni rangi ya bluu, unawakilisha idadi ya tiketi zilizoten-
genezwa kwa siku na ya pili, kwa kawaida rangi ya machungwa na unawakilisha tiketi
zilizofungwa kwa siku.

* Matukio Yajayo

Tiketi kwa ajili ya kupandishwa au tayari zilizopandishwa zinaorodheshwa hapa, taarifa
kutoka kwenye hiki kifaa ni ya muhimu sana kwa kuwa una nafasi ya kujua kuhusu
tiketi inahitaji umakini wako na unaweza kuamua ni zipi unataka kuweka bidii yako, seti
vipaumbele au angalia kirahisi kinachokuja.

e OTRS Habari

Orodha kamili ya shughuli za OTRS na taarifa muhimu kuhusu matoleo mapya ya bidhaa
au viraka.

e Mtandaoni

Hapa ni ufupisho ulioonyeshwa kuhusu mawakala walioingia kwenye mfumo kwa sasa,
pia inajumuisha kifungu cha wateja walio mtandaoni, tafadhali tambua hiki kifaa ki-
nafichwa kwa kawaida, kinaweza kuonyeshwa kwa kutumia kifaa cha Mipangilio kili-
choelezewa hapo juu.

7. What is a Queue?

Katika mifumo mingi ya barua, ni kawaida kwa ujumbe wowote kuingia kwenye faili la
kisanduku pokezi, ambapo zinabaki zimehifadhiwa. Ujumbe mpya unaongezwa mwishoni
mwa faili la Kisanduku pokezi. Programu ya barua ya mteja inayotumika kusoma na
kuandika barua inasoma hili faili la Kisanduku pokezi na kupeleka maudhui kwa mtumiaji.

Foleni katika OTRS ni karibu inafanana na faili la kisanduku pokezi, kwa kuwa yenyewe
nayo inahifadhi ujumbe wa aina nyingi. Foleni pia ina vipengele kuzidi vile vya faili la kisan-
duku pokezi cha barua. Kama mtumiaji au wakala wa OTRS, mtu inabidi akumbuke foleni
gani tiketi imehifadhiwa. Mawakala wanaweza kufungua na kuhariri tiketi katika foleni, na
pia kuhamisha tiketi kutoka foleni moja kwenda nyingine. Lakini kwanini zihamishe tiketi?

Kuelezea kwa vitendo zaidi, kumbuka mfano wa Kampuni ya Max iliyoelezewa katika
mfano wa mfumo wa tiketi. Max alisakinisha OTRS ili kuruhusu timu yake kusimamia vizuri
usaidizi wa wateja wa kampuni wanaonunua rekoda za video.

Foleni moja inayoshikilia maombi yote inatosha kwa hii hali. Hata hivyo, baada ya muda
Max anaamua pia kuuza rekoda za DVD. Sasa, wateja wana maswali sio tu kuhusu rekoda
za video, lakini pia kuhusu bidhaa mpya. Barua pepe zaidi na zaidi zinaingia kwenye foleni
moja ya OTRS ya Max na ni ngumu kupata picha kamili ya kinachoendelea.

Max anaamua kuunda upya mfumo wake wa usaidizi, na kuongeza foleni mpya mbili.
Kwa hiyo sasa foleni tatu zinatumika. Ujumbe mpya unaoingia katika mfumo wa tiketi
unahifadhiwa kwenye foleni ya zamani iitwayo "mbichi". Kati ya foleni mpya mbili,moja
inaitwa "rekoda ya video" ni kwa ajili ya maombi ya rekoda za video tu, wakati nyingine
"rekoda ya dvd" ni kwa ajili ya maombi ya rekoda za dvd tu.

Max anamuomba Sandra kuangalia foleni "mbichi" na kupanga (kupeleka) ujumbe aidha
kwenda kwenye foleni ya "rekoda za video" au "rekoda za dvd", kutegemeana na maombi
ya mteja. John ana ufikivu kwa foleni ya "rekoda za video" tu, wakati Joe anaweza kujibu
tiketi katika foleni ya "rekoda ya dvd" tu. Max anaweza kuhariri tiketi katika foleni zote.

55



OTRS

Real Services

OTRS ina msaada kwa usimamizi wa ufikivu kwa watumiaji, makundi, na majukumu, na
ni rahisi kuseti foleni ambazo zinaweza kufikiwa na baadhi ya akaunti za watumiaji. Max
angeweza pia kutumia njia nyingine kufikisha maombi yake kwenye foleni tofauti, kwa
sheria za kuchuja. Vinginevyo, kama anwani mbili tofauti za barua pepe zimetumika, San-
dra anaweza kutuma zile barua pepe kwenye foleni nyingine mbili, ambazo haziwezi ku-
tumwa kiotomatiki.

Kupanga ujumbe wako unaoingia kwenye foleni tofauti inakusaidia kufanya mfumo wa
msaada kuwa msafi na wenye mpangilio. Kwa sababu mawakalawako wamepangwa kati-
ka makundi tofauti wakiwa na haki tofauti za ufikivu kwenye tiketi, mfumo unaweza ku-
sadifishwa zaidi. Foleni zinaweza kutumika kufafanua michakato ya mtiririko wa kazi au
kutengeneza muundo a kampuni. Max anaweza kutengeneza kwa mfano, foleni nyingine
iitwayo "mauzo", ambayo inaweza kuwa na foleni ndogo "maombi", "ofa","oda", "bili",
na kadh. Muundo kama huu wa foleni unaweza kumsaidia Max kusadifisha mpangilio wa
miamala yake.

Muundo wa mfumo ulioboreshwa, kama kupitia usanifu mzuri wa foleni, inaweza ku-
pelekea kuokowa muda na pesa nyingi. Foleni zinasaidia kusadifisha michakato kwenye
kampuni yako.

8. What is the Queue Overview?

Mapitio ya foleni yanatoa muonekano wa foleni zote ambamo tiketi zipo, na ambamo
mtumiaji ana haki za kusoma na kuandika.

Figure 3.10. Muonekano wa Foleni kwa Mawakala (Chaguo-msingi)

QueueView: My Queues

My Queues (0) Junk (1) Postmaster (1)

All tickets O Available tickets 0

Order oy "Age" (descending) g5

Mo ticket data found.

The queue overview offers a variety of options for daily work with OTRS. The first of these
is the My Queue. In the Agent Preferences, or when administering agents, a set of queues
can be defined for which the agent has been assigned to work within. All the tickets will
appear in this default view, when accessing the Tickets -> Queue View menu.

Chaguo la pili linalotolewa na Muonekano wa Foleni ni kuchimba hini uabiri kwenda
kwenye foleni binafsi na foleni ndogo zenye tiketi za kufanyiwa kazi.

In both of the view types, the user also has the added ability to see either all unlocked
tickets (this is the default filter), or the user can then choose to view all available tickets.
Tickets must be in one of the viewable state types to be shown in the queue view. Per
default, these are open, new, pending reminder, pending auto.

Kuna kengele zinazoonekana, kumsaidia mtumiaji.
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Figure 3.11. Agent Queue View visual alarms

QueueView: My Queues

My Queues (0) Junk (1) Postmaster (1)

Kengele Zinazoonekana

* Highlight Age 1: Sets the age in minutes (first level) for highlighting queues that contain
untouched tickets. Seen in above in the Raw queue.

* Highlight Age 2: Sets the age in minutes (second level) for highlighting queues that
contain untouched tickets. Seen in above in the Postmaster queue.

* Blink: A blinking mechanism of the queue that contains the oldest ticket can be activated
using Ticket::Frontend: :AgentTicketQueue###Blink. Not supported in all browsers.
In that case, the queue name will just appear in red color, as seen in above on the
queue Junk.

* Bold: The current queue will be bolded, as seen above in the My Queues.

9. User Preferences

OTRS users such as customers, agents and the OTRS administrator can configure their
account preferences as per their needs. Agent can access the configuration screen by
clicking on the gear icon at the top of the web interface (see figure below), and customers
must click on the "Preferences" link (see figure below).

Figure 3.12. Agent's personal preferences

A Personal Preferences

Preferences Preferences

Choose from the groups on the right to find the
settings you'd wish to change.
’ °
® & £

Did you know? You can change your avatar
by registering with your email address
carlos.garcia@mycompany.com on ('
gravatar.com

Change your password and more. Choose which notifications you'd... Tweak the system as you wish.

&

For more experienced users.

An agent can configure 3 different categories of preferences: User Profile, Notification
Settings, and Miscellaneous. The default possibilities are:

Umbo wa Mtumiaji

* Badili nywila ya sasa.

» Change your avatar image.

* Rekebisha lugha ya kiolesura.

» Select your personal time zone.
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* Amilisha na kusanidi muda wa nje ya ofisi.

Notification Settings

* Chagua foleni unazotaka kufuatilia katika "Foleni Zangu".

» Select the services you want to monitor in "My Services".

» Configure which ticket notifications you want to receive (per transport method).

* Choose for which kind of appointment changes you want to receive notifications.

Miscellaneous

Badili gamba la mazingira ya mbele.

Set the refresh period for the overviews (Dashboard, Queue View, etc.).

» Seti skrini ya kuonyeshwa baada ya tiketi kutengenezwa.

» Define limits per page for different overview screens (Ticket, Dynamic Fields and Com-

munication Log).

Figure 3.13. Customer's personal preferences

Example Company

Tickets ~ FAQ

Change password
Set a new password by filling in your current password and a new one.

Current password

New password

Verify password

Update

Ticket overview
Select after which period ticket overviews should refresh automatically.

Refresh interval off

Update

Mteja anaweza kuchagua lugha ya

Interface language
Select the main interface language.
Language English (United States)

Update

Time Zone
Select your personal time zone. All times will be displayed relative to this time zone.

Time Zone utc

Update

Number of displayed tickets
Select how many tickets should be shown in overviews by default.

Tickets per page 25

Update

kiolesura cha tovuti, kuseti muda wa kuonesha up-

ya mapitio ya tiketi, na kuchagua kikomo cha idadi ya tiketi zinazoonyeshwa. Pia in-

awezekana kuseti nywila mpya.
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Chapter 4. Utawala
1. The Administration Area of OTRS

1.1. Misingi

Mipangilio ifuatayo ya usanidi wa mfumo inapatikana kwa wasimamizi wa OTRS kwa ku-
fikia kurasa ya Msimamizi ya kiolesura cha tovuti cha OTRS - kuongeza mawakala, wateja
na foleni, tiketi na mipangilio ya barua, kusakinisha vifurushi vya ziada kama FAQ na ITSM

na nyingine nyingi.

Agents who are members of the admin group can access the Admin area by clicking the
Admin link in the navigation bar (see figure below). Agents without sufficiently elevated
access rights will not be able to access this link.

Figure 4.1. OTRS Administration Overview Screen

Filter for ltems

Just start typing to filter...

Favorites

You can add favorites by moving your cursor
over items on the right side and clicking the

star icon.

Links

& View the admin manual on Github

Ticket Settings

Q

Create and manage attachments.

-

Link queues to auto responses.

Create and manage SMS templa...

%

Create and manage Service Leve...

&

Create and manage ticket states.

&

Create and manage workflows.

Link attachments to templates.

=

Create and manage ticket prioriti...

Link SMS templates to queues.

,c

Create and manage services.

E’

Create and manage templates.

4

Create and manage ticket types.

«

Create and manage responses th...

Create and manage queues.

'S

Create and manage salutations.

E

Create and manage signatures.

B

Link templates to queues.

1.2. Mawakala, Makundi na Majukumu
1.2.1. Mawakala

By clicking the link Agents, you get access to the agent management screen of OTRS (see
figure below). Administrators can add, change or deactivate agent accounts. Furthermore
they can also manage agent preferences, including the language and notification settings
for the individual agent's interface.

Note

Akaunti ya wakala wa OTRS inaweza kulemazwa lakini sio kufutwa. Kulemaza ku-
nafanywa kwa kuseti alma ya Halali kuwa batili au batili-kwa muda.
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Figure 4.2. Usimamizi wa wakala

a Agent Management

Actions

[a]

Wildcards like ™ are allowed.

[+] Add Agent

Hint

Agents will be needed to handle tickets.

Attention: Don't forget to add a new agent to
groups and/or roles!

List (24 total)

USERNAME NAME EMAIL LAST LOGIN VALIDITY CHANGED CREATED
carlos.garcia Carlos Garcia carlos.garcia@mycompany... 10/18/2017 14:41 valid 10/16/2017 16:47 10/16/2017 16:47
stefan.bedorf Stefan Bedorf stefan.bedorf@mycompany.com 10/18/2017 22:06 valid 10/10/2017 16:23 10/10/2017 16:23

udo.bretz

To register an agent, click on the Add agent button, enter the required data and press
the Submit button at the bottom of the screen, as shown in Figure.

Figure 4.3. Adding a new agent

a Agent Management Add Agent

Actions

< Go to overview

Hint
Agents will be needed to handle tickets.

Attention: Don't forget to add a new agent to
groups and/or roles!

Baada ya akaunti

Table 4.1. Makundi

Add Agent

* Firstname:

* Lastname:

* Username:

* Email:

Mr.

Carlos

Garcia

carlos.garcia

Wil be auto-generated if left empty.

carlos.garcia@mycompany.com

valid

Save  or Cancel

mpya ya wakala kutengenezwa, unatakiwa kumfanya wakala
mwanachama wa kundi moja au zaidi au majukumu. Taarifa kuhusu majukumu au makun-
di zinapatikana katika vifunguMakundi na Majukumu vya sura hii.

1.2.2. Makundi

Every agent's account should belong to at least one group or role. In a brand new instal-
lation, there are three pre-defined groups available, as shown in Table 4-1.

usakinishaji mpya wa OTRS

chaguo-msingi yanayopatikana katika

Kundi Maelezo

msimaizi Ruhusa ya kufanya kazi za usimamizi wa
mfumo.

takwimu Fuzu kufikia kwenye moduli ya takwimu ya
OTRS na kutengeneza takwimu.

watumiaji Mawakala wapo kwenye hili kundi, waki-
wa na ruhusa za kusoma na kuandika.
Wanaweza kufikia programu-tumizi zote za
mfumo wa tiketi.

Note

In a brand new OTRS installation, the agent 'root@localhost' belongs by default to
the admin, stats and users groups.
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You can access the group management page (see figure below) by clicking the Groups

link in the admin area.

Figure 4.4. Usimamizi wa kundi

a Group Management
Actions List (6 total)
Add group NAME
admin
. faq
Filter for Groups faq_admin

faq_approval
stats

Just start typing to filter...

users

COMMENT

Group of all administrators.
faq database users

faq admin users

faq approval users

Group for statistics access.
Group for default access.

Hint

The admin group is to get in the admin area
and the stats group to get stats area.

Create new groups to handle access
permissions for different groups of agent (e. g
purchasing department, support department,
sales department, ...).

It's useful for ASP solutions.

Note

VALIDITY

valid
valid
valid
valid
valid
valid

CHANGED

10/02/2017 16:23
10/17/2017 03:01
10/17/2017 03:01
10/17/2017 03:01
10/02/2017 16:23
10/02/2017 16:23

CREATED

10/02/2017 16:23
10/17/2017 03:01
10/17/2017 03:01
10/17/2017 03:01
10/02/2017 16:23
10/02/2017 16:23

Kama ilivyo kwa mawakala, kundi la OTRS linaweza kulemazwa lakini si kufutwa.
Kulemazwa kunafanywa kwa kuseti alama Halali kuwa batili au batili-kwa muda.

To add an agent to a group, or to change the agents who belong to a group, you can use

the link Agents <-> Groups from the Admin page (see figure below).

Figure 4.5. Agent <-> group management

@“ Manage Agent-Group Relations
Actions
Add agent
Add group

Filter for Agents

Just start typing to filter...

Filter for Groups

Just start typing to filter...

Overview

AGENTS

andre.bras (André Bras)
carlos.garcia (Carlos Garcia)
carlos.rodriguez (Carlos Rodriguez)
dennis.schmelter (Dennis Schmelter)
dominik.klein (Dominik Klein)
dusan.vuckovic (Dusan Vuckovic)
florian.liebe (Florian Liebe)
jaroslav.balaz (Jaroslav Balaz)
manuel.hecht (Manuel Hecht)
marc.bonsels (Marc Bonsels)
marc.nilius (Marc Nilius)
marco.buchholz (Marco Buchholz)
martin.gruner (Martin Gruner)
oliver.rottges (Oliver Rottges)
patrick.brischler (Patrick Brischler)
rui.patinha (Rui Patinha)
stefan.bedorf (Stefan Bedorf)
udo.bretz (Udo Bretz)

GROUPS

admin

faq

faq_admin
faq_approval

stats
users

An overview of all groups and agents in the system is displayed on this page. You can also
use the available filters to find a specific entity. If you want to change the groups that an
agent is a member of, just click on the agent's name (see figure below). To change the
agents associated with a group, just click on the group you want to edit (see figure below).
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Figure 4.6. Change the groups an agent belongs to

Manage Agent-Group Relations

@« Manage Agent-Group Relations Change Group Relations for Agent 'Carlos Garcia'
Actions Change Group Relations for Agent Carlos Garcia
< Go to overview GROUP CHAT_OBSERVER CHAT_PARTICIPANT CHAT_OWNER RO MOVE_INTO CREATE NOTE OWNER
admin
Filter iag
fag_admin
Just start typing to filter... faq_approval
stats

users

Save or Saveand finish orCancel

Reference

ro
Read only access to the ticket in this group/queue.

move_into
Permissions to move tickets into this group/queue.

create
Permissions to create tickets in this group/queue.

note
Permissions to add notes to tickets in this group/queue.

owner

Permissions to change the owner of tickets in this group/queue.
priority

Permissions to change the ticket priority in this group/queue.

Full read and write access to the tickets in this group/queue.

Figure 4.7. Change the agents that belong to a specific group

Manage Agent-Group Relations

a Manage Agent-Group Relations Change Agent Relations for Group 'users'

Actions Change Agent Relations for Group users

h S0 SRR AGENT CHAT_OBSERVER CHAT_PARTICIPANT CHAT_OWNER RO MOVE_INTO CREATE NOTE OWNER
carlos.garcia
Filter (Carlos
Garcia)
Just start typing to filter... dominik.klein
(Dominik

Klein)

Save or Saveand finish or Cancel

Reference

ro
Read only access to the ticket in this group/queue.

move_into
Permissions to move tickets into this group/queue.

create
Permissions to create tickets in this group/queue.

note
Permissions to add notes to tickets in this group/queue.

owner
Permissions to change the owner of tickets in this group/queue.

priority
Permissions to change the ticket priority in this group/queue.

w
Full read and write access to the tickets in this group/queue.

Each group has a set of rights associated with it, and each group member (agent) may
have some combination of these rights for themselves. A list of the permissions / rights
is shown in Table 4-2.

Table 4.2. Rights associated with OTRS groups

Permission Maelezo

chat_observer Agents may take part silently in a chat
(available in OTRS Business Solution™).
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Permission

Maelezo

chat_participant

Agents may normally participate in a chat
(available in OTRS Business Solution™).

chat_owner Agents have full rights for a chat and can ac-
cept chat requests (available in OTRS Busi-
ness Solution™).

ro Uwezo wa kusoma tiketi, maingizo na foleni

tu kwa hili kundi.

hamia kwenye

Haki ya kuhamisha tiketi au maingizo
katikati ya foleni au maeneo yaliyo kwenye
hili kundi.

tengeneza Haki ya kutengeneza tiketi au maingizo
kwenye foleni au maeneo ya hili kundi.

Kidokezo Right to add notes to tickets or entries in the
queues or areas of this group.

mmiliki Haki za kusasisha mmiliki wa tiketi au main-
gizo katika foleni au maeneo ambayo yapo
kwenye hili kundi.

kipaumbele Haki ya kubadilisha kipaumbele cha tiketi

au maingizo au maeneo yaliyo kwenye hili
kundi.

soma andikka

Haki kamili ya kusoma na kuandika kwa
tiketi au maingizo ya foleni au maeneo
yaliyopo kwenye hili kundi.

Note

By default, the QueueView only lists tickets in queues that an agent has rw access
to, i.e., the tickets the agent needs to work on. If you want to change this behav-
iour, you can set Ticket::Frontend::AgentTicketQueue###ViewAllPossibleTickets

to Yes.

Sio ruhusa zote zinazopatikana zinaonyeshwa kwa chaguo-msingi. Hizi ruhusa za ziada

zinaweza kuongezwa.

Table 4.3. Makundi ya ruhusa ya ziada

Permission

Maelezo

takwimu Kupewa ruhusa ya kurasa ya takwimu.

dunda Haki ya kudundisha ujumbe wa barua pepe
(na kitufe cha kudunda katika Kuzatiketi).

tunga Haki ya ku tunga jibu la tiketi.

mteja Haki y a kubadilisha mteja wa tiketi.

tuma mbele

Haki ya kutuma mbele messeji (kwa kitufe
cha kutuma mbele).

inasubiri Haki ya kuseti tiketi isubirie.
simu Haki ya kuongeza kupiga simu kwa tiketi.
wajibika Haki ya kubadilisha wakala anayewajibika

kwa tiketi.

63




OTRS

Real Services

Note

These permissions can be added by changing the System::Permission.

1.2.3. Jukumu

Majukumu ni kiengele chenye nguvu cha kusimamia haki za ufikivu za mawakala wengi
katika njia rahisi na ya haraka. Zina manufaa zaidi kwa mifumo mikubwa na changamano
yenye mawakala wengi, makundi na foleni. Mfano chini unaelezea wakati gani zitumike.

Tuseme una mfumo wenye mawakala 100, 90 kati yao na wana ufikivu kwenye foleni mo-
ja iitwayo "msaada" ambapo maombi yote ya msaada yanashughulikiwa. Foleni "msaa-
da" ina foleni ndogo nyingi ndani yake. Mawakala wengine 10 wana ruhusa ya kufikia
foleni zote za mfumo. Hawa mawakala 10 wanatoa tiketi, wanaangalia foleni mbichi na
kuhamisha ujumbe taka kwenda kwenye foleni "taka".

Kampuni sasa inafungua idara mpya inayouza bidhaa. Maombi na mapokezi ya oda,
uthibitishaji wa oda, bili, na kadh. lazima zichakatishwe, na baadhi ya mawakala wa kam-
puni wanatakiwa kufanya hivi kwa kutumia OTRS. Mawakala tofauti wanatakiwa waweze
kufikia kwenye foleni mpya ambazo lazima zitengenezwe.

Kwa sababu itatumia muda mwingi kubadilisha haki za ufikivu za kila wakala mmoja
kwa mikono, majukumu ambayo yanafafanua ngazi tofauti za ufikivu yanaweza kuten-
genezwa. Kisha mawakala wanaweza kuongezwa kwenye jukumu moja au zaidi, na haki
zao za ufikivu zitabadilika kiotomatiki. Kama akaunti mpya ya wakala itatengenezwa, pia
inawezekana kuongeza akaunti hii kwa jukumu moja au zaidi.

Note

Roles are really useful when dealing with complex organizations and when main-
taining larger OTRS installations. Proper care is advised though. Mixing Agent
to Group with Agent to Role mappings can make for a complex access control
scheme, that is difficult to understand and maintain. If you wish to use only roles
and disable the Agents <-> Groups option in the Admin area, you can do so by
modifying the Frontend::Module###AdminUserGroup in the SysConfig. Be aware
that this won't remove already existing Agents to Group assignments!

You can access the role management section (see figure below) by clicking the Roles link
on the Admin page.

Figure 4.8. Usimamizi wa jukumu

@ Role Management

Actions List (3 total)

+] Add Role NAME COMMENT VALIDITY CHANGED CREATED
Development valid 10/19/2017 01:09 10/19/2017 01:09
IT Supervisor Supervisor of the IT de... valid 10/18/2017 17:12 10/18/2017 17:12

Gitegiorfioles Senvice Desk valid 10/19/2017 01:09 10/19/2017 01:09

Just start typing to filter...

Hint

Create a role and put groups in it. Then add
the role to the users.

Note

Kama ilivyo kwa wakala na makundi, majukumu yakishatengenezwa yanaweza
kulemazwa na si kufutwa. Kulemaza, seti chaguo Halali kuwa batili au batili-kwa
muda.
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An overview of all roles in the system is displayed. To edit a role's settings, click on the
role's name. In a fresh new OTRS installation, there are no roles defined by default. To

register one, click on the Add role button, provide the needed data and submit it (see
figure below).

Figure 4.9. Adding a new role

a Role Management Add Role

Actions Add Role

< Go to overview * Name: IT Supervisor

valid
Hint
Supervisor of the IT department

Create a role and put groups in it. Then add

the role to the users. Save or Cancel

To get an overview of all roles and agents in the system, click on the link Roles <-> Agents
on the Admin page. You can also use filters to find a specific element. If you want to
change the roles associated with an agent, just click on the agent's name (see figure

below). To change the agents associated with a role, click on the role you want to edit
(see figure below).

Figure 4.10. Change the roles associated with an agent

Manage Role-Agent Relations

a Manage Role-Agent Relations Change Role Relations for Agent 'Carlos Garcia'

Actions Change Role Relations for Agent Carlos Garcia

4 Go to overview ROLE ACTIVE

IT Supervisor

Filter
Save or Saveand finish orCancel

Just start typing to filter..

Figure 4.11. Change the agents associated with a specific role

Manage Role-Agent Relations

a Manage Role-Agent Relations Change Agent Relations for Role 'IT Supervisor'

Actions Change Agent Relations for Role IT Supervisor
< Go to overview AGENT ACTIVE
carlos.garcia (Carlos Garcia)
Filter udo.bretz (Udo Bretz)

Just start typing to filter.. Save or Saveand finish or Cancel

Kupata mapitio ya majukumu yote na makundi kwenye mfumo, bofya kwenye Majukumu
<-> Makundi kwenye ukurasa wa Msimamizi. Utaona skrini inayofanana na iliyoonyeshwa
kwenye Kielelezo. Unaweza pia kutumia vichujio kutafuta chombo fulani.
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Figure 4.12. Manage roles-groups relations

a Manage Role-Group Relations
Actions Overview
Add role ROLES GROUPS
Development admin
bty IT Supervisor faq
Service Desk faq_admin
Filter for Roles faq_approval
stats
Just start typing to filter... users

Filter for Groups

Just start typing to filter...

To define the different access rights for a role, click on the name of a role or a group (see
below the Figures 4.13 and 4.14, respectively).

Figure 4.13. Change group relations for a role

a Manage Role-Group Relations Change Group Relations for Role 'Service Desk'
Actions Change Group Relations for Role Service Desk
4 Go to overview GROUP CHAT_OBSERVER CHAT_PARTICIPANT CHAT_OWNER RO MOVE_INTO CREATE NOTE OWNER
admin
Filter 20
fag_admin
Just start typing to filter... faq_approval
stats
users
Hint

Save or Saveand finish or Cancel
Select the role:group permissions. If nothing is
selected, then there are no permissions in this
group (tickets will not be available for the role).

Reference
ro

Read only access to the ticket in this group/queue.
move_into

Permissions to move tickets into this group/queue.
create

Permissions to create tickets in this group/queue.
note

Permissions to add notes to tickets in this group/queue.
owner

Permissions to change the owner of tickets in this group/queue.
priority

Permissions to change the ticket priority in this group/queue.

w
Full read and write access to the tickets in this group/queue.
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Figure 4.14. Change role relations for a group

a Manage Role-Group Relations Change Role Relations for Group 'users'
Actions Change Role Relations for Group users
“ Go to overview ROLE CHAT_OBSERVER CHAT_PARTICIPANT CHAT_OWNER RO MOVE_INTO CREATE NOTE OWNEF

Development
Filter IT Supervisor
Service Desk

Just start typing to filter...
Save or Saveand finish or Cancel

Hint
Reference

Select the role:group permissions. If nothing is

selected, then there are no permissions in this ro

group (tickets will not be available for the role). Read only access to the ticket in this group/queue.
move_into

Permissions to move tickets into this group/queue.

create
Permissions to create tickets in this group/queue.

note
Permissions to add notes to tickets in this group/queue.

owner
Permissions to change the owner of tickets in this group/queue.

priority
Permissions to change the ticket priority in this group/queue.

w
Full read and write access to the tickets in this group/queue.

1.3. Customer Users and Customers

1.3.1. Wateja watumiaji

OTRS supports different types of users. Using the link Customer Users (via the navigation
bar, or the Admin page), you can manage the accounts of your customer users (see figure
below), who can log into the system via the Customer Users interface (customer.pl).
Through this interface, your customers can not only create tickets but also review their
past tickets for new updates. It is important to know that a customer user is needed for
the ticket history in the system.

Figure 4.15. Customer User management

a Customer Management
Actions (2 total)
@ CUSTOMER ID NAME COMMENT VALIDITY CHANGED CREATED
W — B MyCompany jose.garcia@testcustomer.com valid 10/18/2017 23:31 10/17/2017 03:09
Nildcards like "' are allowed
Other Company contact@othercustomer.com valid 10/18/2017 23:32 10/18/2017 23:32

a Add Customer

Database Backend

You can search for a registered customer user, or edit their settings by clicking on their
name. You also have the possibility to change the customer back-end, for further infor-
mation please refer to the chapter about external back-ends.

To create a new customer user account, click on the Add customer user button (see figure
below). Some of the fields are mandatory, i.e., they have to contain values, so if you leave
one of those empty, it will be highlighted in red.
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Figure 4.16. Adding a customer user

A« Customer User Management Add Customer User

Actions Add Customer User

< Go to overview

< Back to search results * Firstname:

* Lastname:
bt * Username:

Customer user are needed to have a customer
history and to login via customer panel.
* Email:

* CustomerlD:

* Valid:

Mr.

Han
Solo
han.solo

han.solo@testcustomer.com

valid

Enter your shared secret to enable two factor authentication.Shared Secret
English (United States)

Select the main interface language.Language
utc

Select your personal time zone. All times will be displayed relative to this time zone.Time Zone
off

Select after which period ticket overviews should refresh automatically.Refresh interval

25

Select how many tickets should be shown in overviews by default.Tickets per page

Save or Cancel

Customer Users can access the system by providing their username and password. The
CustomerlD is needed by the system to identify the user and associated tickets. Since the
email address is a unique value, it can be used as the ID.

With the configuration parameter AdminCustomerUser::UseAutoComplete in the Admin
SysConfig the autocomplete field can be activated for the customer ID selection in the

customer user add or edit screen.

Note

As with agents, groups and roles, customer users can not be deleted from the sys-
tem, only deactivated by setting the Valid option to invalid or invalid-temporarily.

1.3.2. Customer Users ¢ Customers Relations

Customer users can be assigned to multi

ple customers (and vice-versa) using the link

Customer Users « Customers on the admin page. In addition to their own (primary) cus-
tomer, they will be linked to any other customer for which there is a defined relation.

This gives them access to tickets of customer users from these customers.
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Figure 4.17. Customer Users-Customers relations management

a Manage Customer User-Customer Relations
Actions Search Results:
Q CUSTOMER USERS (2) CUSTOMERS (2)
Wildcards like "*' are allowed Han Solo <han.solo@testcustomer.com> (MyCompany) MyCompany jose.garcia@testcustomer.com
Jose Garcia <jose.garcia@testcustomer.com> (MyCompany) Other Company contact@othercustomer.com

1.3.3. Customer Users < Groups

Customer users can also be added to a group, which can be useful if you want to add
customer users of the same company with access to one or a few queues. First create
the group to which your customer users will belong, via the Group management module.
Then add the queues and select the new group for the queues.

The next step is to activate the customer group support. This can be done with the config-
uration parameter CustomerGroupSupport, from the Admin SysConfig option. Using the
parameter CustomerGroupAlwaysGroups, you can specify the default groups for a newly
added customer user, so that every new account will be automatically added to these
groups.

Through the link Customer Users « Groups you can manage which customer shall belong
to the different groups (see figure below).

Figure 4.18. Customer Users-Group relations management

A« Manage Customer User-Group Relations
Actions Search Results:
@ CUSTOMER USERS (1) GROUPS
Wildcards like ™' are allowed. Han Solo <han.solo@testcustomer.com> (SWVIII) admin
Kylo Ren <kylo.ren@testcustomer.com> (SWVIII) faq
(&  Edit Customer User Default Groups £ .
aq_admin

These groups are automatically assigned to all faq_approval

customer users. You can manage these groups
via the configuration setting
"CustomerGroupAlwaysGroups'

stats

Customer User Default Groups:
Filter for Groups GROUPS

users
Just start typing to filter...

No changes can be made to these groups.

To define the different groups a customer should be part of and vice versa, click on the

corresponding customer username or group (see below the Figures 4.18 and 4.19, respec-
tively).
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Figure 4.19. Change Group relations for a Customer User

a Manage Customer User-Group Relations Change Group Relations for Customer User 'Han Solo (han.solo)'

Actions
< Go to overview
(&  Edit Customer User Default Groups
These groups are automatically assigned to all

customer users. You can manage these groups
via the configuration setting

Change Group Relations for Customer User Han Solo (han.solo)

GROUP RO RW
admin

faq

faq_admin

faq_approval

“CustomerGroupAlwaysGroups". stats

Save or Saveand finish or Cancel
Filter for Groups

Just start typing to filter... Customer User Default Groups:

GROUPS
Hint users

No changes can be made to these groups.
Select the customer user - group permissions.
If nothing is selected, then there are no
permissions in this group (tickets will not be
available for the customer user).

Reference

ro
Read only access to the ticket in this group/queue.

Full read and write access to the tickets in this group/queue.

Figure 4.20. Change Customer user relations for a Group

a Manage Customer User-Group Relations Change Customer User Relations for Group 'stats’
Actions Change Customer User Relations for Group stats
J CGoito overview, CUSTOMER USER (2) RO RW
@ Han Solo <han.solo@testcustomer.com> (MyCompany)

Wildcards like ™ are allowed Jose Garcia <jose.garcia@testcustomer.com> (MyCompany)

Save or Saveand finish orCancel
Hint

Reference
Select the customer user - group permissions.

If nothing is selected, then there are no
permissions in this group (tickets will not be

avallable for the customer usen), Read only access to the ticket in this group/queue.

Full read and write access to the tickets in this group/queue.

1.3.4. Customers < Groups

Customers can also be added to a group, which can be useful if you don't want to add
group relations to every single customer user. First create the group to which your cus-
tomers will belong, via the Group management module. Then add the queues and select
the new group for the queues.

The next step is to activate the customer group support. This can be done with the config-
uration parameter CustomerGroupSupport, from the Admin SysConfig option. Using the
parameter CustomerGroupAlwaysGroups, you can specify the default groups for a new-
ly added customers, so that every new customer will be automatically added to these
groups. Available permission levels can be changed via configuration.

Assigned permissions will be shared among all customer users of this customer, so per-
missions don't have to be given individually to every customer user (although this is still
possible if required).

Different contexts of permission assignment are available, which will determine how the
permissions are inherited by customer users.

The following contexts are available:

e Same Customer

70



OTRS

Real Services

Group permissions will be inherited by all customer users of this customer. This provides
them with access to tickets of all customer users from the this customer if they are
located in a queue that's assigned to this group.

* Other Customers
Group permissions will be inherited by all customer users of this customer. This pro-
vides them with access to tickets of all customer users from other customers if they
are located in a queue that's assigned to this group and if the other customer also has
permissions to this group.

Access is limited to the level the customer user of a ticket has.

Through the link Customers & Groups you can manage which customer shall belong to
the different groups (see figure below).

Figure 4.21. Customers-Group relations management

a Manage Customer-Group Relations
Actions Search Results:
IE‘ CUSTOMERS (1) GROUPS
Wildcards like '*' are allowed. MyCompany jose.garcia@mycompany.com admin
faq
@ Edit Customer Default Groups faq_admin

These groups are automatically assigned to all faq_approval
customers. You can manage these groups via stats

the configuration setting

*CustomerGroupCompanyAlwaysGroups".

Customer Default Groups:
Filter for Groups GROUPS
users

Just start typing to filter...
No changes can be made to these groups.

To define the different groups a customer should be part of and vice versa, click on the
corresponding customer username or group (see below the Figures 4.18 and 4.19, respec-
tively).

Figure 4.22. Change Group relations for a Customer User

a Manage Customer-Group Relations Change Group Relations for Customer ‘contact@othercustomer.com'
Actions Change Group Relations for Customer contact@othercustomer.com
4 Go to overview SAME CUSTOMER
RO RW
@  Edit Customer Default Groups e
admin
These groups are automatically assigned to all faq
customers. You can manage these groups via
fagq_admin
the configuration setting
"CustomerGroupCompanyAlwaysGroups' faq_approval
stats
Filter for Groups Save or Saveand finish or Cancel

Just start typing to filter...
Customer Default Groups:

Hint GROUPS

users

Select the customer:group permissions.
No changes can be made to these groups.
If nothing is selected, then there are no

permissions in this group (tickets will not be

available for the customer). Reference

Same Customer

Gives customer users group based access to tickets from customer users of the same customer (ticket CustomerlD is a CustomerID of the customer user).
ro

Read only access to the ticket in this group/queue.
w

Full read and write access to the tickets in this group/queue.
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Figure 4.23. Change Customer user relations for a Group

a Manage Customer-Group Relations Change Customer Relations for Group 'stats'

Actions Change Customer Relations for Group stats

L] Go to overview SAME CUSTOMER

@ CUSTOMER (2) RO RW

MyCompany jose.garcia@testcustomer.com
Wildcards like ™' are allowed

Other Company contact@othercustomer.com
Hint Save or Saveand finish or Cancel

Select the customer:group permissions,

Reference
If nothing is selected, then there are no

permissions in this group (tickets will not be
available for the customer). Same Customer

Gives customer users group based access to tickets from customer users of the same customer (ticket CustomerlD is a CustomerID of the customer user).

ro
Read only access to the ticket in this group/queue.

Full read and write access to the tickets in this group/queue.

1.3.5. Customer permission functionality explained

Access to tickets on the customer interface with enabled group support is mostly evaluat-
ed by a combination of group and individual (customer/customer user based) permission.
Only if both criteria are met, specific access is granted.

If the resulting access is rw, a customer user can view and modify a ticket, if the access
is ro only viewing is possible.

For ticket creation only the group permissions are used and a customer user can create
tickets for all queues with rw permissions (unless restricted otherwise, e.g. ACL or Cus-
tomerPanelOwnSelection).

Group permissions are additive (meaning that only one method needs to grant permis-
sions) and the following possibilities are taken into account:

» Customer user default groups via SysConfig setting

* Groups assigned to the customer user via Customer Users & Customers admin frontend
» Customer default groups via SysConfig setting

» Groups assigned to the customer via Customers & Groups admin frontend

For the methods above, all customers related to a customer user are used. This includes
the 'primary' customer (selected in Customer User admin frontend), additional customers
(added in Customer Users « Customers admin frontend) and other customer that might
exist in the backend.

Individual permission checks require one of the following conditions to be met:
* Ticket is assigned to the customer user

» Ticket is assigned to a customer that the customer user is related to (as explained
above)

* Ticket is assigned to a customer with group permissions for the ticket queue while a
customer related to the customer user has Other Customers permission to the same

group
An example for the last item to clarify the functionality:
» Ticket is assigned to customer user 'Arvid Karlsson' with related customer 'Ericsson AB'

» Ticket is located in queue 'Support Sweden'
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* Queue 'Support Sweden' is in group 'support-se'

* Customer 'Ericsson AB' has 'Same Customer' context 'rw' permission to group 'sup-
port-se'

* Logged in customer user is 'Barry Smith' which is related to customer 'Farmers Inc.'

* Customer 'Farmers Inc.' has 'Same Customer' context 'ro' permission to group 'sup-
port-se'

* Now, if Customer 'Farmers Inc.' is given 'Other Customers' context 'ro' permission to
group 'support-se’, Barry Smith will be able to view the ticket

* In order for Barry to modify the ticket, 'rw' permission is required for both 'Same Cus-
tomer' and 'Other Customers' context

1.3.6. Multi-Tier Customer Relationship Usage/Setup
Example

In this example we will create a multi-tier customer structure with resulting ticket per-
missions. To get the same results you will need a relatively clean system without many
customizations.

First, create following customers through 'Admin -» Customers' frontend:
* CustomerlD: de, Customer: Graubrot AG

» CustomerID: mx, Customer: Hernandez SA

* CustomerlD: se, Customer: Ericsson AB

* CustomerlID: us, Customer: Farmers Inc.

Next, create the following customer users through Admin - Customer Users frontend and
assign them to the already created customers. Use any valid email addresses for Email
field.

* Firstname: Arvid, Lastname: Karlsson, Username: ak, CustomerID: Ericsson AB
* Firstname: Barry, Lasthame: Smith, Username: bs, CustomerID: Farmers Inc.

* Firstname: Christian, Lasthame: Muller, Username: cm, CustomerlD: Graubrot AG
* Firstname: Diego, Lastname: Garcia, Username: dg, CustomerID: Hernandez SA
Then, go to 'Admin = Groups' frontend and add the following as new groups:

» fag-amer

» fag-emea

* support-de

* support-mx

* support-se

* support-us

Then, go to Admin = Queues and add corresponding queues which will use previously
created groups. For the System address you can use any available.

* Name: FAQ Germany, Group: fag-emea

* Name: FAQ Mexico, Group: fag-amer
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* Name: FAQ Sweden, Group: fag-emea

* Name: FAQ USA, Group: fag-amer

* Name: Support Germany, Group: support-de
* Name: Support Mexico, Group: support-mx
* Name: Support Sweden, Group: support-se
* Name: Support USA, Group: support-us

Go to Admin = Customer Users « Customers frontend and assigh customer users to other
customers.

* Arvid Karlsson
de Graubrot AG - active {1}
* Diego Garcia
se Ericsson AB, us Farmers Inc. - active {2}

Additionally, go to Admin - Customer Users & Groups frontend and assign a single cus-
tomer user direct access to a group.

* Diego Garcia
fag-emea - rw {3}

Now, go to Admin —» Customers « Groups frontend and assign customers to groups ac-
cording to the matrix below. Be sure to select proper permission level for each group and
company.

* de Graubrot AG
¢ Same Customer {4}
fag-amer - ro
fag-emea = ro
support-de - rw
support-mx - ro
* mx Hernandex SA
¢ Same Customer {5}
fag-amer - ro
fag-emea - ro
support-de - ro
support-mx - rw
¢ Other Customers {6}
support-de - rw (this is intentional to demonstrate limitation to base permissions)
support-mx - rw

e se Ericsson AB
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¢ Same Customer {7}
fag-amer - ro
fag-emea - ro
support-se - rw

* us Farmers Inc.

¢ Same Customer {8}
fag-amer - ro
fag-emea - ro
support-us = rw

¢ Other Customers {9}
fag-amer - ro

For reference, please consult image below where all relationships are drawn as lines:

,/‘ .\

Christian Muller Arvid Karlsson

“{4}H

{7}___,7

-

S~

-
-
-

— rw (assigned group) I

— default customer — rw (same customer) — rw (other customers)

---+ assigned customer ---+ ro (same customer) ---+ ro (other customers)

Finally, let's create some tickets. Go to New phone ticket frontend and create tickets, one
each per customer user and queue (32 in total). By the way, this is possible in the agent
frontend as the customer group restrictions are only active on the customer frontend.

For checking resulting access to the tickets, you can easily switch between the customer
users by activating SwitchToCustomer option in SysConfig. Then just go to Admin - Cus-
tomer Users and click on corresponding Switch to customer link next to the user's name.

You will be immediately logged in as that customer user and you can visit Tickets -» Com-
pany Tickets screen for checking the ticket access. It should conform to the matrix below.
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Click on a ticket to check if corresponding permission level is honored: for ro permission
level you should not see the Reply button.

This is the expected result for each customer user. The marker '{0}"' refers to the location
above where the corresponding setting was taken (this shows why the access is granted).

Resulting access for customer user Arvid Karlsson

* Queue FAQ Germany: ro (via {7}) + Christian's Tickets ro (via {1})

* Queue FAQ Mexico: ro (via {7}) + Christian's Tickets ro (via {1})

* Queue FAQ Sweden: ro (via {7}) + Christian's Tickets ro (via {1})

* Queue FAQ USA: ro (via {7}) + Christian's Tickets ro (via {1})

* Queue Support Germany: rw (via {1-6}) + Christian's Tickets rw (via {1})
* Queue Support Mexico: -

* Queue Support Sweden: rw (via {7}) + Christian's Tickets rw (via {1})

* Queue Support USA: -

Resulting access for customer user Barry Smith

* Queue FAQ Germany: ro (via {8})

* Queue FAQ Mexico: ro (via {8}) + Arvid's, Christian's, Diego's Tickets ro (via {9})
* Queue FAQ Sweden: ro (via {8})

* Queue FAQ USA: ro (via {8}) + Arvid's, Christian's, Diego's Tickets ro (via {9})
* Queue Support Germany: -

* Queue Support Mexico: -

* Queue Support Sweden: -

* Queue Support USA: rw (via {8})

Resulting access for customer user Christian Muller

* Queue FAQ Germany: ro (via {4})

* Queue FAQ Mexico: ro (via {4})

* Queue FAQ Sweden: ro (via {4})

* Queue FAQ USA: ro (via {4})

* Queue Support Germany: rw (via {4})

* Queue Support Mexico: ro (via {4})

* Queue Support Sweden: -

* Queue Support USA: -

Resulting access for customer user Diego Garcia

* Queue FAQ Germany: rw (via {3}) + Arvid's, Barry's Tickets rw (via {2})

* Queue FAQ Mexico: ro (via {5}) + Arvid's, Barry's Tickets ro (via {2}) + Christian's
Tickets ro (via {2-9})
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* Queue FAQ Sweden: rw (via {3}) + Arvid's, Barry's Tickets rw (via {2})

* Queue FAQ USA: ro (via {5}) + Arvid's, Barry's Tickets ro (via {2}) + Christian's Tickets
ro (via {2-9})

* Queue Support Germany: ro (via {5}) + Arvid's, Barry's Tickets ro (via {2}) + Christian's
Tickets ro (via {6})

* Queue Support Mexico: rw (via {5}) + Arvid's, Barry's Tickets rw (via {2}) + Christian's
Tickets rw (via {6})

Queue Support Sweden: rw (via {2—-4}) + Arvid's, Barry's Tickets rw (via {2})

Queue Support USA: rw (via {2-5}) + Arvid's, Barry's Tickets rw (via {2})

1.4. Foleni

Clicking on the link "Queues" of the Admin page, you can manage the queues of your
system (see figure below). In a new OTRS installation there are 4 default queues: Raw,
Junk, Misc and Postmaster. All incoming messages will be stored in the "Raw" queue if no
filter rules are defined. The "Junk" queue can be used to store spam messages.

Figure 4.24. Usimamizi wa foleni

@ Manage Queues
Actions List
(+] Add Queue NAME GROUP COMMENT VALIDITY CHANGED CREATED
Junk users Al junk tickets. valid 10/02/2017 16:23 10/02/2017 16:23
§ Misc users All misc tickets. valid 10/02/2017 16:23 10/02/2017 16:23
FTEr I EETED Postmaster users Postmaster queue. valid 10/02/2017 16:23 10/02/2017 16:23
Raw users All default incoming ti... valid 10/02/2017 16:23 10/02/2017 16:23
Just start typing to filter...
Support admin valid 10/18/2017 17:09 10/18/2017 17:09

Here you can add queues (see figure below) and modify them. You can specify the group
that should use the queue. You can also set the queue as a sub-queue of an existing queue.

Figure 4.25. Adding a new queue

a Manage Queues Add Queue

Actions Add Queue

] Go to overview * Name:  Support
Sub-queue of
* Group:  admin
Unlock timeout minutes

0 = no unlock - 24 hours = 1440 minutes - Only business hours are counted.

If an agent locks a ticket and does not close it before the unlock timeout has passed, the ticket will unlock and
will become available for other agents.

Escalation - first response time (minutes): ( Notify by )
0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If there is not added a customer contact, either email-external or phone, to a new ticket before the time defined
here expires, the ticket is escalated

Escalation - update time (minutes) ( Notify by )
0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted

If there is an article added, such as a follow-up via email or the customer portal, the escalation update time is
reset. If there is no customer contact, either email-external or phone, added to a ticket before the time defined
here expires, the ticket is escalated.

Escalation - solution time (minutes) (Notify by )
0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If the ticket is not set to closed before the time defined here expires, the ticket is escalated.

* Follow up Option: = possible

Specifies if follow up to closed tickets would re-open the ticket, be rejected or lead to a new ticket.

Unaweza kufafanua muda wa mwisho wa kufungua foleni - kama wakala akifunga tiketi na
hajaifunga kabla ya muda wa mwisho wa kufungua kuisha, tiketi itafunguliwa kiotomatiki
na kufanywa ipatikane kwa mawakala wengine kuifanyia kazi.
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Kuna mipamgilio ya muda wa kupanda mitatu inahusishwa katika ngazi ya foleni:

Kupanda - Muda wa kwanza wa kujibu

* Baada ya utengenezaji wa tiketi, kama muda uliofafanuliwa hapa ukiisha bila ya
mawasiliano na mteja, ama kwa simu au barua pepe, tiketi inapandishwa.

Kupanda - Rekebisha Muda

* Kama kuna ufwatiliaji wa mteja aidha kwa barua pepe au mlango wa mteja, ambao
unarekodiwa kwenye tiketi, usasishaji wa muda wa kupanda unasetiwa upya. Kama
hakuna mawasiliano ya mteja kabla muda uliofafanuliwa hapa haujaisha, tiketi inapan-
dishwa.

Kupanda - Muda wa Suluhu
» Kama tiketi haitafungwa kabla ya muda uliofafanuliwa kuisha, tiketi inapandishwa.

Na 'Funga tiketi baada ya ufwatiliaji', unaweza kufafanua kama tiketi isetiwe kuwa 'ime-
fungwa' kwa mtumiaji wa zamani kama tiketi imefungwa na baadaye kufunguliwa up-
ya. Hii inahakikisha ufwatiliaji wa tiketi unachakatishwa na wakala ambaye alishughulikia
tiketi mwanzoni.

Parameta ya anwani za mfumo inabainisha anwani za barua pepe ambazo zitatumika kwa
ajili ya tiketi zinazotoka za foleni hii. Hakuna uwezekano wa kuhusisha foleni na salamu na
saini, kwa majibu ya barua pepe. Kwa taarifa za undani zaidi, tafadhali tembelea vifungu
anwani za barua pepe, salamu na saini.

Note

Kama ilivyo kwa mawakala, makundi na wateja, foleni haziwezi kufutwa, zinale-
mazwa tu, kwa kuseti chaguo Halali kuwa batili au batili-kwa muda.

1.5. Salutations, Signatures, Attachments
and Templates

1.5.1. Salamu

A salutation is a text module for a template. Salutations can be linked to one or more
queues, as described in the section about queues. A salutation is used only if a ticket from
a queue the salutation is linked to, is answered. To manage the different salutations of
your system, use the "Salutations" link of the admin area (see figure below).

Figure 4.26. Usimamizi wa Salamu

a Salutation Management

Actions List

Add salutation NAME COMMENT VALIDITY CHANGED CREATED
Salutation Example valid 10/18/2017 17:18 10/18/2017 17:18
system standard salutation (en) Standard Salutation. valid 10/02/2017 16:23 10/02/2017 16:23
Filter for Salutations

Just start typing to filter...

Baada ya usanikishaji wa kawaida tayari kuna salamu inapatikana, "salamu ya kawaida
ya mfumo (en)".

To create a new salutation, press the button Add salutation, provide the required data
and submit it (see figure below).
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Figure 4.27. Adding a new salutation

a Salutation Management Add Salutation

Actions Add Salutation
< Go to overview % Name: Salutation Example
B I US ;== E E2 2 = E £« Q
Format ~ | Font v size | A- B I, [@Souce Q 99 92| 32

Hello <OTRS_CUSTOMER_USER_DATA _UserFirstname>

We are working on your ticket <OTRS_TICKET_TicketNumber>

* Validity:  valid

Save or Cancel

Inawezekana kutumia vishika nafasi katika salamu. Ukitoa majibu kwenye tiketi, majina
ya vishika nafasi yatabadilishwa na thamani zake.

Vishika nafasi tofauti unavyoweza kutumia kwenye violezo vimeorodheshwa kwenye
upande wa chini wa skrini ya salamu. Kama ukitumia kwa mfano, kishika nafasi
<OTRS_LAST NAME> jina la mwisho la mtumaji wa tiketi litajumuishwa kwenye majibu
yako.

Note

Kama ilivyo kwa vyombo vingine vya OTRS, salamu haziwezi kufutwa, zinale-
mazwa tu kwa kuseti chaguo Halali kuwa batili au batili-kwa muda.

1.5.2. Saini

Another text module for a template is the signature. Signatures can be linked to a queue,
as described in the section about the queues. Please note that a sighature will only be
appended to a template text, if it has previously been linked to a queue. You can manage

the signatures in your system by accessing the "Signatures" link of the Admin page, (see
figure below).

Figure 4.28. Signatures management

a Signature Management

Actions List
+] Add signature NAME COMMENT VALIDITY CHANGED CREATED
Signature example valid 10/18/2017 12:27 (America/Mexico_City) 10/18/2017 12:27 (America/Mexico_City)
system standard signature (en) Standard Signature. valid 10/02/2017 11:23 (America/Mexico_City) 10/02/2017 11:23 (America/Mexico_City)

Filter for Signatures

Just start typing to filter...

Baada ya usanikishaji mpya wa OTRS, kuna saini iliyofafanuliwa tayari imewekwa kwenye
mfumo, "saini ya kawaida ya mfumo (en)".
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To create a new signature, press the button Add signature, provide the needed data and
submit it (see figure below).

Figure 4.29. Adding a new signature

a Signature Management Add Signature

Actions Add Signature
4 Go to overview * Name: Signature example
B I US| ;== ElE =2 =EE @ =« Q
Format ~ | Font ~ | Size | A- B3 T, | @ Souce Q 99 99 32

It is our pleasure to serve you.

Receive kind greetings,
<OTRS_RESPONSIBLE_User_FirstName> <OTRS_RESPONSIBLE_User_LastName>

* Validity: ~ valid

Save or Cancel

Kama salamu, saini pia zinaweza kuwa na maudhui yanayobadilika, kama jina la kwan-
za na la mwisho la wakala anayejibu tiketi. Hapa pia vishika nafasi vinaweza kutumi-
ka kubadilisha maudhui ya nakala ya saini kwa kila tiketi. Ona sehemu ya chini ya skri-
ni ya saini kwa vishika nafasi vinavyoweza kutumika. Kama ukijumuisha kishika nafasi
<OTRS_LAST NAME> katika saini kwa mfano, jina la mwisho la wakala anayejibu tiketil-
itabadilisha kishika nafasi

Note

Kama ilivyo kwa salamu, saini pia haziwezi kufutwa, zinalemazwa tu kwa kuseti
chaguo Halali kuwa batili au batili-kwa muda.

1.5.3. Viambatanisho

Unaweza kuongeza kiambatanisho kimoja au zaidi kwa kiolezo kwa hiari. Kama kiolezo
kimechaguliwa, viambatanisho vita ambatanishwa kwenye dirisha la uundaji wa ujumbe.
Kama kuna ulazima wakala anaweza kuondoa kiambatanisho kutoka kwenye kiolezo kabla
ya kutuma kwenda kwa mteja.

Through the "Attachment" link of the Admin page, you can load the attachments into the
database of the system (see figure below).

Figure 4.30. Attachments management

a Attachment Management

Actions List
(+] Add Attachment NAME FILENAME COMMENT VALIDITY CHANGED CREATED DELETE
Test Attachment One image.jpg valid 10/18/2017 22:47 10/18/2017 22:47
Test Attachment Two diagram.jpg valid 10/18/2017 22:48 10/18/2017 22:48

Filter for Attachments

Just start typing to filter...
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To create a new attachment, press the button Add attachment, provide the required data
and submit it (see figure below).

Figure 4.31. Adding a new attachment

a Attachment Management Add Attachment

Actions Add Attachment

« Go to overview % Name: Test1

* Attachment: Browse...  No file selected.

* Validity: ~ valid

Save or Cancel

If an attachment is stored it can be linked to one or more templates. Click on the Attach-
ment <-> Templates link of the Admin page (see figure below).

Figure 4.32. Kuunganisha Viambatanisho kwa Violezo

a Manage Templates-Attachments Relations

Filter for Templates Overview

Just start typing to filter... TEMPLATES ATTACHMENTS
Answer - A new answer Test Attachment One (image.jpg )
Answer - empty answer

Test Attachment Two ( diagram.jpg )
Filter for Attachments

Answer - test answer

Just start typing to filter...

To associate different attachments with a specific template and vice versa, click on the

corresponding template name or attachment (see below the Figures 4.29 and 4.30, re-
spectively).

Figure 4.33. Badilisha mahusiano ya Kiambatanisho kwa Kiolezo

a Manage Templates-Attachments Relations Change Attachment Relations for Template 'Answer - A new answer'

Actions Change Attachment Relations for Template Answer - A new answer

4 Go to overview

ATTACHMENT ACTIVE
Test Attachment One (image.jpg )
Filter Test Attachment Two ( diagram.jpg )
Just start typing to filter... Save or Saveand finish or Cancel

Figure 4.34. Badilisha mahusiano ya Kiolezo kwa Kiambatanisho

@« Manage Templates-Attachments Relations Change Template Relations for Attachment 'Test Attachment One'

Actions Change Template Relations for Attachment Test Attachment One

< Go to overview TEMPLATE ACTIVE

Answer - A new answer
Filter Answer - empty answer

Answer - test answer
Just start typing to filter...

Save or Saveand finish orCancel

1.5.4. Violezo

Kuongeza kasi ya mchakato wa tiketi na kufanya muonekano wa majibu kuwa kawaida,

unaweza kufananua violezo katika OTRS. Kiolezo kinaweza kuunganishwa na foleni moja
au zaidi.
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Kuna violezo tofauti vinavyotumika katika pande tofauti za OTRS na zina nia tofauti,
ifwatayo ni orodha ya aina za violezo ziwezekanazo:

* Jibu: Kutumika kama jibu la tiketi

» Tengeneza: Kutumika katika simu au barua pepe mpya

* Tuma mbele: Kutumika kupeleka makala kwa mtu mwengine

* PigaSimu: Kutumika katika skrini ya simu zinazoingia na kutoka

Violezo vya majibu vinapatikana kwa njia mbili, kutoka kwenye skrini ya kukuza tiketi
kwenye menyu ya makala, au kwa njia ya haraka: kutoka kwenye skrini kubwa ya mapitio
ya tiketi kama Muonekano wa Hali au Muonekano wa Tiketi. Kwa usanikishaji mpya wa
OTRS, kiolezo(jibu) "jibu wazi" kina setiwa kama chaguo-msingi kwa kila foleni.

Mara tu violezo vilivyopelekwa mbele kuongezwa na kuwekwa kwenye foleni, kitufe cha
"Peleka mbele" katika kuza tiketi (ambayo mara nyingi inatupeleka kwenye skrini ya ku-
peleka mbele yanakala tupu) kitabadilika kuwa cha kudhibiti uchaguzi, uchaguzi unajazwa
na violezo vilivyopelekwa mbele vilivyoongezwa, kwa kuchagua moja ya violezo, skrini
ya kupeleka mbele itaonyeshwa ikiwa imejazwa na nakala ya kiolezo na viambatanisho
(sawa na kisanduku majibu cha uchaguzi na violezo vya Majibu).

Kutengeneza violezo vya aina Tengeneza na PigaSimu vitafanya boksi la uchaguzi la
"Nakala Kiolezo" kuonekana katika skrini husika, kuchagua kiolezo kwa ajili ya orodha ita-
jaza sehemu za "Nakala" na "Kiambatanisho" (kama zinapatikana kwenye kiolezo). Tam-
bua kwamba mabadiliko yoyote ya kabla kwenye Nakala au kiambatanisho yataandikwa
upya kwa kuchagua kiolezo.

Clicking the "Templates" link on the Admin page brings you to the Template management
screen (see figure below).

Figure 4.35. Template management

a Manage Templates

Actions List

o Add template TYPE NAME ATTACHMENTS = COMMENT = VALIDITY = CHANGED CREATED DELETE
A new . 10/18/2017 12:32 10/18/2017 12:32
Answer 0 valid 5 y ) y
§ answer (America/Mexico_City) (America/Mexico_City)
hilier empty ) 10/02/2017 11:23 10/02/2017 11:23
Answer 0 valid ) ) ) . ) y
Just start typing to fiter answer (America/Mexico_City) (America/Mexico_City)
) 10/02/2017 11:23 10/02/2017 11:23
Answer  test answer 0 valid ) y . ) y
(America/Mexico_City) (America/Mexico_City)

Hint
A template is a default text which helps your

agents to write faster tickets, answers or
forwards.

Attention: Don't forget to add new templates
to queues.

To create a new template, click on the Add template button, provide the required data
(make sure to select the appropriate template type) and submit it (see figure below).

82



Figure 4.36. Adding a template

a Manage Templates Add Template
Actions Add Template
« Go to overview * Type: | Answer
* Name: A new answer
Hint
emplate:
A template is a default text which helps your o e = - — _
agents to write faster tickets, answers or B I US| = = 3EEESNS = Q
forwards.
Format ~ | Font -~ Size <~ | A~ ~ I, | [ Source I 92 2
Attention: Don't forget to add new templates A e Q ‘ 2 e
to queues.
The text for this answer . . .
Attachments:

* Validity: = valid

ment:

Save or Cancel

To add/remove templates to one or more queues, click on the "Templates <-> Queues"

link on the Admin page (see figure below). You can also use filters to get information
regarding a specific entity.

Figure 4.37. Template-Queue relations management

a Manage Template-Queue Relations

Filter for Templates

Just start typing to filter...

Overview

TEMPLATES

QUEUES
Answer - A new answer Junk
Answer - empty answer Misc
Filter for Queues Answer - test answer Postmaster
Raw
Just start typing to filter... Support

Kufafanua violezo mbali mbali vinavyopatikana kwa foleni na kinyume chake, bofya

kwenye kiolezo au foleni husika (ona vielelezo 5.32 na 5.33 chini kwa mtiririko).

Figure 4.38. Badilisha mahusiano ya Foleni kwa Kiolezo

a Manage Template-Queue Relations Change Queue Relations for Template 'Answer - A new answer'
Actions Change Queue Relations for Template Answer - A new answer
‘« Go to overview UL ACTIVE
Junk
Filter BiEc
Postmaster

Just start typing to filter...

Queue UnitTest-TicketWorkflow-005168_1508262162

Queue UnitTest-TicketWorkflow-315235_1508262145
Raw

Support

Save or Saveand finish or Cancel
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Figure 4.39. Badilisha mahusiano ya Kiolezo kwa Foleni

a Manage Template-Queue Relations Change Template Relations for Queue 'Junk'

Actions Change Template Relations for Queue Junk

<4 Go to overview TEMPLATE ACTIVE

Answer - A new answer
Filter Answer - empty answer
Answer - test answer

Just start typing to filter...
Save or Saveand finish or Cancel

Wakati wa kuchagua kiolezo, taarifa zaidi zinaweza kuongezwa kwenye nakala ya kiolezo,
hii inategemea aina ya kiolezo:

PigaSimu na Tengeneza violezo haiongezi maudhui yoyote kwenye nakala ya kiolezo, bali
skrini Mpya ya Barua pepe za Tiketi inaongeza saini iliyogawiwa kwa foleni kwenye kiini
cha barua pepe (hii skrini ina boksi lillowekwa pembeni ili kupata taswira ya saini).
Nakala za violezo majibu zikichaguliwa pia zinajumuisha salamu inayohusika na foleni,
kisha nakala ya kiolezo, baada ya hapo nukuu ya nakala ya tiketi, na mwisho saini inay-
ohusika na foleni.

Violezo vya kupeleka mbele ni sawa Violezo vya majibu, lakini hazi na sehemu ya salamu.

1.6. Majibu ya otomatiki

OTRS allows you to send automatic responses to customers based on the occurrence of
certain events, such as the creation of a ticket in a specific queue, the receipt of a follow-up
message in regards to a ticket, the closure or rejection of a ticket, etc. To manage such
responses, click the link "Auto responses" on the Admin page (see figure below).

Figure 4.40. Auto response management

a Auto Response Management

Actions List
(+] Add Auto Response NAME TYPE COMMENT VALIDITY CHANGED CREATED
default follow-up (after a ticket follow-up has been )
dded) auto follow up valid 10/02/2017 16:23 10/02/2017 16:23
adde
Filter for Auto Responses default reject (after follow-up and rejected of a . .
auto reject valid 10/02/2017 16:23 10/02/2017 16:23
closed ticket)
Just start typing to filter...
default reject/new ticket created (after closed . §
) auto reply/new ticket valid 10/02/2017 16:23 10/02/2017 16:23
follow-up with new ticket creation)
default reply (after new ticket has been created) auto reply valid 10/02/2017 16:23 10/02/2017 16:23

To create an automatic response, click on the button Add auto response, provide the
needed data and submit it (see figure below).
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Figure 4.41. Adding an auto response

a Auto Response Management Add Auto Response

Actions Add Auto Response

< Go to overview * Name: Autoresponse One

* Subject: | Your ticket is beign processed

B I US|!

n
nn
Il
il
Il
Il
8
1
b
§e)

Format ~ | Font | size | A- B I, | Bsource Q 9 92|53

Hello <OTRS_CUSTOMER_RELNAME>:

This is an automatic response for let you know your request is beign processed.
Your will have news in the next 24 hours.

Thanks you!

Your OTRS Team.

* Type:  auto follow up
* Auto response from:  otrs@localhost

* Validity:  valid

Save or Cancel

Mada na nakala ya majibu otomatiki yanaweza kuzalishwa na vishika nafasi, kama sai-
ni na salamu. Kama ukiingiza, kwa mfano, kishika nafasi <OTRS_CUSTOMER EMAIL[5]>
kwenye kiini cha jibu otomatiki, mistari 5 ya kwanza ya barua ya mteja itaingizwa kwenye
jibu otomatiki. Utapata undani zaidi kuhusu vishika nafasi halali ambavyo vinaweza kutu-

mika upande wa chini wa skrini iliyoonyeshwa kwenye Kielelezo.

For every automatic answer, you can specify the event that should trigger it. The system
events that are available after a default installation are described in the Table 4-4.

Table 4.4. Events for auto responses

Jina Maelezo

jibu otomatiki Utengenezaji wa tiketi katika foleni fulani

jibu otomatiki/tiketi mpya Ufunguzi wa tiketi iliyofungwa, mf. mteja ak-
ijibu hiyo tiketi.

ufwatiliaji otomatiki Upokeaji wa ufwatiliaji wa tiketi.

kukataa kiotomatiki Ukataaji otomatiki wa tiketi, unafanywa na
mfumo.

ondoa kiotomatiki Ufutaji wa tiketi, unafanywa na mfumo.

Note

Kama ilivyo kwa vyombo vingine vya OTRS, majibu otomatiki pia haiwezi kufutwa,

inalemazwa tu kwa kuseti chaguo Halali kuwa batili au batili-kwa muda.

To add an auto response to a queue, use the "Auto Response <-> Queues" link on the
Admin page (see figure below). All system events are listed for every queue, and an auto

answer with the same event can be selected or removed via a listbox.
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Figure 4.42. Queue <-> auto response

relations management

a Manage Queue-Auto Response Relations
Actions Overview
Y Queues without Auto Responses QUEUES AUTO RESPONSES
Junk default reply (after new ticket has been created) (auto reply)
y Misc default reject (after follow-up and rejected of a closed ticket) (auto reject)
Filter for Queues
Postmaster default follow-up (after a ticket follow-up has been added) (auto follow up)
Just start typing to fifter... Raw default reject/new ticket created (after closed follow-up with new ticket
Support

creation) (auto reply/new ticket)

Filter for Auto Responses

Just start typing to filter...

To define the different auto responses that will be available for a queue, click on the
corresponding queue name (see figure below). It is also possible to edit an existing auto

response - to do so, click on the response and edit in the same manner as editing a new
auto response.

Figure 4.43. Change auto response relations for a queue

a Manage Queue-Auto Response Relations
Actions Overview
Y Queues without Auto Responses QUEUES AUTO RESPONSES
Junk

default reply (after new ticket has been created) (auto reply)

3 Misc default reject (after follow-up and rejected of a closed ticket) (auto reject)
Filter for Queues
Postmaster default follow-up (after a ticket follow-up has been added) (auto follow up)
Just start typing to filter... Raw default reject/new ticket created (after closed follow-up with new ticket
Support

creation) (auto reply/new ticket)

Filter for Auto Responses

Just start typing to filter...

1.7. System Email Addresses

To enable OTRS to send emails, you need a valid email address to be used by the system.
OTRS is capable of working with multiple email addresses, since many support installa-
tions need to use more than one. A queue can be linked to many email addresses, and
vice versa. The address used for outgoing messages from a queue can be set when the

gueue is created. Use the "Email Addresses" link from the Admin page to manage all email
addresses of the system (see figure below).

Figure 4.44. System email addresses management

@ System Email Addresses Management
Actions List
Add System Address EMAIL ADDRESS DISPLAY NAME QUEUE VALIDITY CHANGED CREATED
otrs@localhost OTRS System Postmaster valid 10/02/2017 16:23 10/02/2017 16:23
§ postmaster@mycompany.com Postmaster Postmaster valid 10/18/2017 23:50 10/18/2017 23:50
lterforSystamadaiesses support@mycompany.com Support Support valid 10/18/2017 23:50 10/18/2017 16:37

Just start typing to filter...

Hint

All incoming email with this address in To or
Cc will be dispatched to the selected queue.

If you create a new mail address (see figure below),you can select the queue or sub
queue to be linked with it. This link enables the system to sort incoming messages via
the address in the To: field of the mail into the right queue.

86



OTRS

Real Services

Figure 4.45. Adding a system email address

a System Email Addresses Management Add System Email Address

Actions Add System Email Address

4 Go to overview * Email address: support@mycompany.com

* Display name: Support

Hint The display name and email address will be shown on mail you send.

All incoming email with this address in To or * Queue: | Junk
Cc will be dispatched to the selected queue.
* Validity: | valid

Save  or Cancel

Note

Kama ilivyo kwa vyombo vingine vya OTRS, anwani za barua pepe haziwezi kufut-
wa, zinalemazwa tu kwa kuseti chaguo Halali kuwa batili au batili-kwa muda.

1.8. Ticket Notifications

OTRS allows ticket notifications to be sent to agents and customers, based on the occur-
rence of certain events. Agents can customize their ticket notification settings via the
preferences link.

Through the "Ticket Notifications" link on the Admin page, you can manage the ticket

notifications of your system (see figure below). OTRS comes with a set of predefined
notifications that cover a wide range of use cases.

Figure 4.46. Ticket notification management

a Ticket Notification Management
Actions List
Add notification NAME COMMENT VALIDITY CHANGED CREATED EXPORT COPY DELETE
Ticket create notification valid 10/02/2017 16:23 10/02/2017 16:23
& Export Notifications .
Ticket email delivery failure
L valid 10/02/2017 16:23 10/02/2017 16:23
notification
Filter for Notifications Ticket escalation notification valid 10/02/2017 16:23 10/02/2017 16:23
Ticket escalation warning
) valid 10/02/2017 16:23 10/02/2017 16:23
Just start typing to filter... notification
Ticket follow-up notification .
valid 10/02/2017 16:23 10/02/2017 16:23
(locked)
Configuration Import Ticket follow-up notification
valid 10/02/2017 16:23 10/02/2017 16:23
y (unlocked)
Here you can upload a configuration file to
i if Ticket lock timeout
import Ticket Notifications to your system. The valld 10/02/2017 16:23 1010272017 1623
file needs to be in .yml format as exported by notification
elBCRethCHIcRtichedUe Ticket new note notification valid 10/02/2017 16:23 10/02/2017 16:23
i Ticket owner update
Browse.. JNOHICESICCIEd ) 2 valid 10/02/2017 16:23 10/02/2017 16:23
notification
Overwrite existing notifications? Ticket pending reminder
) valid 10/02/2017 16:23 10/02/2017 16:23
notification (locked)
X Import Notification configuration
Ticket pending reminder
y valid 10/02/2017 16:23 10/02/2017 16:23
notification (unlocked)
Ticket queue update .
) valid 10/02/2017 16:23 10/02/2017 16:23
notification
Ticket responsible update
valid 10/02/2017 16:23 10/02/2017 16:23
notification
Ticket service update .
valid 10/02/2017 16:23 10/02/2017 16:23

notification

You can customize many aspects of the notifications. Click on the notification you want
to change, and its content will be loaded for editing (see figure below).
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Figure 4.47. Customizing a notification

Edit Notification

* Name: Ticket create notification

Yes

You will receive a notification each time a new ticket is cr
This message will be shown on the agent preferences screen as a tooltip for this notification.
valid
» Events
» Ticket Filter
» Article Filter (Only for ArticleCreate and ArticleSend event)
» Recipients
» Notification Methods

w Notification Text

w English (United States)
* Subject: Ticket Created: <OTRS_TICKET_Title>
* Text:

B I U S = = EH

o
1]}
lih
[T
8
11
o

Format ~ | Font ~ | Size - A- B3 I, | [@Souce Q 99 92| 32

Hi <OTRS_NOTIFICATION_RECIPIENT _UserFirstname>,

ticket [<OTRS_CONFIG_Ticket::Hook><OTRS_CONFIG_Ticket::HookDivider>
<OTRS_TICKET _TicketNumber>] has been created in queue <OTRS_TICKET_Queue>.

<OTRS_CUSTOMER_REALNAME> wrote:
<OTRS_CUSTOMER_BODY[30]>

You can edit the basic data of this notification such as name and comment, and control
if the agents may choose to receive this notification (per transport method). For every

language, a subject and body can be added/edited to configure what will actually be sent
as the notification content.

Just as with signatures and salutations, it is possible to dynamically create the content

of a notification by using special variables. You can find a list of variables at the bottom
of the screen.

You can choose which events should trigger this notification, and limit it to tickets which
match certain criteria (ticket and/or article filter). This makes it possible to create different

notifications for different queues, priorities or other criteria that might be relevant for
your system.

The recipients of the notification can be configured according to different criteria (groups,
roles, individual agents etc.). All configured recipients will receive the notification.
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Figure 4.48. Customizing a notification's recipients

¥ Recipients

Send to: | All agents subscribed to the ticket's queue and 1 more... @
Send to these agents:
Send to all group members:
Send to all role members:
Send on out of office: Also send if the user is currently out of office.

Once per day: Notify user just once per day about a single ticket using a selected transport.

Additionally, you can specify if the notification should be sent to agents who are out of of-
fice, and limit the sending to once per day and ticket (e. g. pending reminder notification).

Notifications can be sent with different notification methods. The "Email" notification
method is available in OTRS Free, with OTRS Business Solution™ you also get the pos-
sibility to store and view the notifications in the database (so that no email client is need-
ed to use OTRS) as well as to send them via SMS (e. g. for very important notifications).

Figure 4.49. Customizing notification methods

v Notification Methods

These are the possible methods that can be used to send this notification to each of the recipients. Please select at least one method
below.

Email
Enable this notification method:

Active by default in agent

preferences:  This is the default value for assigned recipient agents who didn't make a choice for this notification
in their preferences yet. If the box is enabled, the notification will be sent to such agents.

Additional recipient email

addresses:  You can use OTRS-tags like <OTRS_TICKET_DynamicField_...> to insert values from the current
ticket.

Article visible for customer:
An article will be created if the notification is sent to the customer or an additional email address.
Email template: Default
Use this template to generate the complete email (only for HTML emails).
Enable email security:
PGP and SMIME not enabled.
Email security level:
If signing key/certificate is Skip notification delivery
missing:
If encryption key/certificate is Skip notification delivery
missing:
Web View
Enable this notification method:

Active by default in agent

preferences:  This is the default value for assigned recipient agents who didn't make a choice for this notification
in their preferences yet. If the box is enabled, the notification will be sent to such agents.

SMS (Short Message Service)

4 Please activate this transport in order to use it.

The field 'Additional recipient email addresses' provides the possibility to use OTRS-tags
like <OTRS_TICKET DynamicField_...> to insert values from the current ticket. The ac-
cording SMS field (only available in OTRS Business Solution™) also has this feature.
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Since OTRS 5s Email transport contains security options for each notification, that includes
signing and encrypting possibilities with PGP and S/MIME and the opportunity to decide

what to do in case of missing key or certificate.

1.9. S/MIME

OTRS can process incoming S/MIME encoded messages and sign outgoing mails. Before
this feature can be used, you need to activate it and change some configuration parame-

ters in the SysConfig.

The "S/MIME Certificates" link on the Admin page allows you to manage your S/MIME
certificates (see figure below). You can add or remove certificates, and also search through

the SMIME data.

Figure 4.50. S/MIME management

a S/MIME Management
Actions Results
Add certificate TYPE SUBJECT HASH FINGERPRINT
No data found.
Add private key

Filter for Certificates

Just start typing to filter...

Hint

To show certificate details click on a certificate
wwwww

To manage private certificate relations click on
a private key icon.

1.10. PGP

CREATE

EXPIRES

DELETE

OTRS handles PGP keys, which allows you to encrypt/decrypt messages and to sign out-
going messages. Before this feature can be used, you need to activate it and change

some configuration parameters in the SysConfig.

Through the "PGP Keys" link on the Admin page, it is possible to manage the key ring of
the user who shall be used for PGP with OTRS (see figure below), e.g. the local OTRS user
or the web server user. It is possible to add and remove keys and signatures, and you can

search through all data in your key ring.

Figure 4.51. PGP management

a PGP Management

Actions Result
@ TYPE STATUS IDENTIFIER BIT KEY
No data found.
+] Add PGP key
Hint

In this way you can directly edit the keyring
configured in SysConfig.

Description: Introduction to PGP

1.11. Hali

FINGERPRINT

CREATED

EXPIRES

DELETE

Through the "States" link on the Admin page, you can manage the different ticket states

you want to use in the system (see figure below).
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Figure 4.52. State management

a State Management
Actions List
Add State NAME TYPE COMMENT VALIDITY CHANGED CREATED
10/02/2017 11:23 10/02/2017 11:23
closed successful closed Ticket is closed ... valid ) y ) y
§ (America/Mexico_City) (America/Mexico_City)
ilterjforStatss o _ 10/02/2017 11:23 10/02/2017 11:23
closed unsuccessful closed Ticket is closed ... valid ) y ) y
X § (America/Mexico_City) (America/Mexico_City)
Just start typing to filter...
10/02/2017 11:23 10/02/2017 11:23
merged merged State for merged ... valid ) y ) y
(America/Mexico_City) (America/Mexico_City)
Hint N 10/02/2017 11:23 10/02/2017 11:23
new new New ticket create...  valid
(America/Mexico_City) (America/Mexico_City)
Attention: Please also update the states in Open tioket i 10/02/2017 11:23 10/02/2017 11:23
" e open open en tickets. vali
SR 0T déd . P P P (America/Mexico_City) (America/Mexico_City)
CEoREs iRl ) o ) . 10/02/2017 11:23 10/02/2017 11:23
pending auto close+ pending auto Ticket is pending... valid ) y ) y
(America/Mexico_City) (America/Mexico_City)
X . X § 10/02/2017 11:23 10/02/2017 11:23
pending auto close- pending auto Ticket is pending... valid ) y ) y
(America/Mexico_City) (America/Mexico_City)
X pending . X § 10/02/2017 11:23 10/02/2017 11:23
pending reminder . Ticket is pending... valid ) y . ) y
reminder (America/Mexico_City) (America/Mexico_City)
Customer removed . 10/02/2017 11:23 10/02/2017 11:23
removed removed valid
(America/Mexico_City) (America/Mexico_City)
task pending - § 10/17/2017 12:41 10/17/2017 12:40
removed Waiting on arequ...  valid i . y X . y
dependency (America/Mexico_City) (America/Mexico_City)

Baada ya mpangilio wa kawaida, kuna hali zilizofafanuliwa:
* imefungwa kwa mafanikio

* imefungwa pasipo mafanikio

* unganishwa

* mpya

* wazi

* inasubiri kufunga kiotomatiki+

* inasubiri kufunga kiotomatiki-

* kikumbusho kinachosubiri

* ondolewa

Kila hali imeunganishwa na aina, inayohitaji kuwekwa bayana endapo hali mpya itaten-
genezwa. Kwa kawaida aina za hali ni:

* imefungwa

* unganishwa

* mpya

* wazi

* inasubiri kiotomatiki

» kikumbusho kinachosubiri

e ondolewa

1.12. Usanidi wa Mfumo

The System Configuration link leads to the section where many OTRS configuration op-
tions are maintained.

The system configuration link on the admin page loads the graphical user interface for the
system configuration (see figure below). You can upload your own configuration files for
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the system, as well as backup all current settings into a file. AlImost all configuration para-
meters of the OTRS framework and any installed extensions can be viewed and changed
using this interface. All configuration parameters are part of a certain group, which makes
it possible to navigate quickly through the vast number of existing parameters. It is also
possible to perform a full-text search over all parameters.

Figure 4.53. Graphical user interface of the system configuration.

System configuration

@ System Configuration

import & Export

he available Find certa
ee in the searcl

ising the Find out how to use the syster
rch configuratis e on

config he online
m

= Navigation

» CloudService (1) aQ
» Core (30)

The graphical user interface of the system configuration is described in detail in the chap-
ter "Configuring the system through the web interface".

1.13. Using Mail Accounts

There are several possibilities to transport new emails into the ticket system. One way
is to use a local MTA and the otrs.PostMaster.pl script that pipes the mails directly into
the system. Another possibility is the use of mail accounts which can be administrated
through the web interface. The "PostMaster Mail Accounts" link on the Admin page loads
the management console for the mail accounts (see figure below). OTRS supports the
mail protocols: POP3, POP3S, IMAP and IMAPS.

Figure 4.54. Usimamizi wa akaunti za barua

a Mail Account Management

Actions List

Add Mail Account HOST/USERNAME TYPE COMMENT VALIDITY CHANGED CREATED DELETE
No data found.

RUN NOW!

Filter for Mail Accounts

Just start typing to filter...

Hint

All incoming emails with one account will be
dispatched in the selected queue.

If your account is marked as trusted, the
X-OTRS headers already existing at arrival
time (for priority etc.) will be kept and used, for
example in PostMaster filters.

Outgoing email can be configured via the
Sendmail* settings in System Configuration.

Ona kifungu kuhusu Akaunti za Posta za MkuuWaPosta kwa maelezo zaidi.

1.14. Filtering Incoming Email Messages

OTRS has the capability to filter incoming email messages. For example, it is possible to
put certain emails automatically into specified queues, or to set a specific state or ticket
type for some mails. The filters apply to all incoming mails. Several filter conditions can
be defined per each mail header. You can manage your filters via the link "PostMaster
Filter" on the Admin page (see figure below).
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Figure 4.55. PostMaster filter

a PostMaster Filter Management

Actions List

Q Add filter NAME

No data found.

Filter for Postmaster Filters

Just start typing to filter...

management

DELETE

A filter consists of one or more criteria that must be met in order for the defined actions
to be executed on the email. Filter criteria may be defined for the headers or the body of
an email, e.g. search for specific header entries, such as a sender address, or on strings
in the body. Even regular expressions can be used for extended pattern matching. If your
filter matches, you can set fields using the X-0TRS headers in the GUI. These values will
be applied when creating the ticket or follow-up message in OTRS. The table below lists
the different X-0TRS headers and their meaning.

Note

You also can use X-0TRS-FollowUp-* headers to set values for follow up emails.

Table 4.5. Kazi za vichwa-vya-X-OTRS tofauti

Jina Thamani ziwezekanazo |Maelezo
Kipaumbele cha-X-OTRS: 1 chini sana, 2 chini, 3 kawai-|Inaseti  kipaumbele cha
da, 4 juu, 5 juu sana tiketi.

Foleni ya-X-OTRS:

Jina la foleni kwenye mfumo.

Defines the queue in which
the ticket should be sorted. If
a queue is set with this head-
er, this setting has priority
over all other filter rules that
refer to queues. If you use a
sub-queue, specify it as Par-
ent: :Sub.

Kitasa cha-X-OTRS:

funga, fungua

Inaseti
tiketi.

hali ya kitasa cha

X-OTRS-Puuza:

Ndio au Kweli

Kama hiki kichwa cha OTRS
kimesetiwa kuwa "Ndio",
ujumbe unaoingia utapu-
uzwa na hautapokelewa na
mfumo.

Hali ya-X-OTRS:

mpya, fungua, imefungwa
kwa mafanikio, imefungwa
pasipo mafanikio, ...

Inaseti hali

tiketi.

inayofwata ya

X-OTRS-Hali-Muda Inasubiri:

mf. 2010-11-20 00:00:00

Sets the pending time of
a ticket (you also should
sent a pending state via X-
OTRS-State). You can spec-
ify absolute dates Ilike
"2010-11-20 00:00:00" or
relative dates, based on the
arrival time of the email.
Use the form "+ $Number
$Unit", where $Unit can be
's' (seconds), 'm' (minutes),
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Jina

Thamani ziwezekanazo

Maelezo

'h' (hours) or 'd' (days). On-
ly one unit can be specified.
Examples of valid settings:
"+50s" (pending in 50 sec-
onds), "+30m" (30 minutes),
"+12d" (12 days). Note that
settings like "+1d 12h" are
not possible. You can specify
"+36h" instead.

X-OTRS-Aina:

chaguo-msingi (inategemea
mpangilio wako)

Sets the type of a ticket (if
Ticket::Type is activated).

X-OTRS-Huduma:

(inategemea na mpangilio
wako)

Sets the service of a ticket (if
Ticket::Service is active).
If you want to set a sub-ser-
vice you should specify it as
Parent: :Sub.

X-OTRS-SLA:

(inategemea na mpangilio
wako)

Sets the SLA of a ticket (if
Ticket::Service supportis
active).

X-OTRS-MtejaMtumiaiji:

MtejaMtumiaji

Inaseti mteja mtumiaji wa
tiketi.

X-OTRS-Nambari ya Mteja:

Nambari ya Mteja

Inaseti kitambulisho cha

mteja kwa hii tiketi.

X-OTRS-AinaMtumaiji:

wakala, mfumo, mteja

Inaseti aina ya mtumaji wa
tiketi.

X-OTRS- 0,1 Controls if the article is

IsVisibleForCustomer: shown in the customer inter-
face.

X-OTRS- Inategemeana na usanidi|Saves an additional info val-

Sehemulnayobadilika-<Se- |wa Sehemu Zinazobadili-|lue for the ticket on <Dy-

hemulnayobadilikajina>:

ka (Nakala: Daftari, Tarehe:
2010-11-20 00:00:00, Nam-
ba kamili: 1)

namicFieldName> Dynamic
Field.

X-OTRS-Kitanzi:

Kweli

Kama hiki kichwa cha X-
OTRS kimesetiwa, hakuna
majibu otomatiki yanayo
pokelewa na mtumaji wa
ujumbe (ulinzi wa barua ki-
tanzi).

X-OTRS-FollowUp-State-
Keep:

If this X-OTRS header is set,
the incoming follow-up mes-
sage will not change the tick-
et state. For this purpose the
header can be customized in
the SysConfig using option
KeepStateHeader.

X-OTRS-AttachmentExists:

no, yes

Depending on whether at-
tachments are included in
the email this X-OTRS head-
er is set to 'yes', or it has a
'no' value if no attachments
are included.
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Jina Thamani ziwezekanazo |Maelezo

X-OTRS-AttachmentCount: |[(number of attachments) This X-OTRS header contains
as value the number of at-
tachments which are con-
tained in the email (i.e. '0' for
mails without attachments).

You should specify a name for every filter rule. Filter criteria can be specified in the section
"Filter Condition". Choose via the list boxes for "Header 1", "Header 2" and so on for the
parts of the messages where you would like to search, and specify on the right side the
values you wish to filter on. In the section "Set Email Headers", you can choose the actions
that are triggered if the filter rules match. You can select for "Header 1", "Header 2" and
so on to select the X-OTRS-Header and set the associated values (see figure below).

Filter rules are evaluated in alphabetical order, and are all executed except if the "Stop
after match" setting has been set to "Yes" in one of the rules (in this case evaluation of
the remaining filters is canceled).

Figure 4.56. Add a PostMaster filter

@« PostMaster Filter Management Add PostMaster Filter

Actions Add PostMaster Filter

“ Go to overview * Name: Filter One

* Stop after match: No
Hint

To dispatch or filter incoming emails based on w Filter Condition (AND Condition)
email headers. Matching using Regular

Expressions is also possible. o
P Search header field: = From for value: .*@somebody.com

If you want to match only the email address,
use EMAILADDRESS:info@example.com in
From, To or Cc

Negate:

Search header field: ~ From for value: spamaddresses@.*
If you use Regular Expressions, you also can
use the matched value in () as [**] in the 'Set'
action.

Negate:

Search header field: for value:
You can also use named captures (?<name>)
and use the names in the 'Set' action
[*\name™] (e.g. Regexp: (?<server>\w+), Set Search header field: for value:
action: ["\server*"]). A matched
EMAILADDRESS has the name ‘email'.

Negate:

Negate:

Search header field: for value:
Negate:

Search header field: for value:
Negate:

Example 4.1. Inapanga barua taka katika foleni maalumu

A useful filter rule would be to let OTRS automatically move mails marked for spam, by
using a spam detection tool such as SpamAssassin, into the "Junk" queue. SpamAssassin
adds the "X-Spam-Flag" header to every checked mail. When the mail is marked as spam,
the Header is set to "Yes". So the filter criteria would be "X-Spam-Flag: Yes". To create a
filter rule with this criteria you can insert the name as, for example, "spam-mails". In the
section for "Filter Condition", choose "X-Spam-Flag:" for "Header 1" from the listbox. Insert
"Yes" as value for this header. Now the filter criteria is specified. To make sure that all spam
mails are placed into the "Junk" queue, choose in the section for "Set Email Headers", the
"X-OTRS-Queue:" entry for "Header 1". Specify "Junk" as value for this header. Finally add
the new filter rule to activate it for new messages in the system.

There are additional modules that can be used to filter incoming messages more specifi-
cally. These modules might be useful when dealing with larger, more complex systems.
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1.15. Executing Automated Jobs with the
GenericAgent

KiolesuraChaUjumla ni kifaa cha kutekeleza kazi kiotomatiki. KiolesuraChaUjumla , kwa
mfano, kinaweza kufunga au kuhamisha tiketi, kutuma taarifa kwa tiketi zilizopandishwa,
na kadh.

Click the link "GenericAgent" on the Admin page (see figure below). A table with all auto-
mated jobs in the system is displayed. These jobs can then be edited, run manually or
removed entirely.

Figure 4.57. Orodha ya kazi kwa WakalaWaUjumlia

a Generic Agent

Actions List
+] Add job NAME LAST RUN VALIDITY DELETE RUN NOW!
Job One valid Delete Run this task
§ X Job Three valid Delete Run this task
liegiorbensicioentiobs Job Two valid Delete Run this task

Just start typing to filter...

Bofya kitufe cha "Ongeza Kazi" kutengeneza kazi mpya. Kwanza unahitaji kutoa jina. Kisha
utaweka bayana jinsi kazi itakavyofanyika: kiotomatiki katika mida iliyopangwa (kama
kazi iliyopangwa, moduli hii itafanya kazi kwa tiketi zote zitakazopatikana na kichujio cha
tiketi) au kutegemeana na matukio ya tiketi (baada ya tiketi moja tu kubadilishwa, kama
itafanana na kichujio cha tiketi). Tambua kwamba kama ukianzisha kazi kwa mikono zi-
nazotegemea matukio kutoka kwenye skrini ya mapitio, zitafanya kazi kwenye tiketi zote
zilizopatikana na kichujio cha tiketi.

Figure 4.58. Kutengeneza kazi za WakalaWaUjumla

@ Generic Agent Add job

Actions Job Settings

< Go to overview * Job name: Test Seven
Yes
» Automatic Execution (Multiple Tickets)
w Event Based Execution (Single Ticket)

TYPE EVENT DELETE

Additionally or alternatively to a periodic execution, you can define ticket events
that will trigger this job. If a ticket event is fired, the ticket filter will be applied to
check if the ticket matches. Only then the job is run on that ticket.

Ticket EscalationResponseTimeNotifyBefore

To add a new event select the event object and event name.

» Select Tickets

» Update/Add Ticket Attributes
» Add Note

» Execute Ticket Commands

» Execute Custom Module

Save Changes

Save or Cancel

Kwa kila kazi, unaweza kuweka bayana kichujio cha tiketi, kwa mfano kufanya kazi kwa
tiketi kwenye foleni fulani tu. Vigezo vyote vya tiketi lazima vifikiwe kwa kazi kufanyika
kwenye tiketi.
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Finally, the ticket can be modified by setting various ticket fields like a new queue or state.
It is possible to attach a note to the ticket(s) or run a customized module. You also have
the option to delete the ticket(s) from the database. This can be useful to purge outdated
or invalid data from the system.

Warning

Kama ukitumia fomula-saidizi ya kufuta tiketi, tiketi zote zitakazoathirika na vi-
ambatanisho vyake vitaondolewa kwenye hifadhidata na haviwezi kurudishwa!

Baada ya kuhariri kazi, OTRS itarudi kwenye skrini ya mapitio. Huko utakuwa na uwezo
wa kuanzisha kazi yoyote kwa mikono. Kama ukichagua kuanzisha kazi, kwanza utaona
tiketi zote zitakazoathirika pale kazi itakapoanzishwa. Hii orodha itakusaidia kuthibitisha
kwamba kazi inafnywa kama ilivyokusudiwa. Katika pointi hii hakuna mabadiliko yaliy-
ofanywa kwenye tiketi hizi. Kama tu utathibitisha kwenye skrini kazi itafanyika.

1.16. Administrative Messages

OTRS administrators can send messages to specific users or groups. The "Admin Notifi-
cation" link on the Admin page opens the screen where the agents and groups that should
be notified can be selected (see figure below).

Figure 4.59. Admin notification screen

a Admin Message

Hint Create Administrative Message

With this module, administrators can send * From: contact@mycompany.com
messages to agents, group or role members.
Carlos Garcia

admin

o

IT Supervisor

* Subject: | Test subject . . .

B I US =:

Wi
[
1
ih
1]
8
1[I
ba

e

Format ~ | Font v/ size | A- B I, | ®souce Q 99 92| 32

Text example . . .

Send

Inawezekana kuweka bayana mtumaji, mada na nakala ya kiini cha taarifa. Unaweza pia
kuchagua mawakala, makundi na kazi za nani atakayepokea ujumbe.

1.17. Usimamizi wa kipindi

You can see all logged in users and their session details by clicking the "Session Manage-
ment" link in the admin area (see figure below).
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Figure 4.60. Usimamizi wa kipindi

a Session Management

Actions List

SESSION TYPE USER KILL
2VfpBjKpZiUrtcjVs1wKjXFévals5CEg Agent Carlos Garcia Kill this session

All sessions

Agent sessions
Customer sessions
Unique agents

O 4 O 4 o

Unique customers

o} Kil all sessions

Filter for Sessions

Just start typing to filter...

Some statistics about all active sessions are displayed, e.g. how many agents and cus-
tomer users are logged in and the number of active sessions. Any individual session can
be removed by clicking on the Kill this session link on the right-hand side of the list. You
also have the option to Kill all sessions, which can be useful if you want to take the system
offline. Detailed information for every session is available, too (see figure below).

Figure 4.61. Maelezo ya kipindi

@ Session Management Detail Session View for User: Carlos Garcia
Actions Detail View for SessionID : 2VfpBjKpZiUrtcjVs1wKjXF6vals5CEg - Carlos Garcia
« Go to overview KEY VALUE
AdminCommunicationLogPageShown 25
o DEIESECEEED AdminD: ieldsOverviewP: 25
AppointmentNotificationTransport {&quot;Notification-14-Email&quot;:0}
ChangeTime 2017-10-16 16:47:11
CreateTime 2017-10-16 16:47:11
{&quot;Notification-2: i 0,& ification-1-Email&quot;:0,
NotificationTransport 3-Email&quot;:0, ification-4-| i 0, i -8-Email&quot;:0. ification-13-
Email&quot;:0}
SessionlD 2VfpBjKpZiUrtcjVs1wKjXFévals5CEg
SessionSource Agentinterface
UserChallengeToken hyZyWyCEfNPV2NQEOZTUTLIrRQbul0I9
UserEmail carlos.garcia@mycompany.com
UserFAQJournalOverviewSmallPageShown 25
UserFAQOverviewSmallPageShown 25
UserFirstname Carlos
UserFullname Carlos Garcia

1.18. Matengenezo ya mfumo

System Maintenance give the option to schedule one or more maintenance periods for the
system. During this period no agents or customers can login into the system (except for
Agents in the "admin" group). Current logged users and customers receive a notification
about the maintenance (before and during the maintenance period). Administrators have
the option to kill the sessions for logged agents and customers, all this in preparation to
be able to make changes in the system (e.g. a system update) in a "safe" environment.
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Figure 4.62. The system maintenance overview screen with some
scheduled periods

A System Maintenance Management
Actions List
Schedule New System Maintenance START DATE STOP DATE COMMENT VALIDITY DELETE
2017-10-19 12:21:00 2017-10-19 12:21:00 A modified comment for this maintenance period. valid

Filter for System Maintenances

Just start typing to filter...

Hint
Schedule a system maintenance period for

announcing the Agents and Customers the
system is down for a time period.

Some time before this system maintenance
starts the users will receive a notification on
each screen announcing about this fact

The Start Date and the Stop Date are required fields, and the only rule for this combination
is that Start Date can not be a date after the Stop Date.

Figure 4.63. The system maintenance edit screen

@« System Maintenance Management Edit System Maintenance

Actions w Edit System Maintenance Information

< Go to overview

startdate: 10 [/ 19 BV 207 PGea- 2 B2 B
stopdate: 10 [/ 19 [ 207 Fes- 12 B2 @

* Comment: A modified comment for this maintenance period.

This should appear at login screen for all
users.

e: |Maintenance period notification message.

* Validity:  valid

Save or Saveand finish or Cancel

w Manage Sessions

Uni ust 0

Agent Sessions

SESSION TYPE USER KILL

81YR4xJJJTsqKpcd9cJInYSqkbwPd5TG Agent Carlos Garcia Kill this session
Customer Sessions

SESSION TYPE USER KILL

No data found.

@ Kill all Sessions, except for your own

After a new maintenance period is defined an overview and details about the current
active sessions is shown, from there administrators can kill this sessions one by one or
all of them (except current) if it is needed.

1.19. Batli ya mfumo

The "System Log" link on the Admin page shows the log entries of the system, reverse
chronologically sorted with most recent first (see figure below).

99



OTRS

Real Services

Figure 4.64.

a System Log

Filter for Log Entries

Batli ya mfumo

Recent Log Entries

Just start typing to filter... ULLE PRIORITY | FACILITY
Thu Oct 19
11:16:59 error OTRS-CGI-60
Hint 2017
) Thu Oct 19
Here you will find log information about your T rror SRR
system.
2017
[ Hide this message T
11:15:56 error OTRS-CGI-60
2017

MESSAGE

/etc/ssl/certs not writable!

/etc/ssl/certs not writable!

/etc/ssl/certs not writable!

Kila mstari kwenye batli una mhuri wa muda, kipaumbele cha batli, kijenzi cha mfumo

na ingizo la batli yenyewe.

Note

System logs are available via the web interface only on Linux / Unix systems.

1.20. Communication Log

The Communication Log frontend in the Admin area allows you to inspect the internal logs
about communication handling in OTRS, i.e. sending/receiving emails.

Figure 4.65. Communication Log Overview

‘Communication Log - Overview

« Communication Log

Time range Status for: Last 24 hours

Last 24 ho

logs created in v

No account problems Failing communications
Number of reported problems: 1

° g ~ List of communications (2)
Hint

STATUS  TRANSPORT ACCOUNT

x Email @ imap.example.com / test3065508080300003 (IMAP)
v Email @ imaptls.example.com / test3065508080300003 (IMAPTLS)

= o
No active communications Average processing time
d
12012
VSTART TIME END TIME DURATION
08/01/2017 09:46:43 08/01/2017 09:46:43 0s
08/01/2017 09:46:43 08/01/2017 09:46:43 0s

Overview page is a dashboard-like screen with several metrics indicating the overall
health of the system, depending on filtered communications.

* Account status will signal if you have any issues with configured accounts used for

fetching or sending messages.

 Communication status will notify you if there are any errors with either account con-

nections or message processing.

* Communication state widget will display if there are any active communications cur-

rently in the system.

* Average processing time is a cumulative time statistic that is needed to complete a

communication.

You can select the time range in the left sidebar in order to filter communications depend-
ing on their creation time. In addition to this, you can also dynamically filter for any key-
words, state of the communication, and you can sort the overview table by all columns.
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Figure 4.66. Communication Log Time Range Selection

Time range

All communications
Last 1 hour

Last 3 hours

Last 6 hours

Last 12 hours

Last 24 hours

Last week

Last month

Figure 4.67. Communication Log Account

Communication Log - Account Status

ed in

Status

AVERAGE PROCESSING TIME

EDIT

Less than a second

v imaptls.example.com / test3065508080300003 (IMAPTLS)

& Communication Log Account Status
Actions  Account status for: Last 24 hours
‘4 Back A STATUS = ACCOUNT
v imap.example.com /
Time range
Last 24 hours

'w Communication Log Details (1)
Show only communication logs created in
specific time range.
STATUS | TRANSPORT
x Email
Filter for accounts

Just start typing to filter

Filter for communications

Just start typing to filter

Hint
In this screen you can see an overview about
incoming and outgoing communications.

You can change the sort and order
columns by clicking on the colum:

Clicking on account widget will take you to the account status screen,

08/01/2017 09:46:43

Less than a second

END TIME
08/01/2017 09:46:43

further filter for communications that are related to specific accounts.

Figure 4.68. Communication Log Account

Communication Log - Account Status

Status

1-10f 1
DURATION
0s

where you can

A Communication Log Account Status

Actions ~ Account status for: Last 24 hours

‘4 Back A STATUS = ACCOUNT AVERAGE PROCESSING TIME EDIT

v imap.example.com / Less than a second

) v imaptls.example.com / test3065508080300003 (IMAPTLS) Less than a second
Time range

Cestzdhoun] v Communication Log Details (1)
Show only communication logs created in
specific time range. 1-10of1

STATUS = TRANSPORT END TIME DURATION
x Email 08/01/2017 09:46:43 08/01/2017 09:46:43 0s

Filter for accounts

Just start typing to filter

Filter for communications

Just start typing to filter

Hint

In this screen you can see an overview about

incoming and outgoing communications.

You can change the sort and order of those

columns by clicking on the column header. If

you click on the different entries, you will get
d to a detalled screen about the
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If you click on a communication row in any table, you will be presented with a detailed
view screen.

Figure 4.69. Communication Log Detail View

Communication Log - Detail view for incoming communication started at 08/01/2017 09:46:43

A Communication Log Detail View
Actions  Communication Log Overview (2)
« Back STATUS | ATYPE = ACCOUNT START TIME END TIME DURATION
v Connection & p.example.com / (IMAP) 08/01/2017 09:46:43 08/01/2017 09:46:43 os
: x Message @  imap.example.com / test3065508080300003 (IMAP) 08/01/2017 09:46:43 08/01/2017 09:46:43 0s
Filter for log entries
: v Communication Log Details (8)
how
g A#  PRORITY | MODULE INFORMATION GREATED
— 1 e Kernel::System: MailAccount:IMAP Open connection to 'imap.example.com’ (test3085508080300003). 08/01/2017 09:46:43
2 [} 1 messages available for fetching (test3065508080300003/imap.example.com). 08/01/2017 09:46:43
3 i Prepare fetching of message '1/1' (Size: 12.3 KB) from server. 08/01/2017 09:46:43
Hint 4 3 Message '1' successfully received from server. 08/01/2017 09:46:43
S — 5 3 Message ‘1 marked for deletion. 08/01/2017 09:46:43
S e e e e 6 i Fetched 0 message(s) from server (test3065508080300003/imap.example.com). 08/01/2017 09:46:43
7 e Executed deletion of marked messages from server ) 08/01/2017 09:46:43
8 3 MailAccount:IMAP Gonnection to ‘imap.example.com’ closed. 08/01/2017 09:46:43

Every communication can contain one or more logs, which can be of Connection or Mes-
sage type.

» Connection logs will contain any log messages coming from the modules responsible
for connecting to your accounts and fetching/receiving messages.

* Message logs will contain any log messages related to specific message processing.
Any module working on message themselves can log their actions in this log, giving
you a clear overview of what's going on.

You can filter log entries based on their priority, by choosing desired priority in the left
sidebar.

Figure 4.70. Communication Log Priority Filter

Filter for log entries

Just start typing to filter...

Show only entries with specific priority and
higher:

Trace

Debug
Info

Notice )
ilew about

Warn itions.

Error

IT'Wid Wwedll U||u||5u LI w2000 b G 1l Wl Of those

Log level rules apply: by selecting a specific priority, you will get log entries that have
that priority set and higher, with Error being the highest.
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1.21. SQL Queries via the SQL Box

The "SQL Box" link on the Admin page opens a screen that lets you query the content
of the tables in the OTRS database (see figure below). It is not possible to change the
content of the tables, only 'select' queries are allowed.

Figure 4.71. Boksi la SQL

a SQL Box
Hint Options
Here you can enter SQL to send it directly to % SQL: SELECT * FROM

the application database. It is not possible to
change the content of the tables, only select
queries are allowed

it: |40

HTML

Run Query

1.22. Msimaizi wa kifurushi
Using the Package Manager link on the Admin page, you can install and manage packages

that extend the functionality of OTRS (see figure below). See the Additional applications
section for a discussion on the extensions that are available from the OTRS repositories.

Figure 4.72. Msimaizi wa kifurushi

a Package Manager
Actions Online Repository
Browse..  No file selected. NAME VERSION VENDOR DESCRIPTION ACTION
S Install Package Fred 6.0.1 OTRS AG A tool to support the developer by his development. Install
OTRSCodePolicy 1.0.13 OTRS AG OTRS code quality checks. Install
OTRS Free Features
= Update repository information Local Repository
® Update all installed packages NAME VERSION VENDOR DESCRIPTION STATUS ACTION
FAQ 6.0.1 OTRS AG The FAQ/knowledge base. installed Uninstall

Features for OTRS Business Solution™ customers only — sales@otrs.com

With OTRS Business Solution™, you can benefit from the following optional features. Please make contact with sales@otrs.com if you need more information.

NAME DESCRIPTION

Multiple Recipient Encryption Enables dispatching an encrypted email to more than one recipient at the same time

Agent Email Interface Enables agents to work on tickets via email without logging into OTRS

Hide/Show Dynamic Fields Based on ACLs you can use this feature to show and hide specific dynamic fields depending on the context
Dynamic Sender Addresses Enables the insertion of a sender email-address other than the default

Restore Pending Information By selecting the pending state again previously filled fields are automatically filled

Restrict Customer Data View Makes a defined access possible with the assignment of customer IDs to partner IDs

Offers the possibility of enhanced ticket statistics that, based on the duration of a ticket stay, can help to identify
Extended Ticket Stats i il
vulnerabilities

Process Management Article Email Enables sending OTRS Process Management articles as emails

Meneja kifurushi anaionyesha OTRS vifurushi vya nyongeza ambavyo umesakinisha
kwenye seva yako kwa sasa, pamoja na hambari zake za matoleo.

Unaweza kusakinisha vifurushi kutoka kwa mwenyeji wa mbali kwa kuchagua hifadhi
kwenye kifungu cha Hifadhi ya Mtandao, na kubofya kitufe cha Sasisha taarifa za hifad-
hi. Vifurushi vilivyopo vinaonyeshwa kwenye jedwali husika. Upande wa kulia wa skrini
unaonyesha vifurushi vilivyopo. Kusakinisha kifurushi, bofya kwenye Sakinisha. Baada ya
usakinishaji, kifurushi kinaonyeshwa kwenye kifungu cha Hifadhi ya Ndani.

To update an installed package, the list of available packages in the online repository will
show Update in the Action column for any package that has a higher version than the
one that is installed locally. Just click Update and it will install the new package version
on your system.
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Katika baadhi ya kesi, mfano mfumo wako wa OTRS haujaunganishwa na mtandao, un-
aweza kusakinisha vifurushi ambavyo umepakua kwenye diski ya ndani. Bofya kitufe cha
Vinjari kwenye mwambaa upande wa vitendo, na chagua faili la .opm la kifurushi kwenye
diski yako. Bofya Fungua na kisha Sakinisha Kifurushi. Baada ya usakinishaji kukamilika,
kifurushi kinaonyeshwa kwenye kifungu Hifadhi ya Ndani. Unaweza kutumia hatua hizo
hizo kusasisha kifurushi ambacho tayari kimesakinishwa.

In special cases, you might want to configure the Package Manager, e.g., to use a proxy
or to use a local repository. Just take a look at the available options in SysConfig under
Core::Package.

1.22.1. Update all installed packages

Since OTRS 6, a new button labeled Update all installed packages has been added to the
sidebar of the package manager screen. When this button is pressed, an OTRS Daemon
task will be scheduled to update all packages. Alternatively, this action can be also issued
from the command line interface by using the Admin: :Package: :UpgradeAll console
command.

Figure 4.73. Package Manager Update All Installed Packages
Button

Package Manager

@ Package Manager

Actions Online Repository

Browse..  Nofile selected NAME VERSION VENDOR DESCRIPTION ACTION

& Install Package No data found.

OTHS Free Features Local Repository

£ Update repository information -
NAME VERSION VENDOR DESCRIPTION STATUS ACTION

I ®  Upgrade all installed packages I FAQ 6.0.1 OTRS AG The FAQ/knowledge base. installed Uninstall
Survey 6.0.1 OTRS AG A customer survey tool. installed Uninstall
TimeAccounting 6.0.1 OTRS AG A Time Registration Module installed Uninstall

This feature reads the information of all defined package repositories and determines if
there is a new version for every installed package in the system and calculates the correct
order to update the packages respecting all other package dependencies, even if new
versions of existing packages require new packages not yet installed in the system.

Note

If there are packages installed that do not have a corresponding repository defined
in the system, they can not be updated by this feature and will be marked as failed
(due to the missing on-line repository).

When the process to update all packages is running, a notification bar is added to the pack-
age manager screen for easier identification. When notification link is clicked, a progress
summary is displayed with the current progress. Also, when the process is running pack-
age actions such as "Install", "Update", "Uninstall" and "Relnstall" some actions on the
screen might be temporarily disabled in order to avoid conflicts.
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Figure 4.74. Package Manager Update All Installed Packages In
Progress Notification

(Q There is a package upgrade process running, click here to see status information about the upgrade progress. —

Package Manager

“ Package Manager

When the process finishes (only if it was started in the graphical user interface) the
progress notification will change to indicate the new state: it becomes green if all pack-
ages was correctly updated or red if there where any failures. Clicking on this notification
will show the final summary. In the summary table, a tooltip for the status column of every
package can indicate more details about the state. After closing this window, the package
manager screen will refresh to show the new version of the installed packages.

Figure 4.75. Package Manager Update All Installed Packages
Summary

Upgrade all packages x

Process state: Finished

NAME STATUS

FAQ Updated

Survey Updated

TimeAccounting Updated
Dismiss

1.23. Huduma za Tovuti

The Web Services link leads to the graphical interface where web services (for the OTRS
Generic Interface) are created and maintained (see figure below).

Figure 4.76. Kiolesura mchoro cha huduma za tovuti

@ Web Service Management

Actions Web Service List

o Add Web Service NAME DESCRIPTION REMOTE SYSTEM PROVIDER TRANSPORT REQUESTER TRANSPORT VALIDITY
Webservice One o o o S valid
Webservice Two ° c > > valid

Kiolesura michoro cha huduma za wavuti kinaelezewa kwa undani zaidi katika kifungu
"Kiolesura Michoro cha Huduma ya Tovuti".
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1.24. Sehemu zinazobadilika

Sehemu Zinazobadilika ni sehemu ambayo unaseti n akusimamia sehemu zilizogeuzwa
kukufaa kwa ajili ya tiketi n amakala (on akielelezo chini).

Figure 4.77. The dynamic fields overview screen with some
dynamic fields

a Dynamic Fields Management

Actions Dynamic Fields List

Ticket T-4of4
NAME LABEL ORDER TYPE OBJECT VALIDITY DELETE

ProcessManagementProcessID Process 1 ProcessID Ticket valid
Add new field for object: Ticket
ProcessManagementActivitylD Activity 2 ActivitylD Ticket valid

Article

Add new field for object: Article

Usanidi wa sehemu zinazobadilika unaelezewa kwa undani zaidi katika kifungu "Usanidi
wa Sehemu Zinazobadilika".

Kila aina ya sehemu zinazobadilika ina usanidi wa mpangilio wake na hivyo skrini yake
pekee ya usanidi.

Note

Katika kiunzi cha OTRS, sehemu zinazobadilika zinaweza kuunganishwa tu kwenye
tiketi na makala kama chaguo-msingi, lakini zinaweza kupanuliwa kwenda kwenye
vitu vingine.

1.25. Calendars

Via calendar management interface it is possible to add and edit multiple calendars.
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Figure 4.78. The calendar management screen with some
calendars

a Calendar Management

Actions Calendars
E Calendar Overview NAME GROUP VALIDITY CHANGED CREATED EXPORT DOWNLOAD URL
= GCs admin  valid 2017-10-19 16:02:31 2017-10-19 21:01:04
g = GMS admin valid 2017-10-19 16:02:21 2017-10-19 21:01:16
S T — GSD admin  valid 2017-10-19 16:02:44 2017-10-19 21:01:38
Public Holidays ~ admin  valid 2017-10-19 21:02:01 2017-10-19 21:02:01

Calendar Import
Here you can upload a configuration file to
import a calendar to your system. The file

needs to be in .yml format as exported by
calendar management module.

Browse... No file selected.
Overwrite existing entities

X Import Calendar

Filter for calendars

Just start typing to filter...

Description
Depending on the group field, the system will

allow users the access to the calendar
according to their permission level

Read only: users can see and export all
appointments in the calendar.

Move into: users can modify appointments in
the calendar, but without changing the
calendar selection.

Create: users can create and delete
appointments in the calendar.

Read/write: users can manage the calendar
itself.

The calendar management is described in more detail in the section Calendar Manage-
ment.

2. Usanidi wa Mfumo
2.1. Mafaili ua usanidi wa OTRS

All OTRS configuration files are stored in the directory Kernel and in its subdirectories.
There is no need to manually change any other file than Kernel/Config.pm, because the
rest of the files will be changed when the system gets updated. Just copy the configuration
parameters from other files into Kernel/Config.pm and change them as per your needs.
This file will never be touched during the update process, so your manual changes are
safe.

The configuration can be rebuilt either manually by executing perl bin/otrs.Con-
sole.pl Maint::Config::Rebuild or automatically by the installer, package opera-
tions (install, update, reinstall and uninstall), etc. All .xml files located in Kernel/Con-
fig/Files/XML/ are parsed and their content is transferred to the OTRS database. Most
of the .xm1 files which are part of this directory by default belong to OTRS Free, but OTRS
Free Features such as FAQ or Survey (or any other OTRS extension) will add their own
configuration files to this directory as well.

To apply any sort of changes to the configuration, it is necessary to deploy them. The de-
ployment process will extract all settings and the according values from the OTRS data-
base, convert them to a format that OTRS can understand naturally and put them into
Kernel/Config/Files/ZZZAAuto.pm.

If the OTRS web interface is accessed, the settings contained in the files Kernel/Con-
fig/Files/ZZZAAuto.pm, Kernel/Config/Files/ZZZACL.pm (if existing), Kernel/Con-
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fig/Files/ZZZProcessManagement. pm (if existing) and any other custom . pm file will be
evaluated alphabetically. These files are used by the graphical user interface for caching
purposes and should never be changed manually. Lastly, the file Kernel/Config. pm that
contains your individual settings and manually changed configuration parameters will be
parsed. Reading the configuration files in this order makes sure that your specific config-
uration settings are considered correctly by the system.

2.2. Configuring the System Through the Web
Interface

Figure 4.79. Kiolesura michoro cha usanidi wa mfumo

System configuration

A System Configuration

Deployment

OTRS Free currently brings more than 1700 configuration settings, and there are different
ways to quickly access a specific one. With the full text search, all configuration settings
can be scanned for one or more keywords. The full text search not only searches through
the names of the configuration settings, but also the descriptions and values. This allows
an element to be found easily even if its name is unknown.

Furthermore, each configuration setting is classified by a category and a navigation group.
Navigation groups are individual elements in the main navigation tree. By selecting one
of these navigation entries, all settings assigned to the selected group will be shown. As
long as no extensions are installed, the category selection is automatically hidden, but as
soon as a package is installed which brings its own configuration settings (such as FAQ
or Survey), the category selection will be revealed. Selecting a category makes the main
navigation tree show only the navigation groups belonging to the selected category.

All configuration settings are shown as read only by default. To edit a setting, click the Edit
this setting button that appears on hovering your mouse cursor over a setting. Once edit
mode has been entered, changes made to the fields from within the setting can be saved
by clicking the Save button on the right (or by hitting the Enter key on your keyboard).
If a setting is currently edited by another administrator, it is not possible to get access
to the edit mode for that setting until the other administrator finished their work. Editing
can be cancelled by clicking the Cancel button on the right or hitting the Escape key on
your keyboard. When editing is cancelled, all changes made during the current editing
session are discarded.

Clicking the setting name or the menu icon on the top right of each setting will reveal
a menu with some more options (e.g. enable/disable a setting, reset a setting values to
their defaults, copy a direct link to a setting or add a setting to a list of favorites for quick
access).

To bring changes into effect, a deployment has to be started. The system configuration
deployment screen shows a list of the settings which are to be deployed. Clicking the
arrow icon on the top left of each setting or in the outer Changes Overview box will show a
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one to one comparison between the settings current state (which is about to be deployed)
and the previous (or default) state.

Figure 4.80. System configuration deployment

System configuration
® System Configuration Changes Deployment
Actions. Changes Overview
1 Go back You have 1 changed settings which will be deployed in this run
2 View deployment history .

AdminEmail (6L0 Ew =

Help

This is an ov

Deploy selected changes or

If you would like to save all the changes you made to your system configuration (for
example to quickly set up a new instance) you can use the Export settings button, which
will provide a . yml file for downloading. To restore your own settings, use Import settings
and select the .yml file you have created before.

Note

For security reasons, the configuration settings for the database connection cannot
be changed in the graphical user interface of the system configuration. These have
to be set manually in Kernel/Config.pm.

3. Backing Up the System

Hii sura inaelezea chelezo na urejeshaji wa data za OTRS.

3.1. Chelezo

Kuna aina mbili za data za kuweka kwenye chelezo: mafaili ya programu-tumizi (mf.
mafaili ya kwenye /opt/otrs), na data zilizohifadhiwa kwenye hifadhidata.

Kurahisisa chelezo, hati scripts/backup.pl imejumuishwa katika kila usakinishaji wa
OTRS. Inaweza kuanzishwa ili kuweka chelezo la kila data muhimu (ona Hati chini).

linux:/opt/otrs# cd scripts/

linux:/opt/otrs/scripts# ./backup.pl --help

backup.pl - backup script

Copyright (C) 2001-2021 OTRS AG, https://otrs.com/

usage: backup.pl -d /data backup dir/ [-c gzip|bzip2] [-r 30] [-t fullbackup|nofullbackup|
dbonly]

linux:/opt/otrs/scripts#

Hati: Kupata usaidizi wa utaratibu wa chelezo la OTRS.

Tekeleza amri zilizowekwa bayana kwenye hati hapo chini kutengeneza chelezo:

linux:/opt/otrs/scripts# ./backup.pl -d /backup/

Backup /backup//2010-09-07 14-28/Config.tar.gz ... done
Backup /backup//2010-09-07 14-28/Application.tar.gz ... done
Dump MySQL rdbms ... done

Compress SQL-file... done

linux:/opt/otrs/scripts#

Hati: Kutengeneza chelezo.
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Data zote zimehifadhiwa kwenye mpangilio orodha /chelezo/2010-09-07 14-28/ (ona
hati hapo chini). Kwa zaidi, data zilihifadhiwa kwenye faili la .tar.gz

linux:/opt/otrs/scripts# ls /backup/2010-09-07 14-28/
Application.tar.gz Config.tar.gz DatabaseBackup.sql.gz
linux:/opt/otrs/scripts#

Hati: Kukagua mafaili ya chelezo.

3.2. Rejesha

Kurejesha chelezo, data zilizohifadhiwa za programu-tumizi zina andikwa upya kwenye
mpangilio orodha wa usanikishaji, mf. /opt/otrs. Pia hifadhidata inabidi irejeshwe.

Hati hati/rejesha.pl (ona hati chini), ambayo inarahisisha mchakato wa kurejesha,
inasambazwa na kila usanikishaji wa OTRS. Ina usaidizi kwa MySQL na PostgreSQL.

linux:/opt/otrs/scripts# ./restore.pl --help

restore.pl - restore script

Copyright (C) 2001-2021 OTRS AG, https://otrs.com/
usage: restore.pl -b /data backup/<TIME>/ -d /opt/otrs/
linux:/opt/otrs/scripts#

Hati: Kupata usaidizi wa utaratibu wa urejeshaji.

Data ambazo zimehifadhiwa, kwa mfano, kwenye mpangilio orodha /chele-
z0/2010-09-07 14-28/, inaweza kurejeshwa na amri zilizo kwenye hati hapa chini, kwa
kuamini usanikishaji wa OTRS upo kwenye /opt/otrs.

linux:/opt/otrs/scripts# ./restore.pl -b /backup/2010-09-07 14-28 -d /opt/otrs/
Restore /backup/2010-09-07 14-28//Config.tar.gz ...

Restore /backup/2010-09-07 14-28//Application.tar.gz ...

create MySQL

decompresses SQL-file ...

cat SQL-file into MySQL database

compress SQL-file...

linux:/opt/otrs/scripts#

Hati: Kurejesha data za OTRS .
4. Mipangilio ya barua pepe
4.1. Sending/Receiving Emails
4.1.1. Sending Emails

4.1.1.1. Via Sendmail (Default)

OTRS can send out emails via Sendmail, Postfix, Qmail or Exim. The default configuration
is to use Sendmail and should work out-of-the-box.

You can configure the sendmail settings via the graphical configuration frontend (Frame-
work: :Core: :Sendmail).

4.1.1.2. Via SMTP Server or Smarthost

OTRS can send emails via SMTP (Simple Mail Transfer Protocol / RFC 821) or Secure SMTP.
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The SMTP server settings can be configured via the SysConfig (Framework: :Core: :Send-
mail). If you don't see SMTPS available as an option, the required Perl modules are miss-
ing. In that case, please refer to "Installation of Perl modules required for OTRS" for in-
structions.

4.1.1.3. Mail Queue

Before sending, OTRS will queue all emails and let a Daemon task asynchronously handle
them in due time. On a normal installation, the emails will be sent out every minute by
the OTRS Daemon.

To check the status of email sending, you can use the bin/otrs.Console.pl Maint::E-
mail::MailQueue console command with - -1list switch.

shell> cd /opt/otrs/
shell> bin/otrs.Console.pl Maint::Email::MailQueue --list
B R R Fom e R
R R R +
| ID | ArticleID | Attempts | Sender | Recipient | Due Time | Last SMTP
Code | Last SMTP Message |
B R R Fom e R
R R R +
| 28 | 284 | 0 | otrs@localhost | marketing@otrs.com | - | -
| - |
| 29 | 285 | © | otrs@localhost | feedbac@otrs.com | - | -
| - |
B R R Fom e R
R R R +
Mail queue contains 2 message(s)

In order to filter the table, you can use --filter argument, for example with ID of the
send job.

shell> bin/otrs.Console.pl Maint::Email::MailQueue --list --filter ID::28

RS R B TR B R R
B R B +
| ID | ArticleID | Attempts | Sender | Recipient | Due Time | Last SMTP
Code | Last SMTP Message |
RS R B TR B R R
B R B +
| 28 | 284 | © | otrs@localhost | marketing@otrs.com | - -
+-!--+ ----------- +----! ----- B TR B R R
B R B +

Mail queue contains 1 message(s)

Done.

To delete emails queued for sending, specify either --delete-all switch, or --delete
with some filter active.

shell> bin/otrs.Console.pl Maint::Email::MailQueue --delete --filter ID::28
Deleted messages from mail queue.
Done.

You can also manually send email without waiting for OTRS Daemon task to kick in. Simply
specify the --send switch.

shell> bin/otrs.Console.pl Maint::Email: :MailQueue --send
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1 message(s) successfully sent!
Done.

4.1.2. Receiving Emails
4.1.2.1. Mail Accounts Configured via the OTRS GUI

OTRS is able to receive emails from POP3, POP3S, IMAP and IMAPS mail accounts.
Configure your mail accounts via the PostMaster Mail Accounts link on the Admin page.

If a new mail account is to be created (see figure below), then its mail server name, login
name and password must be specified. Also, you need to select the mail server type,
which can be POP3, POP3S, IMAP or IMAPS. If you don't see your server type available
as an option, the required Perl modules are missing on your system. In that case, please
refer to Installation of Perl modules required for OTRS for instructions.

Figure 4.81. Kuongeza akaunti ya barua pepe

@ Mail Account Management Add Mail Account

Actions Add Mail Account
< Go to overview * Type:  IMAP
* Username: marco.buchholz

Hint
& PassWord: | esessesesses

All incoming emails with one account will be » Host:| |mall.mycompany.com
dispatched in the selected queue.

Example: mail.example.com
If your account is marked as trusted, the P P

X-OTRS headers already existing at arrival s INBOX

time (for priority etc.) will be kept and used, for

example in PostMaster filters. Only modify this if you need to fetch mail from a different folder than INBOX
Outgoing email can be configured via the

Sendmail* settings in System Configuration. * Trusted:  No

* Dispatching:  Dispatching by email To: field.

* Validity:  valid

Save or Cancel

If you select Yes for the value of the Trusted option, any X-OTRS headers attached to an
incoming message are evaluated and executed. Because the X-OTRS header can execute
some actions in the ticket system, you should set the Trusted option to Yes only for known
senders. X-OTRS-Headers are used by the filter module in OTRS. The X-OTRS headers are
explained in this table in more detail. Any postmaster filter rules created are executed,
irrespective of the Trusted option's setting.

The distribution of incoming messages can be controlled if they need to be sorted by
queue or by the content of the To: field. For the Dispatching field, if Dispatching by select-
ed queue is selected, all incoming messages will be sorted into the specified queue. The
address where the mail was sent to is disregarded in this case. If Dispatching by email To:
field is selected, the system checks if a queue is linked with the address in the To: field of
the incoming mail. You can link an address to a queue in the E-mail address management
section of the Admin page. If the address in the To: field is linked with a queue, the new
message will be sorted into the linked queue. If no link is found between the address in
the To: field and any queue, then the message flows into the Raw queue in the system,
which is the PostmasterDefaultQueue after a default installation.

All data for the mail accounts are saved in the OTRS database. The bin/otrs.Console.pl
Maint::PostMaster: :MailAccountFetch command uses the settings in the database
and fetches the mail. You can execute it manually to check if all your mail settings are
working properly.

On a normal installation, the mail will be fetched every 10 minutes by the OTRS Daemon.
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Note

Wakati wa kutafuta barua pepe, OTRS inafuta barua hiyo kutoka kwenye seva ya
POP au IMAP. Hakuna njia ya kuweka nakala kwenye seva. Kama unataka kubakiwa
na nakala kwenye seva, unatakiwa utengeneze sheria za kupeleka mbele katika
seva yako ya barua. Tafadhali tembelea nyaraka zako za seva ya barua kwa undani.

4.1.2.2. Via Command Line Program and Procmail (otrs.Con-
sole.pl Maint::PostMaster: :Read)

If you cannot use mail accounts to get the email into OTRS, the command line program
bin/otrs.Console.pl Maint::PostMaster: :Read might be a way around the problem.
It takes the mails via STDIN and pipes them directly into OTRS. That means email will be
available in your OTRS system if the MDA (mail delivery agent, e.g. procmail) executes
this program.

To test bin/otrs.Console.pl Maint::PostMaster: :Read without an MDA, execute the
command of the following script.

linux:/opt/otrs# cd bin

linux:/opt/otrs/bin# cat ../doc/sample mails/test-email-1.box | ./otrs.Console.pl
Maint::PostMaster: :Read

linux:/opt/otrs/bin#

Hati: Kujaribisha MkuuWaPosta bila MDA.

Kama barua pepe imeonyeshwa kwenye MuonekanoFoleni, basi mpangilio wako unafanya
kazi.

Example 4.2. Routing via Procmail Using otrs.Console.pl

In order to route mails in a specific queue using otrs.Console.pl use the following ex-
ample.

| $SYS HOME/bin/otrs.Console.pl Maint::PostMaster::Read --target-queue=QUEUENAME

When sorting to a subqueue, you must separate the parent and child queue with a ::.

| $SYS HOME/bin/otrs.Console.pl Maint::PostMaster::Read --target-queue=QUEUENAME: :SUBQUEUE

Procmail ni kichujio cha barua pepe kinachojulikana sana katika mazingira ya Linux.
Inasakinishwa katika mifumo mingi. Kama siyo, angalia katika ukurasa wa nyumbani wa
procmail.

Kusanidi procmail kwa ajili ya OTRS (kutegemeana na MTA iliyosanidiwa na procmail kama
sendmail, postfix, exim au gmail), tumia faili ~otrs/.procmailrc.dist na nakili kwenda
kwenye .procmailrc na ongeza mistari ya hati chini.

SYS HOME=$HOME
PATH=/bin:/usr/bin:/usr/local/bin

# - -

# Pipe all email into the PostMaster process.
# - -
10

| $SYS HOME/bin/otrs.Console.pl Maint::PostMaster: :Read

Hati: Kusanidi procmail kwa ajili ya OTRS.

113


http://www.procmail.org/
http://www.procmail.org/

OTRS

Real Services

All email sent to the local OTRS user will be piped into bin/otrs.Console.pl Main-
t::PostMaster: :Read and then shown in your QueueView.

4.1.2.3. Fetching emails via POP3 or IMAP and fetchmail for
otrs.Console.pl Maint::PostMaster: :Read

In order to get email from your mail server, via a POP3 or IMAP mailbox, to the OTRS
machine/local OTRS account and to procmail, use fetchmail.

Note

Usanidi wa SMTP unaofanya kazi unahitajika kwenye mashine ya OTRS.

You can use the . fetchmailrc.dist in the home directory of OTRS and copy itto . fetch-
mailrc. Modfiy/change it for your needs (see the Example below).

Example 4.3. . fetchmailrc

#poll (mailserver) protocol POP3 user (user) password (password) is (localuser)
poll mail.example.com protocol POP3 user joe password mama is otrs

Don't forget to set the . fetchmailrc to 710 (chmod 710 .fetchmailrc)!

With the . fetchmailrc from the Example above, all email will be forwarded to the local
OTRS account, if the command fetchmail -a is executed. Set up a cronjob with this com-
mand if you want to fetch the mails regularly.

4.1.2.4. Filtering/Dispatching by OTRS/PostMaster Modules (for
More Complex Dispatching)

If you use the bin/otrs.Console.pl Maint::PostMaster::Read or bin/otrs.Con-
sole.pl Maint::PostMaster::MailAccountFetch method, you can insert or modify X-
OTRS header entries with the PostMaster filter modules. With the X-OTRS headers, the
ticket system can execute some actions on incoming mails, sort them into a specific
queue, change the priority or change the customer ID, for example. More information
about the X-OTRS headers are available in the section about adding mail accounts from
the OTRS Admin page.

Kuna baadhi ya moduli chaguo-msingi za kuchuja:

Note

Jina la kazi (mf. $Self->{'MkuuWaPosta::ModuliUchujaji'}->{'JinaKazi'}) linahitaji
kuwa la kipekee!

Kernel::System: :PostMaster::Filter::Match is a default module to match on some
email header (e.g. From, To, Subject, ...). It can set new email headers (e.g. X-OTRS-Ignore:
yes or X-OTRS-Queue: spam) if a filter rule matches. The jobs of the Example below can
be inserted in Kernel/Config.pm.

Example 4.4. Example jobs for the filter module
Kernel: :System: :PostMaster::Filter::Match

Job Name: 1-Match
(block/ignore all spam email with From: noreply@)
$Self->{'PostMaster: :PreFilterModule'}->{'1-Match'} = {
Module => 'Kernel::System::PostMaster::Filter::Match',
Match => {
From => 'noreply@',
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I
Set => {

'X-0TRS-Ignore' => 'yes',
}

}
# Job Name: 2-Match
# (sort emails with From: sales@example.com and Subject: **QRDER**
# into queue 'Order')
$Self->{'PostMaster: :PreFilterModule'}->{'2-Match'} = {
Module => 'Kernel::System::PostMaster::Filter::Match',
Match => {
To => 'sales@example.com',
Subject => '**QRDER**',

},
Set => {

'X-0TRS-Queue' => 'Order',
},

+;

Kernel::System: :PostMaster::Filter: :CMD is a default module to pipe the email into
an external command. The output is given to STDOUT and if the result is true, then set
new email header (e.g. X-OTRS-Ignore: yes or X-OTRS-Queue: spam). The Example below
can be used in Kernel/Config. pm.

Example 4.5. Kazi ya mfano kwa moduli ya kuchuja
Kiini::Mfumo::MkuuWaPosta::Kichujio::CMD

# Job Name: 5-SpamAssassin
# (SpamAssassin example setup, ignore spam emails)
$Self->{'PostMaster: :PreFilterModule'}->{'5-SpamAssassin'} = {
Module => 'Kernel::System::PostMaster::Filter::CMD',
CMD => '/usr/bin/spamassassin | grep -i "X-Spam-Status: yes"',
Set => {
'X-0TRS-Ignore' => 'yes',
}I
+

Kernel::System: :PostMaster::Filter: :ExternalTicketNumberRecognition is a de-
fault module that adds the possibility to parse external identifiers, in the email subject,
the body or both using regular expressions. It then stores this value in a defined dynamic
field. When an email comes in, OTRS will first search for an external identifier and when
it finds one, query OTRS on the pre-defined dynamic field. If it finds an existing ticket,
it will update this ticket, otherwise it will create a new ticket with the external reference
number in the separate field.

OTRS SysConfig already provide 4 different settings to setup different external ticket num-
bers. If more settings are needed they need to be added manually. The following example
can be used in Kernel/Config.pm to extend SysConfig settings.

Example 4.6. Example job for the filter module
Kernel: :System: :PostMaster::Filter::ExternalTicketNumberRecognition

# Job Name: ExternalTicketNumberRecognition

# External Ticket Number Reconition, check for Incident-<number> in incoming mails subject
and

# body from the addeesses <sender>@externalticket.com, if number is found it will be stored
in

# the dynamic field 'ExternalNumber' (that need to be setup in the Admin Panel).
$Self->{'PostMaster: :PreFilterModule'}->{'000-ExternalTicketNumberRecognition'} = {

'FromAddressRegExp' => '\\s*@externalticket.com',

'"NumberRegExp' => 'Incident-(\\d.*)"',
'SearchInSubject' = 'l',
'SearchInBody' = 'l',
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'TicketStateTypes' => 'new;open'
'DynamicFieldName' => 'ExternalNumber',
'Module' =>
'Kernel: :System::PostMaster::Filter::ExternalTicketNumberRecognition',
'Name' => 'Test External Ticket Number',
'SenderType' => 'system',
I

Machaguo ya Usanidi
* FromAddressRegExp

This is an optional setting. Only mails matching this From: address will be considered
for this filter. You can adjust this setting to the sender address your external system
uses for outgoing mails. In case this address can differ, you can set this option to empty.
OTRS will in that case not check the sender address.

* NumberRegExp

Huu ni mpangilio wa lazma. Huu mpangilio una semi za kawaida ambazo OTRS itatumia
kupata nambari ya tiketi kutoka kwenye somo na/au kiini cha tiketi. Usemi wa kawaida
utafanana na matukio ya kwa mfano 'Tukio-12354' na itaweka sehemu iliyo kwenye
mabano katika sehemu inayobadilika, kwa kesi hii '12354".

* SearchInSubject

Kama hii imesetiwa kuwa '1l', mada ya barua pepe inatafutwa kwa ajili ya nambari ya
tiketi.

* SearchInBody

Kama hii imesetiwa kuwa '1', kiini cha barua pepe kinatafutwa kwa ajili ya nambari ya
tiketi.

» TicketStateTypes

Huu ni mpangilio wa hiari. Kama imetolewa, itatafuta OTRS kwa ajili ya tiketi za nje zilizo
wazi tu kwa aina fulani ya hali. Aina za hali zinagawanywa na nukta mkato.

* DynamicField

Huu ni mpangilio unaohitajika. Unafafanua sehemu inayobadilika ambayo inatumika
kuhifadhi nambari ya nje (jina la sehemu lazima liwepo kwenye mfumo na inabidi liwe
halali).

* SenderType
Hii inafafanua aina ya mtumaji wa makala zilizotengenezwa katika OTRS.

Kernel::System: :PostMaster::Filter: :Decrypt is a default module that is capable to
decrypt an encrypted incoming email message (S/MIME or PGP) placing the unencrypted
message body in the email header X-OTRS-BodyDecrypted to be processed later. Addi-
tionally it can also update the email body to the unencrypted version.

In order to decrypt the emails the system needs to be properly configured for S/MIME and/
or PGP and have the needed private keys to decrypt the information.

This module is disabled by default and it can be configured directly in the System Con-
figuration in the Admin Panel.

Machaguo ya Usanidi

» StoreDecryptedBody
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Set this option to "1" to update the email body to the unencrypted version if the de-
cryption was successful. Be aware that using this the emails will be stored unencrypted
and there is no possible way to revert this action.

Pia inawezekana kutengeneza moduli zako za kuchuja za MkuuWaPosta.
4.1.2.5. Troubleshooting Email Filtering

This section shows some common issues and things to consider when troubleshooting
Postmaster filters.

» The filters are worked in order of their alphabetically sorted filter names. The last filter
wins for a certain field to be set, when the criteria match twice.

» Stop After Match can prevent a second match.
* Make sure the regular expression is valid.
* Headers can be set as to control OTRS, but are not written in the mail itself.

* When matching one From, CC, TO, use EMAILADDRESS: <your@address>

The Mailbox must be trusted.

The match criteria are AND conditions.

* Ticket properties can not be matched by the postmaster filter.

Note

Details about Postmaster filter processing are also present in communication logs.
Make sure to check Communication Log in the Admin area.

4.2. Secure Email with PGP

OTRS ina uwezo wa kusaini au kusimba fiche ujumbe unaotoka kwa PGP. Zaidi, ujumbe
unaoingia ulio simbwa fiche unaweza kusimbua fiche. Kusimba na kusimbua fiche un-
afanyika na kifaa cha GPL GnuPG. Kuseti GnuPG kwa ajili ya OTRS, hatua zifwatazo inabidi
zifanyike:

1. Sakinisha GnuPG, kupitia meneja kifurushi wa mfumo endeshi wako.

2. Sanidi GnuPG ili utumie pamoja na OTRS. Mipangilio orodha ya lazima ya GnuPG na
ufunguo binafsi lazima vitengenezwe. Amri iliyoonyeshwa chini lazima itekelezwe kama
mtumiaji 'otrs' kutoka kwenye sheli.

linux:~# su otrs

linux:/root$ cd

linux:~$ pwd

/opt/otrs

linux:~$ gpg --gen-key

gpg (GnuPG) 1.4.2; Copyright (C) 2005 Free Software Foundation, Inc.
This program comes with ABSOLUTELY NO WARRANTY.

This is free software, and you are welcome to redistribute it

under certain conditions. See the file COPYING for details.

gpg: directory "/opt/otrs/.gnupg' created
gpg: new configuration file " /opt/otrs/.gnupg/gpg.conf' created
gpg: WARNING: options in " /opt/otrs/.gnupg/gpg.conf' are not yet active during t
his run
gpg: keyring "/opt/otrs/.gnupg/secring.gpg' created
gpg: keyring "/opt/otrs/.gnupg/pubring.gpg' created
Please select what kind of key you want:
(1) DSA and Elgamal (default)
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(2) DSA (sign only)
(5) RSA (sign only)
Your selection? 1
DSA keypair will have 1024 bits.
ELG-E keys may be between 1024 and 4096 bits long.
What keysize do you want? (2048)
Requested keysize is 2048 bits
Please specify how long the key should be valid.

0 = key does not expire
<n> = key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n months
<n>y = key expires in n years

Key is valid for? (0)
Key does not expire at all
Is this correct? (y/N) y

You need a user ID to identify your key; the software constructs the user ID
from the Real Name, Comment and Email Address in this form:
"Heinrich Heine (Der Dichter) <heinrichh@duesseldorf.de>"

Real name: Ticket System

Email address: support@example.com

Comment: Private PGP Key for the ticket system with address support@example.com
You selected this USER-ID:

"Ticket System (Private PGP Key for the ticket system with address support@examp
le.com) <support@example.com>"

Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit? O
You need a Passphrase to protect your secret key.

Passphrase: secret
Repeat passphrase: secret

We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

o B S
L
....... e ainta

Not enough random bytes available. Please do some other work to give
the 0S a chance to collect more entropy! (Need 280 more bytes)

B o R A o R e R o
L L
B o o o 2 2 i
........................................................... Stttt+<t++++. ... ...
............. +++++N

gpg: /opt/otrs/.gnupg/trustdb.gpg: trustdb created
gpg: key 7245A970 marked as ultimately trusted
public and secret key created and signed.

gpg: checking the trustdb
gpg: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model
gpg: depth: 0 valid: 1 signed: 0 trust: 0-, 0g, O6n, Om, 0f, 1lu

pub  1024D/7245A970 2006-02-03

Key fingerprint = 2ED5 BC36 D2B6 BO55 7EE1 5833 1D7B F967 7245 A970

uid Ticket System (Private pgp key for ticket system with addre
ss support@example.com) <support@example.com>

sub  20489/52B97069 2006-02-03

linux:~$

Hati: Kusanidi GnuPG.

Kama ilivyoonyeshwa kwenye hati chini, mipangilio chaguo-msingi inaweza kutumika
kwa parameta nyingi zinazotakiwa. Thamani za mmiliki wa ufunguo tu ndio zinatakiwa
kuingizwa kwa usahihi, na nywila sahihi kuwekwa kwa ajili ya funguo.
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3. In the screen for the PGP settings, PGP should be activated for OTRS (first option). Also,
the path to the gpg program should be set and checked.

Mpangilio unaofwata wa config (PGP::Options) unaweza kuhitaji mabadiliko pia. Kupitia
mpangilio huu wa config, parameta ambazo zinatumika kwa kila utekelezaji wa gpg kwa
mtumiaji wa 'otrs' unaweza kuwekwa bayana. Hasa, mpangilio orodha wa mafaili ya
config ya GnuPG ya mtumiaji wa 'otrs' ni muhimu. Kwenye mfano /opt/otrs/.gnupg
imetumika. Huu mpangilio orodha ulitengenezwa mapema wakati wa usanidi wa PGP.

Kwa kupitia chaguo linalofwata la usanidi (PGP::Ufunguo::Nywila) inawezekana kubain-
isha jozi ya Vitambulisho vya funguo na nywila zake kwa ajili ya funguo binafsi. Kwa
sababu mawasiliano ya wabia kutoka nje wanaandika kwenye mfumo wa tiketi na
ujumbe wao kufanyiwa usimbaji fiche kwa kutumia funguo zako za umma, OTRS in-
aweza kusimbua fiche huu ujumbe kwa kutumia Kitambulisho/nywila zilizobainishwa
hapa.

Jinsi ya kupata kitambulisho cha ufunguo wako binafsi? Kitambulisho cha ufunguo wako
binafsi tayari kinaonyeshwa wakati wa uzalishaji funguo (ona hatua 1 hapo juu). Pia
inawezekana kupata Kitambulisho kama amri itakayoonyeshwa kwenye hati ifuatayo
itatekelezwa kama mtumiaji 'otrs':

linux:~# su otrs

linux:/root$ cd

linux:~$ pwd

/opt/otrs

linux:~$ gpg --list-keys

/opt/otrs/.gnupg/pubring.gpg

pub  1024D/7245A970 2006-02-03

uid Ticket System (Private pgp key for ticket system with
address support@example.com) <support@example.com>

sub  20489/52B97069 2006-02-03

linux:~$

Hati: Kupata Kitambulisho cha ufunguo wako binafsi.

Kitambulisho cha ufunguo binafsi kinaweza kupatikana katika mstari uanoanza na
"sub". Ni tungo iliyo katika hexadecimal ambayo ina urefu wa herufi nane, katika mfano
juu ni "52B97069". Nywila unayotakiwa kuweka bayana kwa ajili ya huu ufunguo katika
mfumo wa tiketi ni sawa na uliotolewa wakati wa uzalishaji ufunguo.

Baada ya hii data kuingizwa, kitufe cha ku "sasisha" kinaweza kutumika kuhifadhi mi-
pangilio. OTRS iko tayari kupokea na kusimbua fiche ujumbe uliofanyiwa usimbaji.

4. Hatimaye, agiza ufunguo wa umma wa mteja. Hii inahakikisha kwamba ujumbe ulio-
fanyiwa usimbaji fiche unaweza kutumwa nje kwa huyu mteja. Kuna njia mbili za kua-
giza ufunguo wa umma wa mteja.

Njia ya kwanza ni kubainisha ufunguo wa umma wa mteja katika kiolesura cha usi-
mamizi wa mteja.

Njia ya pili ni kuweka bayana ufunguo kupitia mipangilio ya PGP, inafikika kutoka
kwenye kurasa ya Msimamizi. Katika upande wa kulia wa hii skrini, funguo za umma za
wateja zilizoagizwa kutoka nje zinaonyeshwa. Baada ya PGP kuamilishwa na kusanidi-
wa kwa ajili ya OTRS, funguo yako mwenyewe ya umma itaorodheshwa hapa. Kwenye
upande wa kushoto wa skrini ya mipangilio ya PGP inawezekana kutafuta funguo. Pia
ufunguo mpya wa umma unaweza kupakiwa kwenye mfumo kutoka kwenye faili.

Mafaili yenye ufunguo wa umma ambayo yanahitaji kuagizwa kwenye OTRS inabidi
yawe tangamanifu na mafaili ya ufunguo ya GnuPGP. Katika kesi nyingi, ufunguo ulio-
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hifadhiwa katika faili ni "ufunguo unaolindwa na ASCII". OTRS inaweza kushughulika
na umbizo hili.

4.3. Secure Email with S/ MIME

Kwa muonekano wa kwanza, usimbaji fiche kwa S/MIME unaonekana mgumu kulinganisha
na PGP. Kwanza inabidi uanzishe Mamlaka ya Uhalalishaji (CA) kwa ajili ya mfumo wa
OTRS. Hatua zinazofuata ni kama zile zinazohitajika na PGP: sanidi OTRS, sakinisha hati
yako mwenyewe, agiza hati nyingine za umma kama zinavyohitajika, na kadh.

Usanidi wa S/MIME unafanyika nje ya kiolesura cha tovuti cha OTRS kwa asilimia kub-
wa, na unatakiwa ufanyike kwenye sheli na mtumiaji wa 'otrs'. Usanidi wa MIME chini ya
Linux unajikita katika SSL (OpenSSL). Kwahiyo kwanza kabisa kagua kama kifurudhi cha
OpenSSL kimesakinishwa kwenye mfumo wako. Kifurushi cha OpenSSL kinajumuisha hati
iitwayo CA.pl, ambamo ndani yake hatua za muhimu za utengenezaji wa hati zinaweza
kufanyika. Kurahisisha mchakato, tafuta wapi kwenye mfumo wa mafaili hati ya CA.pl
imehifadhiwa na ingiza mahali inapopatikana katika kishika nafasi NJIA cha sheli (ona Hati
chini).

otrs@linux:~> rpm -ql openssl | grep CA
/usr/share/ssl/misc/CA.pl

otrs@linux:~> export PATH=$PATH:/usr/share/ssl/misc
otrs@linux:~> which CA.pl

/usr/share/ssl/misc/CA.pl

otrs@linux:~> mkdir tmp; cd tmp

otrs@linux:~/tmp>

Hati: Usanidi wa S/MIME.

Hati hapo juu inaonyesha kwamba mpangilio orodha mpya wa muda ~/tmp umeten-
genezwa, ambapo ndani yake hati itazalishwa.

Kutengeneza hati, fanya operesheni zifuatazo katika tungo amri (tunaamini msimamizi
wa OTRS inabidi atengeneze hati ya SSL kwa ajili ya kujaribisha na kujifunza. Kama tayari
una hati ya SL iliyothibitishwa kwa ajili ya usimbaji fiche, itumie na ruka hizi hatua):

1. Anzisha Mamlaka yako ya Uhalalishaji kwa ajili ya SSL. unahitaji kuthibitisha maombi
ya hati yako ya SSL (ona Hati chini).

otrs@linux:~/tmp> CA.pl -newca
CA certificate filename (or enter to create)

Making CA certificate ...

Generating a 1024 bit RSA private key

& o odrFEAras

...... eisiaistet

writing new private key to './demoCA/private/cakey.pem'

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:DE

State or Province Name (full name) [Some-State]:0TRS-state

Locality Name (eg, city) []1:0TRS-town

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Your company
Organizational Unit Name (eg, section) []:

Common Name (eg, YOUR name) []:0TRS Admin
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Email Address []:otrs@your-domain.tld
otrs@linux:~/tmp> ls -la demoCA/

total 8

-rw-r--r-- 1 otrs otrs 1330 2006-01-08 17:54 cacert.pem
drwxr-xr-x 2 otrs otrs 48 2006-01-08 17:53 certs
drwxr-xr-x 2 otrs otrs 48 2006-01-08 17:53 crl
-rw-r--r-- 1 otrs otrs 0 2006-01-08 17:53 index.txt
drwxr-xr-x 2 otrs otrs 48 2006-01-08 17:53 newcerts
drwxr-xr-x 2 otrs otrs 80 2006-01-08 17:54 private
-rw-r--r-- 1 otrs otrs 17 2006-01-08 17:54 serial
otrs@linux:~/tmp>

Hati: Kuweka Mamlaka ya Uhalalishaji kwa ajili ya SSL.

. Zalisha maombi ya cheti (ona Hati chini).

otrs@linux:~/tmp> CA.pl -newreq

Generating a 1024 bit RSA private key
.......................................... ++++++

500 oArrTrr

writing new private key to 'newreq.pem'

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:DE\keyreturn

State or Province Name (full name) [Some-State]:0TRS-state

Locality Name (eg, city) []:0TRS-town

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Your company
Organizational Unit Name (eg, section) []:

Common Name (eg, YOUR name) []:0TRS admin

Email Address []:otrs@your-domain.tld

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Request (and private key) is in newreq.pem
otrs@linux:~/tmp> ls -la

total 4

drwxr-xr-x 6 otrs otrs 232 2006-01-08 17:54 demoCA
-rw-r--r-- 1 otrs otrs 1708 2006-01-08 18:04 newreq.pem
otrs@linux:~/tmp>

Hati: Kutengeneza maombi ya cheti.

. Kusaini maombi ya hati. Maombi ya hati yanaweza kusainiwa na kuthibitishwa na Mam-
laka yako ya Uhalalishaji, au ili kuaminika zaidi kwa kusainiwa na Mamlaka nyingine ya
Uhalalishaiji iliyothibitishwa. (ona chini).

otrs@linux:~/tmp> CA.pl -signreq
Using configuration from /etc/ssl/openssl.cnf
Enter pass phrase for ./demoCA/private/cakey.pem:
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number:
fd:85:f6:91:14:07:16:c8
Validity
Not Before: Jan 8 17:04:37 2006 GMT
Not After : Jan 8 17:04:37 2007 GMT
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Subject:
countryName = DE
stateOrProvinceName = O0TRS-state
localityName = OTRS-town
organizationName = Your Company
commonName = O0TRS administrator
emailAddress = otrs@your-domain.tld

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

Netscape Comment:
OpenSSL Generated Certificate

X509v3 Subject Key Identifier:
01:D9:1E:58:C0:6D:BF:27:ED:37:34:14:D6:04:AC:C4:64:98:7A:22

X509v3 Authority Key Identifier:
keyid:10:4D:8D:4C:93:FD:2C:AA:9A:B3:26:80:6B:F5:D5:31:E2:8E:DB:A8
DirName:/C=DE/ST=0TRS-state/L=0TRS-town/0=Your Company/
CN=0TRS admin/emailAddress=otrs@your-domain.tld
serial:FD:85:F6:9F:14:07:16:C7

Certificate is to be certified until Jan 8 17:04:37 2007 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries

Data Base Updated

Signed certificate is in newcert.pem

otrs@linux:~/tmp>

Hati: Kusaini maombi ya cheti.

4. Zalisha hati yako mwenyewe, na data zote zinaoendana nazo, kwa kutumia maombi
ya hati yaliyosainiwa (ona Hati chini).

otrs@linux:~/tmp> CA.pl -pkcsl2 "OTRS Certificate"

Enter pass phrase for newreq.pem:

Enter Export Password:

Verifying - Enter Export Password:

otrs@linux:~/tmp> ls -la

total 12

drwxr-xr-x 6 otrs otrs 328 2006-01-08 18:04 demoCA
-rw-r--r-- 1 otrs otrs 3090 2006-01-08 18:13 newcert.pl2
-rw-r--r-- 1 otrs otrs 3791 2006-01-08 18:04 newcert.pem
-rw-r--r-- 1 otrs otrs 1708 2006-01-08 18:04 newreq.pem
otrs@linux:~/tmp>

Hati: Kuzalisha cheti kipya.
Sasa kwa kuwa hizi operesheni zimefanyika, kuseti S/MIME lazima kukamilike katika OTRS.

hiki kipande cha kuseti kinafanyika katika ukurasa wa Msimamizi, kuchagua kiungo
"SMIME". Ikiwa msaada wa S/MIME wa kawaida kwenye OTRS haujawezeshwa, barakoa
itanbainisha hii kwa msimamizi na kutoa kiungo cha kuiwezesha.

With the SysConfig group "Crypt::SMIME", you can also enable and configure the general
S/MIME support.

Hana unweza kuamilisha msaada wa S/MIME, na kufafanua njia za anri ya OpenSSL na
mpangilio orodha wa hati. Faili la ufunguo lililo tengnezwa hapo juu lazima lihifadhiwe
kwenye mpangilio orodha ulioonyeshwa hapa. La sivyo OpenSSL haiwezi kulitumia.

Hatua inayofwata inafanywa kwenye usanidi wa S/MIME katika ukurasa wa Msimamizi wa
OTRS. Hapa unaweza kuagiza ufunguo binafsi wa (za) mfumo wa OTRS na funguo za um-
ma za mawasiliano ya wabia wengine. Ingiza ufunguo wa umma ambao umetengenezwa
mwanzoni mwa kifungu hiki na kuongezwa kwenye OTRS.
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Obviously, all public S/MIME keys of communication partners can be imported using the
customer user administration tool as well.

4.3.1. Fetch S/MIME Certificates from Customer User
Backends

It is possible to use a Customer User Backed (such as LDAP) as the source of public S/
MIME certificates. This certificates could be imported into the system and be displayed in
S/MIME configuration on the OTRS Admin page and they can be used from OTRS to send
encrypted emails to the customers.

In order to enable this feature is needed to:
1. Enable SMIME in SysConfig
2. Enable SMIME: : FetchFromCustomer in SysConfig

3. Configure a customer user backend to provide the attribute UserSMIMECertificate
with the customer user S/MIME certificate (there is an example for LDAP customer user
mapping in $0TRS HOME/Kernel/Config/Defaults.pm).

This feature can be used in three different ways:
1. Incoming Emails:

A dedicated Postmaster filter (PostMaster: :PreFilterModule###000-SMIMEFetch-
FromCustomer in SysConfig) will extract the email address of each incoming email and
will try to find the email address is the list of customers. If found it will try get the
S/MIME certificate from customer user attributes. If a certificate is found it will try to
import it (unless it was already imported).

2. Specific email address or all customers:

The console command Maint: :SMIME: : CustomerCertificate: :Fetch can be used to
import the S/MIME certificate of one customer email address as:

shell> perl /opt/otrs/bin/otrs.Console.pl Maint::SMIME: :CustomerCertificate::Fetch --
email customer@example.com

In this case the console command will try to match the supplied email address with one
of the customer users. If found it will try add to the system the S/MIME certificate found
in customer user properties (if the certificate is not already added).

The same console command can be used to import the S/MIME certificates of all cus-
tomer users (limited to CustomerUserSearchListLimit property from the customer
user backend). This option is discouraged specially for systems with a large number
of customer users as it might require too much time to execute and depending on the
limit it might be possible that not all customer certificates will be fetch. Execute the
console command in this mode as:

shell> perl /opt/otrs/bin/otrs.Console.pl Maint::SMIME: :CustomerCertificate::Fetch --add-
all

For this option the console command will query the customer user backends to get
all possible customers and for each it will check if there is a S/IMIME certificate. If a
certificate is found, it will try to add it to the system (if the certificate is not already
added).

3. Renew existing certificates:
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Another console command Maint::SMIME: :CustomerCertificate::Renew can be
used to check for all existing certificates in the system. This verifies that the existing
certificates from customer users matches the ones that are retrieved by the customer
user properties. Any new certificate in the customer user backend will be added into
the system (no certificates are deleted in this process).

This console command is executed once a day by the OTRS daemon automatically
with the task Daemon: :SchedulerCronTaskManager: : Task###RenewCustomerSMIME -
Certificates (as seen in SysConfig), but it can be also executed manually on demand
as:

shell> perl /opt/otrs/bin/otrs.Console.pl Maint::SMIME: :CustomerCertificate: :Renew

5. Using External backends

5.1. Customer Data

OTRS works with many customer data attributes such as username, email address, phone
number, etc. These attributes are displayed in both the Agent and the Customer fron-
tends, and also used for the authentication of customers.

Data za mteja zinazotumika au kuonyeshwa kwenye OTRS zinauwezekano mkubwa
wa kugeuzwa kukufaa. Taarifa ifuatayo hata hivyo inahitajika muda wote kwa ajili ya
uthibitisho wa mteja:

* Mtumiaji ingia
* Anwani ya barua pepe
* Kitambulisho cha mteja

Tumia parameta zifuatazo za SysConfig kama unataka kuonyesha taarifa za mteja katika
kiolesura cha wakala wako.

# Ticket::Frontend::CustomerInfo*

# (show customer info on Compose (Phone and Email), Zoom and
# Queue view)

$Self->{'Ticket::Frontend: :CustomerInfoCompose'} = 1;
$Self->{'Ticket::Frontend: :CustomerInfoZoom'} = 1;

Hati: parameta za usanidi za SysConfig.

5.2. Customer User Backend

Unaweza kutumia aina mbili za mazingira ya nyuma ya mtumiaji, DB na LDAP. Kama tayari
una mazingira mengine ya nyuma ya mteja (mf. SAP), inawezekana pia kuandika moduli
ambayo inaitumia.

5.2.1. Hifadhidata (Chaguo-msingi)

The Example below shows the configuration of a DB customer backend, which uses cus-
tomer data stored in the OTRS database.

Example 4.7. Usanidi wa hifadhidata ya mazingira ya nyuma ya
mteja

k CustomerUser (customer database backend and settings)

124



OTRS

Real Services

$Self->{CustomerUser} = {
Name => 'Database Datasource',
Module => 'Kernel::System::CustomerUser::DB',
Params => {
# if you want to use an external database, add the required settings
DSN => 'DBI:odbc:yourdsn',
Type => 'mssql', # only for ODBC connections
DSN => 'DBI:mysql:database=customerdb;host=customerdbhost’,
User => "'
Password => '',
Table => 'customer user',

HFHEHEHEF

# CaseSensitive will control if the SQL statements need LOWER()
#  function calls to work case insensitively. Setting this to
# 1 will improve performance dramatically on large databases.
CaseSensitive => 0,

Iy

# customer unique id

CustomerKey => 'login',

# customer #
CustomerID => 'customer id',
CustomerValid => 'valid id',

CustomerUserListFields => ['first name', 'last name', ‘'email'],
CustomerUserSearchFields => ['login', 'last name', 'customer id'],
CustomerUserSearchPrefix => '',

CustomerUserSearchSuffix => '*',

CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['email'],
CustomerUserNameFields => ['title','first name', 'last name'],
CustomerUserEmailUniqCheck => 1,

# show not own tickets in customer panel, CompanyTickets
CustomerUserkExcludePrimaryCustomerID => 0,

# generate auto logins

AutoLoginCreation => 0,

AutoLoginCreationPrefix => 'auto',

# admin can change customer preferences

AdminSetPreferences => 1,

# cache time to live in sec. - cache any database queries
CacheTTL => 0,

# just a read only source

ReadOnly => 1,
Map => [

# note: Login, Email and CustomerID needed!
# var, frontend, storage, shown (l=always,2=lite), required, storage-type, http-

link, readonly, http-link-target, link class(es)

E R EEREEREEREEEREEEES

[ 'UserTitle', 'Title', "title', 1, 0, 'var', '', 0],
[ 'UserFirstname', 'Firstname', 'first pame', 1, 1, 'var', '', 0 1],
[ 'UserLastname', 'Lastname’, ‘last name', 1, 1, 'var', '', 01,
[ 'UserLogin', 'Username', 'login', 1, 1, 'var', '', 01,
[ 'UserPassword', 'Password"’, "pw', 0, 0, 'var', '', 01,
[ 'UserEmail', "Email’, 'email', 1, 1, 'var', '', 0],

# [ 'UserEmail', Translatable('Email'), 'email', 1, 1, 'var', '[%
Env("CGIHandle") %]?Action=AgentTicketCompose;ResponselD=1;TicketID=[% Data.TicketID | uri
%];ArticleID=[% Data.ArticleID | uri %]', 0, '', 'AsPopup OTRSPopup TicketAction' 1],

[ 'UserCustomerID', 'CustomerID', 'customer id', 0, 1, 'var', '', 0 1,

# [ 'UserCustomerIDs', 'CustomerIDs', 'customer ids', 1, 0, 'var', '', 0 ],
[ 'UserPhone', 'Phone', 'phone’, 1, 0, 'var', '', 01,
[ 'UserFax', 'Fax', 'fax', 1, 6, 'var', '', 0 1],
[ 'UserMobile', 'Mobile', 'mobile’, 1, 6, 'var', '', 0 1],
[ 'UserStreet', 'Street', 'street’, 1, 6, 'var', '', 0 1],
[ 'Userzip', 'Zip', 'zip', 1, 0, 'var', '', 01,
[ 'UserCity', 'City', 'city', 1, 0, 'var', '', 01,
[ 'UserCountry', 'Country', 'country', 1, 0, 'var', '', 01,
[ 'UserComment', 'Comment', 'comments', 1, 0, 'var', '', 01,
[ 'validID', 'Valid', 'valid id', 0, 1, 'int', '', 0 1],
# Dynamic field example

# [ 'DynamicField Name X', undef, 'Name X', 0, 0, 'dynamic field', undef, 0, undef,

undef, 1,
1

# default selections
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Selections => {
UserTitle => {
‘Mr.' => 'Mr."',
‘Mrs.' => 'Mrs.',
i
I
}

Ukitaka kugeuza data za mteja kukufaa, badili vichwa vya safuwima au ongeza mpya
kwenye jedwali la mteja_mtumiaji kwenye hifadhidata ya OTRS. Kama mfano, hati hapa
chini inaonyesha jinsi ya kuongeza sehemu mpya kwa ajili ya nambari ya chumba.

linux:~# mysql -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 116 to server version: 5.0.18-Debian 7-log

Type 'help;' or '\h' for help. Type '\c' to clear the buffer.

mysql> use otrs;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed

mysql> ALTER TABLE customer user ADD room VARCHAR (250);
Query OK, 1 rows affected (0.01 sec)

Records: 1 Duplicates: © Warnings: 0

mysql> quit
Bye
linux:~#

Hati: Kuongeza sehemu ya chumba katika jedwali la mteja_mtumiaji.

Sasa ongeza safuwima mpya kwenye mkusanyiko wa RAMANI katika Kernel/Config. pm,
kama inavyoonyeshwa katika hati inayofuata.

# var, frontend, storage, shown (l=always,2=1lite), required, storage-type, http-link,
readonly, http-link-target, link class(es)

[...]
[ 'UserRoom', 'Room', 'room', 0, 1,

Hati: Kuongeza sehemu ya chumba kweye faili Kernel/Config.pm.

Pia inawezekana kuhariri taarifa zote za mteja kupitia kiungo cha mteja kwenye kiolesura
cha Wakala.

Note

Please note that you may omit http-link-target and link class keys in map ar-
ray elements, if they are not to be used. These keys add target="" and class=""
attributes to the HTTP link element, respectively. They are ignored if http-link
is not set.

5.2.1.1. Customer with Multiple IDs (Company Tickets)

Inawezekana kugawia zaidi ya kitambulisho cha mteja kimoja kwa mteja. Hii inakuwa na
manufaa kama mteja anatakiwa kufikia tiketi za wateja wengine, mf. msimamizi anataka
kuangalia tiketi za wasaidizi wake. Kama mteja anaweza kufikia tiketi za mteja mwingine,
kipengele cha tiketi za kampuni cha OTRS kinatumika. Tiketi za kampuni zinaweza kufiki-
wa kupitia kiungo "Tiketi za Kampuni" katika paneli ya wateja.

Kutumia tiketi za kampuni, safuwima mpya yenye Vitambulisho ambavyo vinaweza ku-
fikiwa na mteja, inabidi viongezwe kwenye jedwali la mteja_mtumiaji katika hifadhidata
ya OTRS (ona Hati chini).

126



OTRS

Real Services

linux:~# mysql -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 124 to server version: 5.0.18-Debian 7-log

Type 'help;' or '\h' for help. Type '\c' to clear the buffer.

mysql> use otrs;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed

mysql> ALTER TABLE customer user ADD customer ids VARCHAR (250);
Query OK, 1 rows affected (0.02 sec)

Records: 1 Duplicates: © Warnings: 0

mysql> quit
Bye
linux:~#

Hati: Kuongeza sehemu ya mteja_vitambulisho kwenye jedwali la mteja_mtumiaji.

Sasa safuwima mpya inabidi iongezwe kwenye mkusanyiko wa RAMANI katika Ker-
nel/Config.pm, kama ilivyoonyeshwa kwenye hati chini.

# var, frontend, storage, shown (l=always,2=lite), required, storage-type, http-link,
readonly, http-link-target, link class(es)

[...]
[ 'UserCustomerIDs', 'CustomerIDs', 'customer ids', 1, 0, 'var', '', 0 1,

Hati: Kuongeza sehemu ya Vitambulisho vya MtumiajiMteja kwenye faili Kernel/Con-
fig.pm.

Sasa safuwima mpya kwa ajili ya Vitambulisho vingi vya mteja inaweza kuhaririwa kupitia
kiolesura cha Wakala, katika kifungu cha usimamizi wa mteja.

To ensure that one customer can access the tickets of other customers, add the IDs of
these other users into the new field for the multiple customer IDs. Each ID has to be
separated by a semicolon (see Example below).

Example 4.8. Using Company Tickets with a DB Backend

Wateja A,B na C wapo kwenye mfumo wako, na A anataka kufikia tiketi za B na C kupitia
paneli ya mteja. B na C hawatakiwi kufikia tiketi za watumiaji wengine.

Kutambua mpangilio huu, badilisha jedwali la mteja_mtumiaji na miunganiko katika Ker -
nel/Config.pm kama ilivyoelezwa hapo juu. Kisha pakia mipangilio ya mteja A kupitia
kiungo cha Mteja katika kiolesura cha Wakala au kupitia kurasa ya Msimamizi. Kama
mipangilio imeonyeshwa, ongeza kwenye sehemu ya Vitambulisho vya Wateja thamani
IIB;CII.

5.2.2. LDAP

If you have an LDAP directory with your customer data, you can use it as the customer
backend with OTRS, as shown in Example below.

Example 4.9. Usanidi wa LDAP ya mazingira yanyuma ya mteja

CustomerUser
(customer ldap backend and settings)
$Self->{CustomerUser} = {
Name => 'LDAP Data Source',
Module => 'Kernel::System::CustomerUser::LDAP',
Params => {
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# ldap host

Host => 'bay.csuhayward.edu',

# ldap base dn

BaseDN => 'ou=seas,o=csuh',

# search scope (one|sub)

SSCOPE => 'sub',

# The following is valid but would only be necessary if the

# anonymous user does NOT have permission to read from the LDAP tree

UserDN => '',

UserPw => '',

# in case you want to add always one filter to each ldap query, use

# this option. e. g. AlwaysFilter => '(mail=*)' or AlwaysFilter =>
'(objectclass=user)"

AlwaysFilter => '',

# if the charset of your ldap server is iso0-8859-1, use this:

# SourceCharset => 'iso-8859-1',

# Net::LDAP new params (if needed - for more info see perldoc Net::LDAP)
Params => {

port => 389,
timeout => 120,
async => 0,

version => 3,

b
)i
# customer unique id
CustomerKey => 'uid',
# customer #
CustomerID => 'mail’',
CustomerUserListFields => ['cn', 'mail'l,
CustomerUserSearchFields => ['uid', 'cn', 'mail'],
CustomerUserSearchPrefix => '',
CustomerUserSearchSuffix => '*',
CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['mail'l],
CustomerUserNameFields => ['givenname', 'sn'],
# show not own tickets in customer panel, CompanyTickets
CustomerUserExcludePrimaryCustomerID => 0,
# add an ldap filter for valid users (expert setting)
# CustomerUserValidFilter => '(!(description=locked))",
# administrator can't change customer preferences
AdminSetPreferences => 0,

# # cache time to live in sec. - cache any database queries
# CacheTTL => 0,
Map => [

# note: Login, Email and CustomerID are mandatory!
# var, frontend, storage, shown (l=always,2=lite), required, storage-type, http-
link, readonly, http-link-target, link class(es)

[ 'UserTitle', 'Title', "title', 1, 6, 'var', '', 0 1],
[ 'UserFirstname', 'Firstname', 'givenname', 1, 1, 'var', '', 0 1,
[ 'UserLastname', 'Lastname’, 'sn', 1, 1, 'var', '', 0 1],
[ 'UserLogin', 'Username’, 'uid', 1, 1, 'var', '', 01,
[ 'UserEmail', '"Email’, 'mail’, 1, 1, 'var', '', 0 1],
[ 'UserCustomerID', 'CustomerID', 'mail’, 0, 1, 'var', '', 01,
# [ 'UserCustomerIDs', 'CustomerIDs', 'second customer ids', 1, 0, 'var', '', 0 ],
[ 'UserPhone', 'Phone’, 'telephonenumber', 1, 0, ‘'var', '', 0 1,
[ 'UserAddress', 'Address', 'postaladdress', 1, 0, 'var', '', 01,
[ 'UserComment', 'Comment', 'description', 1, 0, 'var', '', 01,

1,

};

Kama sifa za ziada za mteja zimehifadhiwa kwenye mpangilio orodha wa LDAP yako, kwa
mfano jina la meneja, namba ya simu ya mkononi, au idara, na kama unataka kuonyesha
taarifa hizi kwenye OTRS, panua mkusanyiko wa RAMANI kwenye Kernel/Config.pm na
maingizo kwa sifa hizi, kama ilivyoonyeshwa kwenye hati ifuatayo.

# var, frontend, storage, shown (l=always,2=lite), required, storage-type, http-link,
readonly, http-link-target, link class(es)

[...]
[ 'UserPhone', 'Phone’, 'telephonenumber', 1, 0, 'var', '', 0 1,
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Hati: Kuongeza sehemu mpya kwenye Kernel/Config.pm file.
5.2.2.1. Customer with Multiple IDs (Company Tickets)

Inawezekana kugawia zaidi ya Kitambulisho kimoja cha Mteja kwa mteja, ukiwa unatumia
mazingira ya nyuma ya LDAP. Kutumia tiketi za kampuni, sehemu mpya inabidi iongezwe
kwenye mpangilio orodha wa LDAP ambayo ina vitambulisho vinavyofikika na mteja.

Kama sehemu mpya kwenye mpangilio orodha wa LDAP imetengenezwa, ingizo jipya in-
abidi liongezwe kwenye mkusanyiko wa RAMANI katika Kernel/Config.pm, kama ilivy-
oonyeshwa kwenye hati chini.

# var, frontend, storage, shown (l=always,2=lite), required, storage-type, http-link,
readonly

[...]

[ 'UserCustomerIDs', 'CustomerIDs', 'customer ids', 1, 0, 'var', '', 0 1,

Hati: Kuunganisha sehemu mpya kwenye Kernel/Config.pm file.

Sehemu kwa ajili ya vitambulisho vingi vya mteja inabidi kuhaririwa moja kwa moja katika
mpangilio orodha wa LDAP. OTRS inaweza kusoma tu kutoka kwenye LDAp, sio kuandika.

To ensure access by a customer to the tickets of other customers, add the customer IDs of
the customers whose tickets should be accessed to the new field in your LDAP directory.
Each ID has to be separated by a semicolon (see Example below).

Example 4.10. Kutumia tiketi za Kampuni na mazingira ya nyuma
ya LDAP

Wateja A,B na C wapo kwenye mfumo wako, na A anataka kufikia tiketi za B na C kupitia
paneli ya mteja. B na C hawatakiwi kufikia tiketi za watumiaji wengine.

Kutambua mpangilio huu, badilisha mpangilio orodha wa LDAP na miunganiko katika Ker -
nel/Config.pm kama ilivyoelezwa juu. Kisha ongeza kwenye sehemu ya Vitambulisho
vya wateja thamani "B;C" kwa mteja A katika mpangilio orodha wa LDAP.

5.2.3. Using More than One Customer Backend with
OTRS

If you want to utilize more than one customer data source used with OTRS (e.g. an LDAP
and a database backend), the CustomerUser config parameter should be expanded with
a number, e.g. "CustomerUserl", "CustomerUser2" (see Example below).

Example 4.11. Kutumia zaidi ya mazingira ya nyuma ya mteja ya
aina moja na OTRS

Mfano unaofuata wa usanidi unaonyesha matumizi ya mazingira ya nyuma ya mteja ya
LDAP na hifadhidata katika OTRS.

# 1. Customer user backend: DB
# (customer database backend and settings)
$Self->{CustomerUserl} = {
Name => 'Customer Database',
Module => 'Kernel::System::CustomerUser::DB',
Params => {
# if you want to use an external database, add the
# required settings
DSN => 'DBI:odbc:yourdsn',
Type => 'mssql', # only for ODBC connections
DSN => 'DBI:mysql:database=customerdb;host=customerdbhost',
User => "'
Password => '',

HFHEHEHEHF
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Table => 'customer user',
I
# customer unique id
CustomerKey => 'login',
# customer #
CustomerID => 'customer id',
CustomerValid => 'valid id',

CustomerUserListFields => ['first name', 'last name',
CustomerUserSearchFields => ['login', 'last name',

CustomerUserSearchPrefix => ,
CustomerUserSearchSuffix => '*',
CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['email'],

'email'],

‘customer id'],

CustomerUserNameFields => ['title','first name', 'last name'],

CustomerUserEmailUniqCheck => 1,

# show not own tickets in customer panel, CompanyTickets

CustomerUserExcludePrimaryCustomerID => 0,
# generate auto logins

AutoLoginCreation => 0,
AutoLoginCreationPrefix => 'auto',

# admin can change customer preferences
AdminSetPreferences => 1,

# cache time to live in sec. - cache any database queries

CacheTTL => 0,

# just a read only source
ReadOnly => 1,
Map => [

# note: Login, Email and CustomerID needed!

# var, frontend, storage, shown (l=always,2=lite),

link, readonly, http-link-target

+;

[ 'UserTitle', 'Title', ‘title’',

[ 'UserFirstname', 'Firstname', 'first name',
[ 'UserLastname’, 'Lastname’, ‘last _name',
[ 'UserLogin', 'Username’, 'login',

[ 'UserPassword', 'Password’, "pw',

[ 'UserEmail’, "Email’, ‘email’,

[ 'UserCustomerID', 'CustomerID', 'customer id',
[ 'UserPhone', 'Phone’, 'phone’,

[ 'UserFax', "Fax', ‘fax',

[ 'UserMobile', 'Mobile', ‘mobile’,

[ 'UserStreet', 'Street’, 'street’,

[ 'UserzZip', 'Zip', 'zip',

[ 'UserCity', 'City’', 'city',

[ 'UserCountry', 'Country', ‘country’,

[ 'UserComment', 'Comment', ‘comments’,

[ 'validID', 'Valid', ‘valid id',

1,
# default selections
Selections => {
UserTitle => {
‘Mr.' => 'Mr."',
'Mrs.' => 'Mrs.',
i
I

# 2. Customer user backend: LDAP
# (customer ldap backend and settings)
$Self->{CustomerUser2} = {

Name => 'LDAP Datasource',
Module => 'Kernel::System::CustomerUser::LDAP',
Params => {

# ldap host

Host => 'bay.csuhayward.edu',

# ldap base dn

BaseDN => 'ou=seas,o=csuh',

# search scope (one|sub)

SSCOPE => 'sub',

ORHRERRHEFHEREFOHOKRKMR R

EcNoNoNoNoNoNoNoN Tl ENoN Sl N Sl o)

‘var',
‘var',
‘var',
‘var',
‘var',
‘var',
‘var',
‘var',
‘var',
‘var',
‘var',
‘var',
‘var',
‘var',
‘var',
'int',

# The following is valid but would only be necessary if the
# anonymous user does NOT have permission to read from the LDAP tree

UserDN => '',

[oNoNoNoNoNoNoNoNoNoNoNoNoNoNoNo)

required, storage-type, http-
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UserPw => 0
# in case you want to add always one filter to each ldap query, use
# this option. e. g. AlwaysFilter => '(mail=*)' or AlwaysFilter =>
'(objectclass=user)"
AlwaysFilter => '',
# if the charset of your ldap server is iso0-8859-1, use this:
# SourceCharset => 'iso0-8859-1',

# Net::LDAP new params (if needed - for more info see perldoc Net::LDAP)
Params => {
port => 389,
timeout => 120,
async => 0,
version => 3,
Iy
)i
# customer unique id
CustomerKey => 'uid',
# customer #
CustomerID => 'mail’,
CustomerUserListFields => ['cn', 'mail'l],
CustomerUserSearchFields => ['uid', 'cn', 'mail'],
CustomerUserSearchPrefix => '',
CustomerUserSearchSuffix => '*',
CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['mail'],
CustomerUserNameFields => ['givenname', 'sn'],
# show not own tickets in customer panel, CompanyTickets
CustomerUserkExcludePrimaryCustomerID => 0,
# add a ldap filter for valid users (expert setting)
# CustomerUserValidFilter => '(!(description=locked))",
# admin can't change customer preferences
AdminSetPreferences => 0,
Map => [
# note: Login, Email and CustomerID needed!
# var, frontend, storage, shown (l=always,2=lite), required, storage-type, http-
link, readonly

[ 'UserTitle', 'Title', "title', 1, 6, 'var', '', 0 1],
[ 'UserFirstname', 'Firstname', 'givenname', 1, 1, 'var', '', 0 1,
[ 'UserLastname', 'Lastname’, 'sn', 1, 1, 'var', '', 0 1],
[ 'UserLogin', 'Username’, 'uid', 1, 1, 'var', '', 01,
[ 'UserEmail', "Email’, 'mail', 1, 1, 'var', '', 0 1],
[ 'UserCustomerID', 'CustomerID', 'mail’, 0, 1, 'var', '', 01,
# [ 'UserCustomerIDs', 'CustomerIDs', 'second customer ids', 1, 0, 'var', '', 0 ],
[ 'UserPhone', 'Phone’, 'telephonenumber', 1, 0, ‘'var', '', 0 1,
[ 'UserAddress', 'Address', 'postaladdress', 1, 0, 'var', '', 01,
[ 'UserComment', 'Comment', 'description', 1, 0, 'var', '', 01,

1,
};

Inawezekana kuunganisha mpaka mazingira ya nyuma 10 tofauti ya mteja. Tumia ki-
olesura cha usimamizi cha mteja katika OTRS kuona au kuhariri (tukiamini utawala data
umewezeshwa) data zote za mteja.

5.2.4. Storing CustomerUser Data in Dynamic Fields

Mara nyingine inaweza kuwa na manufaa kuhifadhi data za MtejaMtumiaji katika sehemu
zinazobadilika za tiketi, kwa fano kutengeneza takwimu muhimu kwenye data hizi.

Thamani za sehemu zinazobadilika zinasetiwa tiketi inapotengenezwa au pale mteja wa
tiketi anapobadilishwa. Thamani za sehemu zinazobadilika zinachukuliwa kutoka kwenye
data za mteja. Hii inafanya kazi kwa mazingira yoye ya nyuma, lakini ni ya manufaa zaidi
kwa mazingir aya nyuma ya LDAP.

To activate this optional feature of OTRS, please activate the settings Tick-
et::EventModulePost###950-DynamicFieldFromCustomerUser and DynamicField-
FromCustomerUser: :Mapping. The latter setting contains the configuration of which Cus -
tomerUser field entry should be stored in which ticket dynamic field. The fields must be
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present in the system and should be enabled for AgentTicketFreeText, so that they can
be set manually. They mustn't be enabled for AgentTicketPhone, AgentTicketEmail and
AgentTicketCustomer. If they were, they would have precedence over the automatically
set values.

5.3. Backends to Authenticate Agents and
Customers

OTRS inatoa chaguo la kuthibitisha mawakala na wateja katika mazingira tofauti ya nyu-
ma.

5.3.1. Mazingira ya nyuma ya kuthibitisha Mawakala
5.3.1.1. DB (Chaguo-msingi)

The backend to authenticate agents which is used by default is the OTRS database. Agents
can be added and edited via the agent management interface in the Admin page (see
Example below).

Example 4.12. Thibitisha mawakala katika mazingira ya nyuma ya
DB.

$Self->{'AuthModule'} = 'Kernel::System::Auth::DB"';

5.3.1.2. LDAP

If an LDAP directory has all your agent data stored, you can use the LDAP module to au-
thenticate your users in OTRS (see Example below). This module has only read access
to the LDAP tree, which means that you cannot edit your user data via the agent man-
agement interface.

Example 4.13. Thibitisha mawakala katika mazingira ya nyuma ya
LDAP.

# This is an example configuration for an LDAP auth. backend.
# (Make sure Net::LDAP is installed!)

$Self->{'AuthModule'} = 'Kernel::System::Auth::LDAP';
$Self->{'AuthModule: :LDAP: :Host'} = 'ldap.example.com';
$Self->{'AuthModule: :LDAP: :BaseDN'} = 'dc=example,dc=com';
$Self->{'AuthModule: :LDAP::UID'} = 'uid';

# Check if the user is allowed to auth in a posixGroup

# (e. g. user needs to be in a group xyz to use otrs)
$Self->{'AuthModule: :LDAP: :GroupDN'} = 'cn=otrsallow,ou=posixGroups,dc=example,dc=com';
$Self->{'AuthModule: :LDAP: :AccessAttr'} = 'memberUid';

# for ldap posixGroups objectclass (just uid)

# $Self->{'AuthModule: :LDAP::UserAttr'} = 'UID';

# for non ldap posixGroups objectclass (with full user dn)

# $Self->{'AuthModule: :LDAP: :UserAttr'} = 'DN';

# The following is valid but would only be necessary if the
# anonymous user do NOT have permission to read from the LDAP tree
$Self->{'AuthModule: :LDAP: :SearchUserDN'} U0

$Self->{'AuthModule: :LDAP: :SearchUserPw'} 0

# in case you want to add always one filter to each ldap query, use
# this option. e. g. AlwaysFilter => '(mail=*)' or AlwaysFilter =>
$Self->{'AuthModule: :LDAP: :AlwaysFilter'} = '';

(objectclass=user)'

# in case you want to add a suffix to each login name, then
# you can use this option. e. g. user just want to use user but
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# in your ldap directory exists user@domain.com
# $Self->{'AuthModule: :LDAP: :UserSuffix'} = '@domain.com';

# Net::LDAP new params (if needed - for more info see perldoc Net::LDAP)
$Self->{'AuthModule: :LDAP::Params'} = {

port => 389,

timeout => 120,

async => 0,

version => 3,

};

Mipangilio ya usanidi iliyoonyeshwa kwenye hati hapo chini inaweza kutumika kulan-
danisha data zote za mtumiaji kutoka kwenye mpangilio orodha wako wa LDAP kwenda
kwenye hifadhidata yako ya OTRS ya ndani. Hii inapunguza idadi ya maombi kwenda
kwenye seva yako ya LDAP na inaongeza kasi ya uthibitisho na OTRS. Ulandanishi wa
data unafanyika pale wakala anapojithibitisha kwa mara ya kwanza. Hata hivyo hiyo data
inaweza kulandanishwa na hifadhidata ya ndani ya OTRS, mpangilio orodha wa LDAP ni
mfano wa mwisho wa uthibitisho, kwa hiyo mtumiaji aliye lemaa aliye katika matawi ya
LDAP hawezi kujithibitisha kwenye OTRS, hata kama data za akaunti tayari zimehifadhiwa
kwenye hifadhidata ya OTRS. Data za wakala kwenye mpangilio orodha wa LDAP haziwezi
kuhaririwa kupitia kiolesura cha tovuti cha OTRS, kwa hiyo data inabidi isimamiwe moja
kwa moja katika matawi ya LDAP.

# defines AuthSyncBackend (AuthSyncModule) for AuthModule
# if this key exists and is empty, there won't be a sync.
# example values: AuthSyncBackend, AuthSyncBackend2

$Self->{'AuthModule: :UseSyncBackend'} = 'AuthSyncBackend';

# agent data sync against ldap
$Self->{'AuthSyncModule'} = 'Kernel::System::Auth::Sync::LDAP';
$Self->{'AuthSyncModule: :LDAP: :Host'} = 'ldap://ldap. example com/"';
$Self->{"'AuthSyncModule: :LDAP: :BaseDN'} = 'dc=otrs, dc=org';
$Self->{'AuthSyncModule: :LDAP::UID'} = 'uid';
$Self->{"'AuthSyncModule: :LDAP: :SearchUserDN"'}
$Self->{"'AuthSyncModule: :LDAP: :SearchUserPw"'}
$Self->{'AuthSyncModule: :LDAP: :UserSyncMap'} = {

# DB -> LDAP

UserFirstname => 'givenName',

UserLastname => 'sn',

UserEmail => 'mail’,

'uid=sys, ou=user, dc=otrs, dc=org';
'some_pass';

+;
[...]

# AuthSyncModule: :LDAP: :UserSyncInitialGroups
# (sync following group with rw permission after initial create of first agent
# login)
$Self->{'AuthSyncModule: :LDAP: :UserSyncInitialGroups'} =
‘users’,
15

Hati: Kulandanisha data za mtumiaji kutoka kwenye mpangilio orodha wa LDAP kwenda
kwenye hifadhidata ya OTRS.

Alternatively, you can use LDAP groups to determine group memberships or roles in OTRS.
For more information and examples, see Kernel/Config/Defaults.pm. Here is an exam-
ple for synchronizing from LDAP into OTRS groups.

# Attributes needed for group syncs

# (attribute name for group value key)
$Self->{'AuthSyncModule: :LDAP: :AccessAttr'} = 'memberUid';

# (select the attribute for type of group content UID/DN for full ldap name)
# $Self->{'AuthSyncModule: :LDAP: :UserAttr'} 'UID';

# $Self->{'AuthSyncModule: :LDAP: :UserAttr'} 'DN';

AuthSyncModule: :LDAP: :UserSyncGroupsDefinition
# (If "LDAP" was selected for AuthModule and you want to sync LDAP
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# groups to otrs groups, define the following.)
$Self->{'AuthSyncModule: :LDAP: :UserSyncGroupsDefinition'} = {
# your ldap group
'cn=agent,o=o0trs' => {
# otrs group(s)
‘admin' => {
# permission

rw => 1,
ro => 1,
i
'faq' => {
rw => 0,
ro => 1,
i

},
'cn=agent2,0=0trs' => {
‘users' => {
rw => 1,
ro => 1,
}
)
};

5.3.1.3. HTTPBasicAuth za Wakala

If you want to implement a "single sign on" solution for all your agents, you can use HTTP
basic authentication (for all your systems) and the HTTPBasicAuth module for OTRS (see
Example below).

Example 4.14. Halalisha Wakala kwa kutumia HTTPBasic

# This is an example configuration for an apache ($ENV{REMOTE USER})
# auth. backend. Use it if you want to have a singe login through

# apache http-basic-auth

$Self->{'AuthModule'} = 'Kernel::System::Auth::HTTPBasicAuth';

# Note:
H#
# If you use this module, you should use as fallback

# the following configuration settings if the user is not authorized

# apache ($ENV{REMOTE USER})

$Self->{LoginURL} = 'http://host.example.com/not-authorised-for-otrs.html';
$Self->{LogoutURL} = 'http://host.example.com/thanks-for-using-otrs.html"';

5.3.1.4. Nusukipenyo

The configuration parameters shown in Example below can be used to authenticate
agents against a Radius server.

Example 4.15. Thibitisha mawakala katika mazingira ya nyuma ya
Radius.

# This is example configuration to auth. agents against a radius server
$Self->{'AuthModule'} = 'Kernel::System: :Auth::Radius"';
$Self->{'AuthModule: :Radius::Host'} = 'radiushost';
$Self->{'AuthModule: :Radius::Password'} = 'radiussecret';

5.3.2. Authentication Backends for Customers
5.3.2.1. Hifadhidata (Chaguo-msingi)

The default user authentication backend for customers in OTRS is the OTRS database.
With this backend, all customer data can be edited via the web interface of OTRS (see
Example below).
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Example 4.16. Uthibitisho wa mtumiaji mteja katika mazingira ya
nyuma ya DB

# This is the auth. module against the otrs db
$Self->{'Customer: :AuthModule'} = 'Kernel::System::CustomerAuth::DB";
$Self->{'Customer::AuthModule::DB::Table'} = 'customer user';
$Self->{'Customer: :AuthModule: :DB::CustomerKey'} = 'login';
$Self->{'Customer: :AuthModule: :DB: :CustomerPassword'} = 'pw';
#$Self->{'Customer: :AuthModule: :DB::DSN'} =
"DBI:mysql:database=customerdb;host=customerdbhost";
#$Self->{'Customer::AuthModule: :DB: :User'} = "some user";
#$Self->{'Customer::AuthModule: :DB: :Password'} = "some password";

5.3.2.2. LDAP

If you have an LDAP directory with all your customer data, you can use the LDAP module
to authenticate your customers to OTRS (see Example below). Because this module has
only read-access to the LDAP backend, it is not possible to edit the customer data via the
OTRS web interface.

Example 4.17. Uthibitisho wa mtumiaji mteja katika mazingira ya
nyuma ya LDAP

# This is an example configuration for an LDAP auth. backend.

# (make sure Net::LDAP is installed!)

$Self->{'Customer::AuthModule'} = 'Kernel::System::CustomerAuth::LDAP';
$Self->{'Customer: :AuthModule: :LDAP::Host'} = 'ldap.example.com';
$Self->{'Customer: :AuthModule: :LDAP: :BaseDN'} = 'dc=example,dc=com';
$Self->{'Customer: :AuthModule: :LDAP::UID'} = 'uid';

# Check if the user is allowed to auth in a posixGroup

# (e. g. user needs to be in a group xyz to use otrs)

$Self->{'Customer: :AuthModule: :LDAP: :GroupDN'} =
'cn=otrsallow,ou=posixGroups,dc=example,dc=com';

$Self->{'Customer: :AuthModule: :LDAP: :AccessAttr'} = 'memberUid"';

# for ldap posixGroups objectclass (just uid)

$Self->{'Customer: :AuthModule: :LDAP: :UserAttr'} = 'UID';

# for non ldap posixGroups objectclass (full user dn)

#$Self->{'Customer: :AuthModule: :LDAP: :UserAttr'} = 'DN';

# The following is valid but would only be necessary if the

# anonymous user does NOT have permission to read from the LDAP tree
$Self->{'Customer::AuthModule: :LDAP::SearchUserDN'} = '';
$Self->{'Customer::AuthModule: :LDAP::SearchUserPw'} = '';

# in case you want to add always one filter to each ldap query, use
# this option. e. g. AlwaysFilter => '(mail=*)' or AlwaysFilter => '(objectclass=user)'
$Self->{'Customer::AuthModule: :LDAP: :AlwaysFilter'} = '';

# in case you want to add a suffix to each customer login name, then
# you can use this option. e. g. user just want to use user but

# in your ldap directory exists user@domain.com
#$Self->{'Customer: :AuthModule: :LDAP: :UserSuffix'} = '@domain.com';

# Net::LDAP new params (if needed - for more info see perldoc Net::LDAP)
$Self->{'Customer: :AuthModule: :LDAP: :Params'} = {

port => 389,

timeout => 120,

async => 0,

version => 3,
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5.3.2.3. HTTPBasicAuth for Customers
If you want to implement a "single sign on" solution for all your customer users, you can

use HTTPBasic authentication (for all your systems) and use the HTTPBasicAuth module
with OTRS (no login is needed with OTRS any more). See Example below.

Example 4.18. Uthibitisho wa Mteja kwa kutumia HTTPBasic

# This is an example configuration for an apache ($ENV{REMOTE USER})

# auth. backend. Use it if you want to have a singe login through

# apache http-basic-auth

$Self->{'Customer::AuthModule'} = 'Kernel::System::CustomerAuth::HTTPBasicAuth"';

# Note:

# If you use this module, you should use the following

# config settings as fallback, if user isn't login through

# apache ($ENV{REMOTE_ USER})

$Self->{CustomerPanelLoginURL} = 'http://host.example.com/not-authorised-for-otrs.html';
$Self->{CustomerPanelLogoutURL} = 'http://host.example.com/thanks-for-using-otrs.html";

5.3.2.4. Nusukipenyo

The settings shown in Example below can be used to authenticate your customers against
a Radius server.

Example 4.19. Uthibitisho wa mtumiaji mteja katika mazingira ya
nyuma ya Radius

# This is a example configuration to auth. customer against a radius server
$Self->{'Customer::AuthModule'} = 'Kernel::System::Auth::Radius';
$Self->{'Customer: :AuthModule: :Radius::Host'} = 'radiushost';
$Self->{'Customer: :AuthModule: :Radius: :Password'} = 'radiussecret';

5.4. Customizing the Customer Self-Registra-
tion

Inawezekana kugeuza kukufaa usajili binafsi kwa ajili ya wateja wapya, inafikika kupitia
paneli ya customer.pl. Sehemu mpya za hiari au zinazohitajika, kama nambari ya chumba,
anwani au hali zinaweza kuongezwa.

Mfano ufwatao unaonyesha jinsi unaweza kubainisha sehemu inayohitajika katika hifad-
hidata ya mteja, katika kesi hii hifadhi nambari ya chumba cha mteja.

5.4.1. Customizing the Web Interface

To display the new field for the room number in the customer.pl web interface, the .tt
file responsible for the layout in this interface has to be modified. Edit the Kernel/0ut-
put/HTML/Templates/Standard/CustomerLogin.tt file, adding the new field around
line 130 (see Script below).

[...]
<div class="NewlLine">
<label for="Room">[% Translate("Room{CustomerUser}") | html %]</label>
<input title="[% Translate("Room Number") | html %]" name="Room" type="text"
id="UserRoom" maxlength="50" />
</div>

[ocol
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Hati: Kuonyesha sehemu mpya katika kiolesura cha wavuti.

5.4.2. Customer Mapping

Katika hatua inayofuata, muunganiko wa mteja inabidi upanuliwe na ingizo jipya kutoka
kwenye nambari mpya. Kuhakikisha kwamba mabadiliko hayapotei baada ya usasishaji,
weka mipangilio ya "MtumiajiMteja" kutoka kwenye Kernel/Config/Defaults.pm kwen-
da kwenye Kernel/Config.pm. Sasa badilisha mkusanyiko wa RAMANI na ongeza sehe-
mu mpya ya nambari ya chumba, kama ilivyoonyeshwa kwenye hati chini.

# CustomerUser
# (customer database backend and settings)
$Self->{CustomerUser} = {
Name => 'Database Backend',
Module => 'Kernel::System::CustomerUser::DB',
Params => {
# if you want to use an external database, add the
# required settings
DSN => 'DBI:odbc:yourdsn',
Type => 'mssql', # only for ODBC connections
DSN => 'DBI:mysql:database=customerdb;host=customerdbhost',
User => '',
Password => '',
Table => 'customer user',

HFHEHEHHF

I
# customer unique id

CustomerKey => 'login',
# customer #

CustomerID => 'customer id',

CustomerValid => 'valid id',

CustomerUserListFields => ['first name', 'last name', 'email'l],
# CustomerUserListFields => ['login', 'first name', 'last name', 'customer id', 'email'l],
CustomerUserSearchFields => ['login', 'last name', 'customer id'],
CustomerUserSearchPrefix => '',

CustomerUserSearchSuffix => '*',

CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['email'],
CustomerUserNameFields => ['title', 'first name', 'last name'l],
CustomerUserEmailUniqCheck => 1,

# show not own tickets in customer panel, CompanyTickets
CustomerUserExcludePrimaryCustomerID => 0,

# generate auto logins

AutoLoginCreation => 0,

AutoLoginCreationPrefix => 'auto',

# admin can change customer preferences

AdminSetPreferences => 1,

# cache time to live in sec. - cache database queries
CacheTTL => 0,

# just a read only source

ReadOnly => 1,
Map => [

E R EEREEREEREEEREEEE]

# note: Login, Email and CustomerID needed!
# var, frontend, storage, shown (l=always,2=lite), required, storage-type, http-
link, readonly, http-link-target

[ 'UserTitle', 'Title', "title', 1, 6, 'var', '', 0],
[ 'UserFirstname', 'Firstname', 'first pame', 1, 1, ‘'var', '', 0 1,
[ 'UserLastname', 'Lastname’, 'last_name', 1, 1, 'var', '', 0 1,
[ 'UserLogin', 'Username’, 'login', 1, 1, 'var', '', 01,
[ 'UserPassword', 'Password"’, "pw', 0, 0, 'var', '', 01,
[ 'UserEmail', "Email’, 'email', 1, 1, 'var', '', 0],
[ 'UserCustomerID', 'CustomerID', 'customer id', 0, 1, ‘'var', '', 0 1,
[ 'UserPhone', 'Phone', 'phone’, 1, 0, 'var', '', 01,
[ 'UserFax', 'Fax', 'fax', 1, 6, 'var', '', 0 ],
[ 'UserMobile', 'Mobile', 'mobile’, 1, 6, 'var', '', 0 ],
[ 'UserRoom', 'Room' , 'room', 1, 6, 'var', '', 0],
[ 'UserStreet', 'Street', 'street', 1, 6, 'var', '', 0 ],
[ 'Userzip', 'Zip', 'zip', 1, 0, 'var', '', 01,
[ 'UserCity', 'City’', ‘city', 1, 0, 'var', '', 01,
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[ 'UserCountry', 'Country', 'country', 1, 0, 'var', '', 01,
[ 'UserComment', 'Comment’', 'comments"', 1, 0, 'var', '', 01,
[ 'validID', 'Valid', 'valid id', 0, 1, 'int', '', 0 1],

1,
# default selections
Selections => {
UserTitle => {
‘Mr.' => 'Mr."',
‘Mrs.' => 'Mrs.',
i
I

};

Hati: Kubadilisha miunganiko ya mkusanyiko.

5.4.3. Customizing the customer user Table in the OTRS
DB
Hatua ya mwisho ni kuongeza nambari mpya ya safuwima ya chumba katika jedwali la

mteja_mtumiaji kwenye hifadhidata ya OTRS (ona Kielelezo chini). Katika safuwima hii,
maingizo ya hambari ya chumba yatahifadhiwa.

linux:~# mysql -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 6 to server version: 5.0.18-Debian_7-log

Type 'help;' or '\h' for help. Type '\c' to clear the buffer.

mysql> use otrs;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed

mysql> ALTER TABLE customer user ADD room VARCHAR (200);
Query OK, 3 rows affected (0.01 sec)

Records: 3 Duplicates: @ Warnings: 0

mysql> quit
Bye
linux:~#

Hati: Kuongeza safuwima mpya kwenye jedwali la mteja_mtumiaji.

Now the new field for the room should be displayed in the Customer Information panel if
filled, and in the Customer User administration screens. Also, new customers should have
to insert their room number if they register a new account.

6. Mipangilio ya tiketi
6.1. Hali za Tiketi

6.1.1. Hali zilizofasiliwa kabla

OTRS inakuruhusu kubadilisha hali ya tiketi iliyofafanuliwa tayari na aina zake, au hata
kuongeza mpya. Sifa mbili ni muhimu kwa ajili ya hali: jina la hali na aina ya hali.

Hali chaguo-msingi ya OTRS ni: ‘imefungwa kwa mafanikio', 'imefungwa pasipo
mafanikio', 'unganishwa', 'mpya’, 'wazi', 'inasubiri kufunga otomatiki+', 'inasubiri kufun-
ga otomatiki-', 'inasumbiri kikumbusho' na 'ondolewa’.

6.1.1.1. Mpya

Tiketi huwa katika hali hii kama zimetengenezwa kutoka kwenye barua pepe zinazoingia.
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6.1.1.2. Wazi
Hii ndio chaguo-msingi la hali ya tiketi zilizo chini ya foleni na wakala.
6.1.1.3. Kikumbusho kinachosubiri

Baada ya muda wa kusubiri kuisha, mmiliki wa tiketi atapokea kikumbusho cha barua
pepe kuhusu tiketi. Kama tiketi haijafungwa, kikumbusho kitatumwa kwa mawakala wote
kwenye foleni. Tiketi za ukumbusho zitatumwa tu katika masaa ya biashara, na kurudia
kutumwa kila masaa 24 mpaka hali ya tiketi itakapobadilishwa na wakala. Muda uliotu-
mika na tiketi katika hali hii utajumlishwa kwenye mahesabu ya muda wa kupanda.

6.1.1.4. Funga otomatiki inasubiri-

Tiketi katika hali hii zitasetiwa kuwa "Hazijafungwa Kikamilifu" kama muda wa kusubiri
umeisha. Muda uliotumiwa na tiketi katika hali hii utaongezwa kwenye mahesabu ya mu-
da wa kupanda.

6.1.1.5. Funga otomatiki inasubiri+

Tiketi katika hali hii zitasetiwa kuwa "Zimefungwa Kikamilifu" kama muda wa kusubiri
umeisha. Muda uliotumiwa na tiketi katika hali hii utaongezwa kwenye mahesabu ya mu-
da wa kupanda.

6.1.1.6. Unganishwa
Hii ni hali ya tiketi zilizounganishwa na tiketi nyingine.
6.1.1.7. Removed

This is the state for tickets that have been removed by the customer. Tickets will not really
be deleted, they are just no longer shown as open. In order to enable this state in the
customer interface you need to add the state type "removed" to the sysconfig setting
"Ticket::Frontend::CustomerTicketZoom## #StateType".

6.1.1.8. Imafungwa kwa Mafanikio

Hii ni hali ya mwisho kwa tiketi ambazo zimesuluhishwa kwa mafanikio. Kutegemeana na
usanidi wako, unaweza au usiweze kufungua upya tiketi zilizofungwa.

6.1.1.9. Imefungwa Pasipo Mafanikio

Hii ni hali ya mwisho kwa tiketi ambazo HAZIJASULUHISHWA kwa mafanikio. Kutegemeana
na usanidi wako, unaweza au usiweze kufungua upya tiketi zilizofungwa.

6.1.2. Kugeuza hali kukufaa

Every state has a name (state-name) and a type (state-type). Click on the States link on
the Admin page and press the button "Add state" to create a new state. You can freely
choose the name of a new state. The state types can not be changed via the web inter-
face. The database has to be directly modified if you want to add new types or change
existing names. The default state types should typically not be modified as this can yield
unpredictable results. For instance, escalation calculations and the unlock feature are
based on specific state types.

Jina la hali iliyopo tayari linaweza kubadilishwa, au hali mpya zilizoongezwa kupitia hii
skrini. Kama hali "mpya" imebadilishwa kupitia hiki kiolesura cha tovuti, haya mabadi-
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liko pia lazima yafanyiwe usanidi kupitia faili la usanidi Kernel/Config.pm au kupitia ki-
olesura cha SysConfig. Mipangilio iliyowekwa bayana katika hati chini lazima ibadilishwe
kuhakikisha OTRS inafanya kazi na hali iliyobadilishwa kwa ajili ya "mpya".

[...]

# PostmasterDefaultState

# (The default state of new tickets.) [default: new]
$Self->{PostmasterDefaultState} = 'new';

# CustomerDefaultState

# (default state of new customer tickets)
$Self->{CustomerDefaultState} = 'new';
[...]

Hati: Kubadilisha mipangilio ya Kernel/Config.pm.

Kama aina mpya ya hali inatakiwa kuongezwa, Jedwali la tiketi_hali_aina katika hifadhi-
data ya OTRS inahitaji kubadilishwa na programu ya hifadhidata ya mteja, kama ilivy-
oonyeshwa kwenye hati chini.

linux:~# mysql -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 23 to server version: 5.0.16-Debian 1-log

Type 'help;' or '\h' for help. Type '\c' to clear the buffer.

mysql> use otrs;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed

mysql> insert into ticket state type (name,comments) values ('own','Own
state type');

Query OK, 1 row affected (0.00 sec)

mysql> quit
Bye
linux:~#

Hati: Kurekebisha hifadhidata ya OTRS .

Sasa inawezekana kutumia aina mpya za hali ulizotengeneza. Baada ya hali kuunganish-
wa na hii aina mpya ya hali, usanidi wa OTRS pia unatakiwa kunadilishwa kuhakikisha hali
mpya inatumika. Badilisha machaguo yafuatayo tu kupitia SysConfig:

Frontend::Agent::Ticket::ViewPhoneNew > AgentTicketPhone# ##StateDefault - to de-
fine the default next state for new phone tickets.

Frontend::Agent::Ticket::ViewPhoneNew > AgentTicketPhone###StateType - to define
the available next states for new phone tickets.

Frontend::Agent::Ticket::ViewEmailNew > AgentTicketEmail# # #StateDefault - to define
the default next state for new email tickets.

Frontend::Agent::Ticket::ViewEmailNew > AgentTicketEmail###StateType - to define
the available next states for new email tickets.

Frontend::Agent::Ticket::ViewPhoneOutbound > AgentTicketPhoneOutbound## #State -
to define the default next state for new phone articles.

Frontend::Agent::Ticket::ViewPhoneOutbound > AgentTicketPhoneOutbound# # #State-
Type - to define the available next states for new phone articles.
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Frontend::Agent::Ticket::ViewMove > AgentTicketMove###State - to define the default
next state for moving a ticket.

Frontend::Agent::Ticket::ViewMove > AgentTicketMove###StateType - to define the
available next states for moving a ticket.

Frontend::Agent::Ticket::ViewBounce > StateDefault - to define the default next state
after bouncing a ticket.

Frontend::Agent::Ticket::ViewBounce > StateType - to define the available next states
in the bounce screen.

Frontend::Agent::Ticket::ViewBulk > StateDefault - to define the default next state in a
bulk action.

Frontend::Agent::Ticket::ViewBulk > StateType - to define the available next states in
the bulk action screen.

Frontend::Agent::Ticket::ViewClose > StateDefault - to define the default next state after
closing a ticket.

Frontend::Agent::Ticket::ViewClose > StateType - to define the a