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CHAPTER 1

=

AT MRS B ER] o XL EATHIA T OTRS B 1 2B MR
BT T 2R S (K LT L P ST o ARG B G 50 LA 55 R B (120 88

Fﬁﬁ@%’]ﬁﬁ/‘}%@%%ﬁ% username> command-to-execute . username( )ﬂF"% )%%%Eﬁﬁﬂ%?ﬂ
T L A I EAE RGPk o WRE 4 LA root> JF3k, MIAZILLEA root BRI 7 B3 AT & i
Ao AT LL otrs> Hk, WAL OTRS QLM H - $uAT a2 -

3

e Zillar 2 I SR 2] shell B, ANEIER usernames> #4573, HNRES HA4 .

FAMESE OTRS K 2heH] /opt /otrs o WIRZEK OTRS “ehe BT Haxk» WA i 4 1) i 42 81
QIR A I H SR TS5 3ERE

root> 1n -s /path/to/otrs /opt/otrs
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CHAPTER 2

BEEPE R AT 5K

OTRS 1 DL 223645 Linux LAl Unix IR 2 RAS 1] 41 OpenBSD ik FreeBSD ) I, JoikfE Microsoft
Windows Fiz1T OTRS .

EHaAT OTRS, ik ZAEH] Web Hi 55 341 4 e 1) AQBE MRS e Ak 55 4% - BRIk 281 18N i%AE OTRS 157
BL L2225 Perl /a2 — L4141 K] Perl KLk .

Perl 755 OTRS AL — G blds I o Ko e J5 i Al Web il 55 i il AASHb 2288, ) DL2z R4 oAt 4L
ko

XTT Perl s f0ks 5 BB AL . W LU ] Perl shell Al CPAN 222, ] LI i B4 R 40 (1 A0 2
( rpm . yast . apt-get )z %% .

OTRS A7 — M & iy A A A BB (R

otrs> /opt/otrs/bin/otrs.CheckEnvironment.pl

RS, E] —-11st IEIUSATIAS, WW] DERBCA BT ERAE R LR A RN ar & o

otrs> /opt/otrs/bin/otrs.CheckEnvironment.pl —--list

U RELRE T AT W EE A PR SRS A AN (K H R o 2R M A AR A S

Checking for Perl Modules:

O Archive : iTar . v e ettt teeeeneenen. ok (v2.24)

O Archive::Zip. .ot eeeeeenn. ok (v1.63)

o Crypt::Eksblowfish: :Bcrypt....... ok (v0.009)

O Crypt::SSLeay. v v et ineennennnns ok (v0.73_06)

O CryptX . ittt i ittt ieieeee e ok (v0.061)

o Date::Format......coviiiieeenn. ok (v2.24)

O DateTdime. . v ittt ittt et e i eeeenn ok (v1.50)

[ T . = 3 ok (v1.641)

O DBD::mySl. cv ittt inieeenennns ok (v4.0406)

O DBD::ODBC. .ttt ittt ittt e eannn Not installed! Use: 'apt-get install -y,
—~libdbd-odbc-perl' (optional - Required to connect to a MS-SQL database.)

(M ITgREE)
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'cpan DBD::Oracle'y

"apt—-get install -y,

O DBD::0racle. ..o eeieeenennnnn Not installed! Use:
— (optional - Required to connect to a Oracle database.)
O DBD: Pttt ittt ettt Not installed! Use:
—~libdbd-pg-perl' (optional - Required to connect to a PostgreSQL database.)
o Digest::SHA. .. ...ttt ennn. ok (v5.96)
o Encode::HanExtra................ ok (v0.23)
[ T 1V ok (v4.22)
O IO0::S0cket::SSL. ittt it ieeennn ok (v2.060)
O JSON::XS . ittt ittt it eieeanns ok (v3.04)
O List::Util::XS.....iiieenn.. ok (v1.46_02)
O LWP::UserAgent......ccuvvveeeenenn. ok (v6.35)
o Mail::IMAPClient......uueueueunen.. ok (v3.39)
O Authen::SASL. ..t ittt i eennn. ok (v2.16)
o Authen::NTLM.........vvtun... ok (v1.09)
O MOOSE . ittt ittt ettt e eeeneeeeenas ok (v2.2011)
O Net::DNS. ... ittt tiitann ok (v1.17)
O Net:t tLDAP . i ittt ettt et ettt eeeennn ok (v0.65)
o Search::Elasticsearch........... ok (v6.00)
O SPECIO0 . ettt it ettt ettt ok (v0.42)
O Specio::Subs.......iiiiiiiia.. ok (v0.42)
o Template. ...t eenn. ok (v2.27)
o Template::Stash::XS............. ok (undef)
O Text::CSV XS . i ittt it et eeeennn ok (v1.306)
O Time::HiRES. .ttt ittt iieennn ok (v1.9741)
O XML::LibXML. . oottt ieieneennn. ok (v2.0132)
O XML::LibXSLT ..ottt iieieeeennn. ok (v1.96)
O XML::ParSer . i e e et eeeeneeeeenns ok (v2.44)
O YAML: tX S e i et ettt e e ettt ok (v0.74)
Checking for External Programs
O GNUPG. . ittt ittt i ettt e eeieee e ok (v2.2.8)
O NPM e o v et e et oaeeeoe s oanenesssenaes ok (v5.8.0)
O Node.Js . it i it iiiiiee.. ok (v8.11.4)
O OPENSSLt it ittt et e e ok (vl1.1.1/0OpenSSL)

2.1 W2k

PSR A T OTRS HAE I O « OTRS W] -4k Ab B oK T sl R AR B 7 5K T o A7l 22

SRIE R TR AT AR R
FAHEREAL T 1 B v L

64GB N 1§
2x1 TB NVMe SSD( #1} RAID 1 )

TIEM K

AMD %i ¢ 7 3700X Octa #%.02%[F 2% Bl i) CPU

Chapter 2. filiffFIR {2k
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2.2 WAFESR

Perl

Perl 5.16.0 B 5 &l A
PBH & 44 /opt/otrs/bin/otrs.CheckEnvironment .pl %) Perl £

Web /il 55 #%

Kot ¢

Apache2
nginx
AT LU B ) ACBE AT 4] FoAths Web g5 4%

MySQL 5.0 55 & A
MariaDB

PostgreSQL 9.2 5 5 il A
Oraclr 10g B 5 = A

M OTRS 9 will not support Oracle as application database anymore.

FE A

BT &

Elasticsearch from version 6.x to 7.x (higher versions are not supported)
Elasticsearch #tk “analysis-icu” 1 “ingest-attachment”

Search::Elasticsearch and Search::Elasticsearch::Client::6_0 (must have
equal Perl package versions)

Node.js 8.9 =k i =i il A

Apple Safari 7 o5 & A

Google Chrome

Microsoft Internet Explorer 11

Microsoft Edge

Mozilla Firefox 32 ki & fig A

HAth % ¥ JavaScript FITATEAL Web 3] 525

M OTRS 9 AL IE JIMAS .

2.2, HAFESR 7
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CHAPTER 3

AFEHE T OTRS HRAHEZL Y R MIEA R E.

ERBEAE I PEAD POk 22k OTRS BIURMIRST 85 » AR5 Rt n] LU T (1 WEB Jit K8 Sk B AR 48

T

3.1 45 : Z2H SELinux

M WERARIARZEN T SELinux, fR#FHZAEME, & OTRS JikiEH TAF o

N 2 w7 RHEL/CentOS/Fedora 4144 ] SELinux o
1. ZEAF /etc/selinux/config PHELE SELINUX=disabled:

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=disabled

# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,
# mls — Multi Level Security protection.
SELINUXTYPE=targeted

2. BIHAS . EREiA@4 getenforce IX[N4 Disabled :

root> getenforce
Disabled
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3.2 510 MR N R

RO LA 3 otrs-x.y.z.tar.gz Bl otrs-x.y.z.tar.bz2  BIHEARC G, i tar LT H S
/opt s HAVE—NFF5EEH: /opt/otrs, M /opt/otrs-x.y.z « NERICHIMRAT !

T BRI T, RGP R LR bzip2 B . MIRAEMIE otrs-x.y.z.tar.bz2 Z A% T
bzip2 .

otrs—x.y.z.tar.gzEmﬁﬁﬁ§%4>=

root> tar -xzf otrs-x.y.z.tar.gz -C /opt

otrs-x.y.z.tar.bz2 FIfEEm4 :

root> tar -xjf otrs-x.y.z.tar.bz2 -C /opt

BN /opt/otrs MFFSHEE, CIRAIR ORI OTRS A o (I 5 8ERE ] LUASAA 2
OTRS B> R mT LOR B SG ATARCAS ) H o> U EE A5 B« W R A BB DR » cml Ry S B Re i)
Fl b Jit H S BIAT

BT i LA IR 0%

root> 1ln —-fns /opt/otrs-x.y.z /opt/otrs

3.3 5 20 R EFFH Perl £tk

A8 I LT BAS T A2 BT C 22 R AL 75 7] CPAN R K L A AR AT R B

root> perl /opt/otrs/bin/otrs.CheckEnvironment.pl
Checking for Perl Modules:

O Archive: iTarl e v e ettt it teneennn. ok (v1.90)
O Archive::Zip. . et i eeeeeenn. ok (v1.37)
o Crypt::Eksblowfish: :Bcrypt....... ok (v0.009)

TEffE: WHER : OTRS W8 AR LAER 22388 T Py R OB Perl o JX S B A 7 A R A 25
FEREE RS EC i RHEL D BROABCA 21X S8R Ok, IRAT RERT 23— perl-core BT «

LEL R T AT B R BT, w] AfEEH] CPAN B Linux RAT IR A AL PSS .
PAT By 4 AR T2 B/ (R ORI (14 223 i 4>

root> /opt/otrs/bin/otrs.CheckEnvironment.pl —--list

OTRS requires a supported stable version of Node.js to be installed. Please refer to the Node.js installation
instructions.

10 Chapter 3. %3¢
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3.4 55 3.0 (/g OTRS J{])*

Jy OTRS Gt—AL HIH A4

root> useradd -r -U -d /opt/otrs —-c 'OTRS user' otrs —-s /bin/bash

3.5 I 4 7 BURERACE AT

OTRS 7f SOTRS_HOME/Kernel/Config.pm.dist H HF T —ANECE SO o 1855 208 & & 4 ANy . dist
TR I ST AR e

root> cp /opt/otrs/Kernel/Config.pm.dist /opt/otrs/Kernel/Config.pm

3.6 %5 5 : fit'h Apache Web Jii 45 %%

OTRS 5 — A& Web g4, 75 Apache C SiAT A7 Foth 5 o) AR 2 Al 25 4% O Ji T FAE S 1 AR 3 o IE #fjia
1775 %1% Apache #bh ;

* mod_headers
* mod_proxy
* mod_proxy_http

* mod_proxy_wstunnel

EREE 2 45 (11 Debian A1 SUSE ) |, T84 P Sefsi b .

root> a2enmod headers

root> aZenmod proxy

root> aZenmod proxy_http
root> aZ2enmod proxy_wstunnel

JLF P11 Apache 232 # & —A conf.d H3k o 7F Linux R4 L, IR H AT LLFE /etc/apache B
/etc/apache2 F#FIIXAHE o P root G435 5%, Vl#hE] conf.d Hk, JF7E Apache it & H i —
/N3] /opt/otrs/scripts/apache2-httpd.include.conf %N zzz_otrs.conf HIHEER ( LA
PR A HoA AL & 2 5 4k OTRS FLE s

# Debian/Ubuntu:
root> 1n -s /opt/otrs/scripts/apache2-httpd.include.conf /etc/apache2/sites-
—enabled/zzz_otrs.conf

BLAE 5T LU ) Web R4 28 LD HT UMD T B0 o 26 K2 RURSE b T LU B 4 AT st 3
1

root> systemctl restart apache2.service

3.7 5 6 20« WE IR

THHAT AT i OTRS BEE SO H AR o B0 22 1 AT R (1 2236 P i PR LA A Y A2 B

3.4. 30 @g OTRS Jii/” 1
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root> /opt/otrs/bin/otrs.SetPermissions.pl

3.8 % 70 AR

AT OTRS fEIEFALI i BT B R 2D SR B 7
o QAT A R P AR
o QUEHR ST
* FAYILES -
s 7F Kernel/Config.pm O B R .

H: TR, OTRS T B EF IS N ut £8 .

3.8.1 MySQL = MariaDB

DAKSHe P B B 5 43 6 % MySQIL 4%l

root> mysqgl —-uroot -p

Al e

mysqgl> CREATE DATABASE otrs CHARACTER SET utf8;

MySQL 8 75 Zhr ik &t FEH A2, RN ER A caching_sha2_password REgH T4 &R . &£
MySQL 8 g — AN EH P

mysgl> CREATE USER 'otrs'@'localhost' IDENTIFIED WITH mysgl_native_password,
—BY 'choose-your—-password';

£ MySQL 8 Z Hir il As st — Nl A L

mysgl> CREATE USER 'otrs'@'localhost' IDENTIFIED BY 'choose-your—-password';

K P BLBR e 2 9 a0 12«

mysgl> GRANT ALL PRIVILEGES ON otrs.* TO 'otrs'@'localhost';
mysqgl> FLUSH PRIVILEGES;
mysgl> quit

7 shell FIaAT LR fir & LLGIE S 12 45 44 I 4l AN E5cdi «

root> mysgl —-uroot —-p otrs < /opt/otrs/scripts/database/otrs—-schema.mysqgl.sqgl
root> mysgl —uroot -p otrs < /opt/otrs/scripts/database/otrs—-initial_insert.
—mysgl.sqgl

root> mysgl —-uroot -p otrs < /opt/otrs/scripts/database/otrs—-schema-post.
—mysgl.sqgl

{E Kernel/Config. pm HHCE Eois FEix & -

12 Chapter 3. %3¢
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SSelf->{DatabaseHost} = '127.0.0.1"';

SSelf->{Database} = 'otrs';

SSelf->{DatabaseUser} = 'otrs';

SSelf->{DatabasePw} = 'choose-your—-password';

SSelf->{DatabaseDSN} = "DBI:mysqgl:database=$Self->{Database};host=$Self->

—{DatabaseHost};";

Hff X MySQL, Ui HLLFRCE R E o IHE X /Jete/my.enf I [mysqgld] #B4 SR
1T

max_allowed_packet = 64M
query_cache_size = 32M
innodb_log_file_size = 256M

3.8.2 PostgreSQL

Ef#:  We assume, that OTRS and PostgreSQL server run on the same machine and PostgreSQL uses
Peer authentication method. For more information see the Client Authentication section in the PostgreSQL
manual.

P3| postgres HJ7:

root> su - postgres

NIRRT

postgres> createuser otrs

A

postgres> createdb --encoding=UTF8 --owner=otrs otrs

1t shell FIzAT LLE dir & LB S P 45 44 JF 3l A B8

otrs> psgl < /opt/otrs/scripts/database/otrs—-schema.postgresqgl.sqgl
otrs> psgl < /opt/otrs/scripts/database/otrs—-initial_insert.postgresgl.sqgl
otrs> psqgl < /opt/otrs/scripts/database/otrs-schema-post.postgresgl.sqgl

{F Kernel/Config. pm " Ac & Ed % E -

SSelf->{DatabaseHost} = '127.0.0.1"';

SSelf->{Database} = 'otrs';

SSelf->{DatabaseUser} = 'otrs';

SSelf->{DatabasePw} = 'choose-your-password';

SSelf->{DatabaseDSN} = "DRI:Pg:dbname=S5Self->{Database};host=$Self->

—{DatabaseHost};";

3.8. 57 ARER 13
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3.8.3 s B A

PO UF RO THIBAT UL T A

otrs> /opt/otrs/bin/otrs.Console.pl Maint::Database: :Check

Trying to connect to database 'DBI:Pg:dbname=otrs;host=localhost' with user
—'otrs'...

Connection successful.

IERPCE R Jq » WA L R @ WIR R AL -

otrs> /opt/otrs/bin/otrs.Console.pl Maint::Config: :Rebuild
Rebuilding the system configuration...
Done.

. T8, T A s L AR S U B A P root@localhost [BRINEAY

otrs> /opt/otrs/bin/otrs.Console.pl Admin: :User::SetPassword root@localhost
Generated password 'rtB98S55kuc9’.
Successfully set password for user 'root@localhost'.

St T L PR 8 L B

otrs> /opt/otrs/bin/otrs.Console.pl Admin::User::SetPassword root@localhost,,
—your—own-password
Successfully set password for user 'root@localhost'

3.9 i 8 ;b : ¥'H Elasticsearch &

OTRS requires an active cluster of Elasticsearch. The easiest way is to setup Elasticsearch on the same
host as OTRS and binding it to its default port. With that, no further configuration in OTRS is needed. For
more information read the Set up Elasticsearch chapter in the official documentation.

Z
Please refer to the fili{- /144 /£ %>k chapter for the supported versions.
Ak, OTRS 75 ZL4E Elasticsearch 12235 LR it «

root> /usr/share/elasticsearch/bin/elasticsearch-plugin install —--batch,
—ingest—-attachment

root> /usr/share/elasticsearch/bin/elasticsearch-plugin install --batch.,
—analysis—icu

VEfR: 2 JEEH 5 5) Elasticsearch, &N B @S] .

FLuGIF Elasticsearch 223, wfLMFRILL R4 .

otrs> /opt/otrs/bin/otrs.Console.pl Maint::DocumentSearch: :Check
Trying to connect to cluster...
Connection successful.

14 Chapter 3. %3¢
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3.10 % 9 ¥ : J535) OTRS ~;4 M Web Jili55 45

B OTRS ~p 4k L 5T 4L B OTRS i (AL AT S A0 M B2 AT 55 - N B OTRS Web il 5% i 3E 742 4b B A
Apache ZAC) Web 153K o IXPIABEREAZIL otrs I HBN -

otrs> /opt/otrs/bin/otrs.Daemon.pl start
otrs> /opt/otrs/bin/otrs.WebServer.pl

311 10 L HIEx
BAEAR AT LU http:/localhost/otrs/index.pl B R4 T » M/ root@localhost MIZ AiA KI5

CIE D
ff /1 http://localhost 5 M 4NN T 51T

3.12 % 11 20 : & Systemd CfF

OTRS Iyl T systemd /_BIRCESCH:, AT THER1E R SEH 805 A 8IJA 8 OTRS <P HERE AT Web filk5545

root> cd /opt/otrs/scripts/systemd
root> for UNIT in *.service; do cp —-vf SUNIT /usr/lib/systemd/system/;.,
—systemctl enable SUNIT; done

WEADE, BT RENFEARE

3.13 £ 12 4. %% Bash Hzhh4(C 7k )

P15 M OTRS iy AT AR AR OTRS #4i & A Mik4T - X4 bash shell $&ft T Azh#beIhfe, X
P A ) A AR AT N 5

T LLE 22350 bash-completion RIS bash Ba#h4 . B BaM N otrs W /opt/
otrs/.bash_completion XA} .

B R B shell J5, BAFEANMNAS, RiGEN TAB, Rl 3 A n] a4 -

otrs> /opt/otrs/bin/otrs.Console.pl

RSN AT A LA FAT . 4% TAB SR o T A ILRCH i o BEASERE@ )5 1% TAB Jafg s il
REFILE AN S KL .

A WAEB R E, PLLEIEAE ~/ . bashre SCAFTRRINLL FATRPUTIX M4 .

source /opt/otrs/.bash_completion

3.10. % 920 : iz OTRS <F4 M Web JIk 55 % 15



http://localhost/otrs/index.pl
http://localhost
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3.14 13 H—FHEH

PATER B 13 OTRS ThReiLAl 5 .

16 Chapter 3. %3¢



CHAPTER 4

B

VEME: R AVEAE — AL A L S A T TR

M OTRS 7 1) FIIRCA BT 4 mT L MAEART R 58 BT RRCAS TR B R AR T O RRCAS
M OTRS 6 Hr K] LI OTRS 6 KL #h T 25 A BB £ OTRS 7 S (K1 w] AN T 2 A

M OTRS 5 sl 5 FLARA T B IRANHEM OTRS 5 sl 8 FLRCAS ELEZ BB 2] OTRS 7 o i Z5UK O T3 R] K
BEIRABEAT 56 4 HOFT o B, WERARAN OTRS 4 JT4h, Wi 5520 5¢ #4508 8] OTRS 5, 4R Ja BT 2
OTRS 6 fHJri i £l OTRS 7 »

Z:

AREB U] THS LU OTRS 4 21 53 T -

4.1 F 10 AF1IEr A RS A OTRS syt e

TR AETIZ AT A 95 5 CRON i RIME S5 AL - Ui OTRS , IXE gk TR K Ik 55 i B AN OTRS ik
x o

root> systemctl stop postfix
root> systemctl stop apache?2

WA OTRS 6 #EATH RSB, MFZ1EIH R OTRS cron {155 Fsy 4 ERE C $ 0L O

otrs> /opt/otrs/bin/Cron.sh stop
otrs> /opt/otrs/bin/otrs.Daemon.pl stop

WURAE OTRS 7 hgiAT b 1 4 508 C AE BN 1) systemd S0 ), 15383 systemd 15 1F: OTRS JIk%5 :

root> systemctl stop otrs—-daemon
root> systemctl stop otrs-webserver

17
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4.2 55 20 A AR

U B SR H )£
* Kernel/Config.pm
* Kernel/WebApp.conf ( {XfE OTRS 7 [4h I ol SR E S~ » JF HAE AR ot
* var/*

o HIRIEATHEE

W WERWA RN RSy IS ATAREL o fEHI 0 A

4.3 5 3 b AR

Eff: OTRS 7 AF4EMt RPM {2, F£+ RPM M35 FHELHEEE K RPM 8 ( XASMERETRE ), A&
S A P S22

AL RE otrs-x.y.z.tar.gz Bl otrs-x.y.z.tar.bz2  BIEARSC B, i tar LT HF
Jopt H FOBE—NF5EER: /opt/otrs, $RI /opt/otrs-x.y.z o NEKICHEHIRAS |

Tl BRSO T, RGP R 2R bzip2 B . MIRIEMIE otrs-x.y.z. tar.bz2 XA %% T
bzip2 .

otrs-x.y.z.tar.gz K Em2 :

root> tar -xzf otrs-x.y.z.tar.gz -C /opt

otrs-x.y.z.tar.bz2 HfREm4S :

root> tar -xJjf otrs-x.y.z.tar.bz2 -C /opt

HWEIE NN /opt /otrs MIFFSHERE, "EIMEIRIECHT OTRS A o Al AT E#E T LU FA A 2
OTRS HU» K mr LOR B G AT ARCAC ) H o, Ut B SO 5 B o G R B2 PR BT » o lml 35 5 R 1Y
H AR J5t H =Bl

AT B 4 LB AT S5 X -

root> 1n —-fns /opt/otrs-x.y.z /opt/otrs

4.3.1 KA R AC & SCF

* Kernel/Config.pm
* Kernel/WebApp.conf ( fX{E OTRS 7 4N T Gl RGBT » IF HAUE SCAF B 0 D

18 Chapter 4. T}
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4.3.2 A1

RGOS OTRS He & A M RAG R AG R SR, W0 article HKE R /opt /otrs/var/ B
AN ETTEERH® .

4.3.3 R O AMBAGT

s e B EOAG TG BB, WA A0 A 548 * . installed MEEiHE B XML STk 2|
/opt/otrs/var/stats o

root> cd OTRS-BACKUP/var/stats
root> cp *.installed /opt/otrs/var/stats

4.3.4 W E SRR

AT AT A OTRS BCE SO H AR o 0K 2 1A AR 10 22 36 P 5 PR A R P 2L B

root> /opt/otrs/bin/otrs.SetPermissions.pl

4.3.5 ZH TR Perl itk
B SRS 200 IS IR Perl Kb 384y » R AR T T A AN KT .t Perl
YRl Node.js -

In addition to that, OTRS 7 also requires an active cluster of Elasticsearch. Please refer to the fifi {- fll
7k and the %% 8 /U« 1'% Elasticsearch £ section in the installation guide.

4.4 % 4 0 isATIE B

IR AR XK R GEHATVF AL A, IR IR SC o 2 e D ¥ Perl BEHRAE (158 180 C 4 R Rt 46 75 O A5
Be Do RFTA BT KPAT B EITR LB o A AN T SO, M IEAT A

IBATIRANIER A

otrs> /opt/otrs/scripts/DBUpdate-to-7.pl

T WURMATCE IR A, WA BRI PO o 77T RE o A A bR e 2 R Kl

IR AL K& ACL ARG LB W B 7 IEA « R ARG R B W E R, AR A b il i T e (e
PR HATIEFORBE R E NP o WARWA DA AT, el AE R E « WK
WO KRBT )G Tal R i e

WARAFAERLI ACL, Rguktik Az Eel], JF AR mEH AT IR  ARFENELE, §SHT3)
B —5

N

|
N
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4.5 o 50 B LM

Hf#: OTRS 6 M5 OTRS 7 s, WAATH T

PRAT U] T 0 i 2ok SR T 22 e R A o 30 T A SR A7 PEAR B I R AP 6 o SR I ]
LIGE ok B e B OB H A AL O X752 OTRS ~P 9 b FEAEIZAT Do

otrs> /opt/otrs/bin/otrs.Console.pl Admin::Package: :UpgradeAll

4.6 % 6 0 HEk5

OTRS 7 W — A HCKN'E Web 5545, (& Apache Jo i FE I A ACEE O sRAT (] Hoe e AR EL IR 45 2% Do
T M OTRS 6 B RATE H , Wi /opt/otrs/scripts/apache2-httpd.include.conf H1H)
HRRATE B Apache AL » 19 E OB WA UL AR BEEE -

WETERE, BAAETEE “mod_perl” Hith, HBI{EFEH Y Apache Fibk
* mod_headers
* mod_proxy
* mod_proxy_http

* mod_proxy_wstunnel

ZJa s TLURBIRSS o IXBUR T ERIRGSHCE » X2l

root> systemctl start postfix
root> systemctl start apache2

M OTRS ~pdat i 2 IEMi#AT OTRS Prabdi i), Bkl i iBf: o L~ D e e .

4.7 £ 7 0. 55 OTRS “FH A Web R4 7%

OTRS ;L 15T AL BE OTRS AR 5B MIH R AT S5 « WE ) OTRS Web g5 s BEF2 4L B Apache
AL Web 15K .

OTRS M+l T systemd /RBIBCE SCHF» AT ERAERSUR 8l )n B 3IJE 3 OTRS <4 EFEAT Web k5545 -

root> cd /opt/otrs/scripts/systemd

root> for UNIT in *.service; do cp —-vf SUNIT /usr/lib/systemd/system/; .
—systemctl enable SUNIT; done

root> systemctl start otrs-daemon

root> systemctl start otrs-webserver

PR LR BIRGE T -
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4.8 % 8 b . TINiTRAT45 I i

i KA OTRS 6 HKARCA BB A Z D 3R .

1T IF 0% )7 FEIm B R AN AR AR DR B % i 22 T3 BRI 28 ACL o Wi R X Ar s 00 » JERS A S

R
o o

S5 ACL 25 4E ActionC BAE D BCE G AR % /7 St bf %K) ACL o XM Action( #
PE DN ZHARRN) Endpoint C Sl D B o B S — AN AT REMILGTE .

#HAE Ui 1

CustomerTicketPrin®f & ( hEeHLK )

CustomerTicketZognExternalFrontend: :TicketDetailView
CustomerTicketPraodestsernalFrontend: :ProcessTicketCreate ay,
ExternalFrontend: :ProcessTicketNextStep
CustomerTicketMegskhxeernalFrontend: : TicketCreate

4.8.1 Updating Elasticsearch

Elasticsearch 7.x changed some configuration settings and behaviors. A full list of changes from Elastic-
search 6.x to 7.x can be reviewed in the Elasticsearch Reference.

One of those options is explicitly interesting for OTRS, which is the maximum amount of open scroll contexts,
that had a value of 1000 until the latest version of Elasticsearch 6.x and was reduced to 500 in Elasticsearch
7.X.

In normal situations, this value should not be reached, but we recommend to set this value back to 1000
with the following option, that has to be added to the configuration file elasticsearch.yml:

search.max_open_scroll_context: 1000

4.8. 8 : FTBATLSRIE K 21
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CHAPTER D

NES =1
MR
OTRS HAT & HIE S I EIIA o AF ] —h ST T A DURIBCE 245 L .
5.1 %
T EEVESD, otrs N WHEA Hix Hx BB ARIR
otrs> /opt/otrs/scripts/backup.pl -h
JAS By i LR 2R
Backup an OTRS system.
Usage:

backup.pl -d /data_backup_dir [-c gzipl|bzip2] [-r DAYS] [-t.
—~fullbackup|nofullbackup|dbonly]
Options:

-d — Directory where the backup files should place to.

[—c] — Select the compression method (gziplbzip2) ..
—Default: gzip.

[-r DAYS] — Remove backups which are more than DAYS days old.
[-t] — Specify which data will be savedy

— (fullbackup|nofullbackup|dbonly). Default: fullbackup.

[-h] — Display help for this command.
Help:

Using -t fullbackup saves the database and the whole OTRS home directory.
< (except /var/tmp and cache directories).

(M ITREE)
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(£ E0)

Using -t nofullbackup saves only the database, /Kernel/Config* and /var,

—directories.
With -t dbonly only the database will be saved.

Output:

Config.tar.gz - Backup of /Kernel/Config* configuration files.
Application.tar.gz - Backup of application file system (in case of full,
—backup) .

VarDir.tar.gz - Backup of /var directory (in case of no full,
—backup) .

DataDir.tar.gz — Backup of article files.

DatabaseBackup.sgl.gz - Database dump.

5.2 K&

otrs> /opt/otrs/scripts/restore.pl —-h

PARNIIE I HEERE R

Restore an OTRS system from backup.

Usage:
restore.pl -b /data_backup/<TIME>/ —-d /opt/otrs/

Options:
-b — Directory of the backup files.
-d — Target OTRS home directory.
[-h] — Display help for this command.
24 Chapter 5. %3 F1kE




CHAPTER O

(RGNS

NHE T OTRS e PE RESE s BRI L, ARRCE « Zifd - WA AE .

6.1 [ HRZRog| it

A LLTE RGHL B X E Ticket::IndexModule W E THLREGIBHL o T HEAFIRL B R 51 P8 A )5 i B

.

Kernel: :System: :Ticket: : IndexAccelerator: :RuntimeDB X &BRIAEDI, JK N TR Hp R
A RAFAN BRI o 67T 6 JTAMEEE T2 [T RGNS IR B MR g )

Kernel: :System: :Ticket: : IndexAccelerator: :StaticDB X% il 80,000 /™ AbH v () 1. Hu
I AR AR AN e K OB o & — IO ticket_index &, HIFET TS 1 %8
BT o ARV i B e A8 T 2 i & A a5 -

‘otrs> /opt/otrs/bin/otrs.Console.pl Maint::Ticket::QueueIndexRebuild

6.2 T HHRET

OTRS i R R KR 2R 2R 5 65 2K B AN ) A U (045 A o ) 3 Bl AT ST R
XA & E AT AR R 5 -

otrs> /opt/otrs/bin/otrs.Console.pl Maint::Ticket::FulltextIndex —-rebuild

M S SRS EE S G 1) OTRS SFRERRAE 53T o BUARWINIASIN 21 28 G #9651 e bm iy Sz BT
BATRG] S LRG| TREAE L BlE AT

AL I ] TR R R -
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Ticket: :SearchIndex::

: :IndexArchivedTickets & X /AR THEBTUSEHRETP C BRIAEN
AR Do INAER A TR KBRS FARFFE/NMIRG] o WRIXANEDGH T » 2R ReH
RENHARG T,

Ticket: :SearchIndex: :Attribute & R5|HFHEAKE .

Ticket::Searchindex::Attribute

WordCountiMax 1000 Bas text index settings. Execute
bin/ IR

WordlLengthhMax 30 Mair FulltestindexRebuild” in
rde

WordLengthMin 3

Tto generate a new index.

Kl 1: Ticket::SearchIndex: :Attribute WE

e 3247 LT S BUERGHT R 5| -

otrs> /opt/otrs/bin/otrs.Console.pl Maint::Ticket::FulltextIndexRebuild

WordCountMax & S DU R 51 1 K74 . B, A IESCRTHT 1000 A il £ il 7245 1%
REIH .

WordLengthMin fll WordLengthMax M EFK LA o HA BAAIXWAME 2 A1 B 510 4 2 A7 i
R RR TP .

Ticket::SearchIndex: :Filters & R IENRIEXLIERS, HTMBRE S CA o

Ticket::Searchindex::Filters

[AEAA AR MUHSA ] Fulltext index regex fitters to remove
parts of the text.
A8

AW +S

2: Ticket::SearchIndex::Filters WH
FEXT =AERNLBE S -
o B IERASRERRI TR W &< ? T LS [1()+ 80 =
o HARIDERRF B LUR TR L — TR e A R A -
© BRSBTS a-z, A-Z,0-9, _
Ticket: :SearchIndex: :StopWords 2 &5 |HIifF1lin, XL NIRRT TR .
A2 T T B s bR o G R RS I i A 114

Z
TR 8 5 ANE RGNS W B T, o AR N 2 il e DUB e AT TS N 2 e 2

* Ticket::SearchIndex: :StopWords###Custom
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Ticket::Searchindex: StopWords#iEen

a Engilish stop words for fulltext index.
These words will be removed from

about the search index.

above

after

again

against

all

am

P 3: Ticket::SearchIndex: :StopWords###en W E

6.3 R

OTRS uses Elasticsearch for its document search functionality. For a good introduction into the concepts,
installation and usage of Elasticsearch, please follow the Getting started with Elasticsearch chapter in the
official documentation.

6.3.1 i K/
Elasticsearch /& Hl Java 45 (1), PRUHAT DAAEAR AT AEHE TS A0 116 Java READMLC JVM ) HhizdT o« JVM A TR
i heapC Mt D I)—#B53 WNAF» HOR/NATDLAERC & SO/ vm. options HACHE o
HEFe /N KIC B BN E 0 1 GBy af DU PR S I A T8 2
« Xmslg: HEH/MIEN 1GB .
s xmxlg: R AKMEN 1GB .

WA xms PR T xmx W VM ORELE I 4 7 PR IR A8 A PR AR R s ELRE B xmx (AH o IXHEI
RN S BIUIR S5 BT LR E S8R KT RERRIY R B T I SR IR BRI S Bk o DRI S BOREATT 8
B -

i WAGE N T EORHER N s WAHSC URRER Y R ORHS R AR, LT RES R AIZ RS

BB I e KBS > Elasticsearch A DUE N A Z » IX B 25190 JVM 58 By JRORCEE wT RE IR 45 o DA
I, J#UCh Xmx BCE NG TP A AE 50% A .

For more information and good rules of thumb about the heap size, please follow the Setting the heap size
chapter in the official documentation.

6.3.2 {4/

PENR Sz 4T WI1R] » Elasticsearch 24 25 il HREAL 25 0] > PR b R 8 A 5K B 2 B o B g AHOCRE SR A, B
oy B A B e S A o XTI AT A R R T DIAERCE A elasticsearch.
yml FRLE o B E AN, SR R AHE ] BRIR E R
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cluster.routing.allocation.disk.watermark.low ERIAMEH N 85% . 40 5L sk B i), Elastic-
search ¥ AL T 2 53 i BC4 AHOC I RE AR5 A0 o 1 s E AN Z 580 > 793R m] DL 5 | R = 4
o

cluster.routing.allocation.disk.watermark.high ERiA{H 4 90% . W14 H I FR ), Elastic-
search F K B 40 T AL 2 B A 2 88 ] AR Rl e sl C iAo

cluster.routing.allocation.disk.watermark.flood_stage #t i\ 1 & 95% ot R
8 Ot R ), Elasticsearch 23 ¥ it 5 & 5l L & BB 8 H R 9l Bt index.blocks.
read_only_allow_delete, HH R/DH =50 oA H GRS & o WIBH R, Joik
KR E 225 | 20 2R 2R 5 | BRI A A 2RI B4 A -

VEAR: A 12 P BOT B2 R 5 E 0 i, U Elasticsearch A2y F 2 S SUELE o WRAHG
WA o0 T T sh A TP O A W R R s ] ) T 0 T B e I R

For more information about disk watermarks and disk-based shard allocation, please follow the Disk-based
Shard Allocation chapter in the official documentation.

6.4 151171k

AW RS T A i i A TR A R H T IR AT P R A R o G A A T DL AE R

Ticket::Article: :Backend: :MIMEBase: :ArticleStorage HHCE -

Kernel: :System: :Ticket: :Article: :Backend: :MIMEBase: :ArticleStorageDB It Bk A i th
KB AF e B e b o e G T 2 AN g5 2% (H AR R 2 T T AR 2 A i ) .

M AR LI P A ZE I

Kernel: :System: :Ticket: :Article: :Backend: :MIMEBase: :ArticleStorageFs i [ It #5 th
LR AT R G EARERAE o e AR, B W R 2 A R g5 A ) 2R DR SO R A IR
Fran 2 AL O HORE NFS S B el el /2 SAN BRBLIIfl vk 7 b o

AR AERBL LRI R HERE AL

ey AR AT o AN e s DI 2 o5 — AN e o RT DAE RGO E UM A i > AR AT A AT SRR
e Bt e b S PHICRI SO E R GE b [ ZIPIR

otrs> /opt/otrs/bin/otrs.Console.pl Admin::Article::StorageSwitch —--target,,
—ArticleStorageFs

Al LS ——target WI0IEE HbR G5 o

fifts HEASIERE AT RETR EEAR AN R BRI TR S RO UL AT T CPU B AN/ i i 25 75

e B

W B K Wl OE b RO R A KM W B W R 4 W OE &
Ticket::Article: :Backend: :MIMEBase: :CheckAllStorageBackends UL i f&# OTRS {54k nf
LR EEATT -
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6.5 JHFY T

H1 T OTRS T LLAE S R AR 48 M BR 5C P I Tl e AN — AN R o R, BRATSEBl 17— w] UL A
P T HIDIRE -

DERCRASZ A0 T Fa] DUBRIC Dy “CIAS” o X8 T AR T HOLI TR R sas 4T A~ A ST 55 I Jeik U
] o RGEAS AN EA TR T, 1R R Bl i) TRt LT o XA KRB R G b e ok BRI
RERETT -

SAE VAR D e -

1, WIS AGH AT H Ticket: :ArchiveSystem WH o

2. EX—ANAES -
 fE HEWESSBRe b miidy W S5 12l .
« AR5 BCE  RAUHRMES AR .
o BT : T RRZAE SR P AE LT .
o GEFETTHR Bl PR LA T ETAER T T AL T oG ATIRAS I TR A
o SRR IN T AR . BOE AR T TR B AR T
o FE LB PRAFAZATSS
o SRR P BATIZATE S HE R AT R S I K TR
o« iy BTSSR .

W TahisT IR 5% 2 vl LUE % 5000 4> T

AR R T, RGEERIERAR IR TR
AT ARR RS T
1. T TR bE 4
2. WHE AR ZY RIFR TR Pr g TH .
3. AT .

6.6 Lt Web /55 %%

OTRS fJA & Web 55 a5 w] UTAREI I AL B N 22 o 24 OTRS [/ i 2 P S kS5 I > Al e
SR Web IG5 a8 BCE » Eeinsfin TAEERR £

Web A48 e & AL T Kernel/WebApp.conf, I A R ESAE SR UL o T BAEIN worker EE
PIEAT eI s ds DIBF 2000, F AL HTTP 35K .

6.7 2217

OTRS 7t /opt/otrs/var/tmp HEEAF T KGN EHE R E M S TERE S RGNS o« WRIRA
AL RAM s AR AT PLS R XA H SR AE ramdisk b 4017 F s
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otrs> /opt/otrs/bin/otrs.Console.pl Maint::Session::DeleteAll
otrs> /opt/otrs/bin/otrs.Console.pl Maint::Cache::Delete
root> mount -o size=16G -t tmpfs none /opt/otrs/var/tmp

Hif#: (£ /etc/fstab PIRIIKAPMEHB A .

W X N RRANMEAAAE, RS S EANSER, Al C AR eI 6 S RS
O AT B AR 22K

6.8 it

T AR R W RE T A 2 A i AR 55 A% AR RE s AT OTRS o iKW MR 55 frEVFZ A
BF o BRIt , OTRS 4ERIL TN IL HE47 (1) OTRS I i SRR Bt S0
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